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Preface

This DirX Directory Manager Guide provides information about DirX Directory Manager the
graphical user interface for the DirX Directory. It consists of the following sections:

- Chapter 1 provides an overview on the DirX product suite for Identity and Access
Management (IAM).
- Chapter 2 provides detailed information about DirX Directory Manager.

- Chapter 3 describes how to manage the DirX Directory DSA schema with DirX Directory
Manager.

- Chapter 4 describes how to manage the DirX Directory DSA database with DirX
Directory Manager.

- Chapter 5 describes how to use monitoring information provided by the DirX Directory
LDAP server.

- Chapter 6 describes how to use the script manager.
- Chapter 7 describes DirX Directory Manager core component.

- Chapter 8 provides information about DirX Directory Manager trace window.


content/ch1_what-is-dirx.pdf
content/ch2_manager.pdf
content/ch3_schema.pdf
content/ch4_database.pdf
content/ch5_monitor.pdf
content/ch6_script-manager.pdf
content/ch7_core-component.pdf
content/ch8_trace-win.pdf

DirX Identity Documentation Set

The DirX Directory Manager document set consists of the following manuals:
- DirX Directory Manager Guide. Use this book to obtain information about DirX Directory
Managetr.

- DirX Directory Manager Release Notes. Use this book to install DirX Directory Manager
and to understand the features and limitations of the current release.


content/preface.pdf
release-notes/release-notes.pdf

Notation Conventions

Boldface type
In command syntax, bold words and characters represent commmands or keywords that
must be entered exactly as shown.

In examples, bold words and characters represent user input.

Italic type
In command syntay, italic words and characters represent placeholders for information
that you must supply.

[]

In command syntax, square braces enclose optional items.

{}

In command syntax, braces enclose a list from which you must choose one item.

In Tcl syntax, you must actually type in the braces, which will appear in boldface type.

In command syntax, the vertical bar separates items in a list of choices.

In command syntax, ellipses indicate that the previous item can be repeated.

userlD_home_directory

The exact name of the home directory. The default home directory is the home directory of
the specified UNIX user, who is logged in on UNIX systems. In this manual, the home
pathname is represented by the notation user/D_home_directory.

install_path

The exact name of the root of the directory where DirX Identity programs and files are
installed. The default installation directory is userlD_home_directory/DirX Identity on UNIX
systems and C:\Program Files\DirX\Identity on Windows systems. During installation the
installation directory can be specified. In this manual, the installation-specific portion of
pathnames is represented by the notation install_path.

dirx_install_path

The exact name of the root of the directory where DirX programs and files are installed. The
default installation directory is userlD_home_directory/DirX on UNIX systems and
C:\Program Files\DirX on Windows systems. During installation the installation directory
can be specified. In this manual, the installation-specific portion of pathname is
represented by the notation dirx_install_path.

dxi_java_home

The exact name of the root directory of the Java environment for DirX Identity. This location
is specified while installing the product. For details see the sections "Installation" and "The
Java for DirX |dentity".

tmp_path



The exact name of the tmp directory. The default tmp directory is /tmp on UNIX systems. In
this manual, the tmp pathname is represented by the notation tmp_path.

tomcat_install_path
The exact name of the root of the directory where Apache Tomcat programs and files are
installed. This location is defined during product installation.

mount_point
The mount point for DVD device (for example, /cdrom/cdromO).



1. What is DirX?

Eviden DirX suite of highly scalable and automated IAM solutions allow customers to
choose from on-premise, managed and cloud-based delivery models and to benefit from
enhanced regulatory compliance and audit capabilities, greater security, higher efficiency
and reduced overall costs. The DirX portfolio ranges from identity management and access
governance, identity analytics and intelligence to Web access management and single
sign-on, authorization, identity federation, and directory services. Analysts recognize Eviden
as a world leader in role management and SAP integration.

DirX Identity
User and Access Management aligned with Business

Processes

DirX Identity is a comprehensive, process-driven,
customizable, multi-tenant, cloud-ready, scalable, and
highly-available identity management solution for
enterprises and organizations. It delivers overall risk-
based identity and access governance functionality
seamlessly integrated with provisioning.

DirX Access

Identity Federation, Access Management, and SSO for
the Connected World

DirX Access is a comprehensive, cloud-ready, scalable,
and highly available access management solution

DirX Audit

Analytics and Intelligence for Identity and Access
Management

Dirx Audit provides auditors, security compliance
officers, and administrators with analytical insight and
transparency for identity and access management.
Based on historical identity data and recorded events
from the identity and access management processes,
Dirx Audit allows answering the "“what, when, where,
who and why” questions.

DirX Directory

High-end LDAP / X.500 Directory Server and LDAP
Proxy

Dirx Directory provides a standard-compliant, high-
performance, highly available, highly reliable, highly
scalable, and secure LDAP / X.500 Directary Server and

providing policy- and risk-based (context-aware]
authentication incl. FIDO, authorization, and federation
for web applications and services.

LDAP Proxy. DirX Directory can act as the secure identity
store for employees, customers, citizens, partners,
subscribers, and other loT entities.

Figure 1. Figure : DirX: The integrated product suite for Identity and Access Management

With the DirX product family an integrated product suite for identity and access
management solutions is provided, which consists of

- DirX Identity, a comprehensive identity management and governance solution.
- DirX Directory, the standards-compliant LDAP / X.500 directory server and LDAP Proxy.

- DirX Audit, providing analytical insight and transparency in the identity and access
Mmanagement processes.

- DirX Access, a policy-based Web access management, Web single sign-on,
Authorization, and federation product.

The DirX products provide full coverage of the four core |IAM processes

- Identity Administration Process
The DirX Identity Business Suite delivers lifecycle management of users and
organizational data, administrative and self-service management interfaces,
metadirectory and provisioning capabilities.

- Entitlement Administration Process
The DirX Identity Pro Suite includes all the features of the Business Suite plus lifecycle
management of roles and entitlements, request and approval workflows, delegated
administration and access certification.

- Access Process
DirX Access protects access to resources by providing central security services for
authentication, authorization, single sign on, identity federation, and Web services
security.



- Intelligence Process
DirX Audit delivers analytical insight and transparency in the identity and access
management processes.

DirX® Identity Pro Suite

Design the processes to
fulfill the practices and

Entitlement policies of the enterprise
Administration »

Process

DirX® Identity
Business Suite
ervice,

Intelligence
Process

ganization, .
Pr ing, Identity
Metadirectory Administration
Process

Access
Process

Dashboard ports, £ istics,
Charts, Monitoring, History

Figure 2. Figure : The DirX products provide full coverage for all 4 IAM core processes



2. What is DirX Directory Manager?

DirX Directory Manager is a Java application that provides a configurable, platform-
independent administrative graphical user interface for local and remote management of
DirX Directory. DirX Directory Manager is a plug-in that adds functionality to the core
component. This functionality consists of:

- LDAP-based functionality
This functional area consists of features that are designed to work (at least to some
extent) with both DirX Directory and non-DirX Directory LDAP servers (note, however,
that although LDAP is an Internet standard, different servers behave differently in
certain details).
The LDAP-based functionality includes:

- Managing ordinary LDAP entries (this functional area is part of the core component)

- Managing the schema
Note that the schema and database related functionality is provided by separate plug-
ins that may or may not be present in your deployment.
See "Schema Management" for details about these functions.*
Schema*
Allows you to view and manage the schema.*
Database/Indices*
If the plug-in "Database" is installed, the schema view also allows viewing and
managing indices.

- DirX Directory-specific functionality
This functional area consists of features that are solely available with DirX Directory. It
includes:

- Displaying the LDAP Root subentry

- Displaying Access Control Subentries

- Managing Collective Attribute Subentries

- Managing LDAP Configuration Subentries

- Managing LDAP SSL Configuration Subentries
- Managing LDAP Audit Subentries

- Managing Password Policy Subentries

- Managing Replication

- Monitoring administrative information provided by the LDAP Server
Note that the monitoring functionality is provided by a separate plug-in that may or
may not be present in your deployment.
See "Monitoring Information" for details about these functions.

- A script manager that allows you to manage scripts and run dirxcp and dirxadm from
within DirX Directory Manager, provided dirxcp/dirxadm are available locally. Moreover,
you can have the script manager decode and view audit log files based on the
dirxauddecode command (must be locally available, too).

For details on dirxcp, dirkadm and dirxauddecode please refer to the documentation
shipping with DirX Directory.



The script manager-related functionality may be absent because it is a separate plug-in.
If present, it should be found in DirX Directory Manager's Welcome View Group.

- Finally, a "Trace Window" (which is also a separate plug-in) may allow you to enable,
disable and configure trace information and display it in a window.

2.1. Getting Started

When you start DirX Directory Manager for the first time, DirX Directory Manager displays a
"Welcome" view such as this one:

EDirx Manager i ] o5

File Edt View Schema Tools Help

BB F el @ @B |0 @ X |SN|
£ &l Start

Welcome to DirX Manager

Open a server by double-clicking an entry in the list, or select the entry and press the "Open” butkon,
To create a new server, press the "Mew..." button and enter a name and host name.

Server Profiles:

Mame £ Description Hosk: Park Base DN Server bype |E'3 Open |
[y-Campanry My-Compary sa... locahost:389  o=My-Company  Dir¥ Directory
My-Company sa...  localhost:389  o=My-Company  Dir¥ Directory Hew.
- y 53, |locaho 5 |0=My-Company |Dir¥ Direckory Delete. .. |
Properties. .. |
Capy... |

¥ Remember servers opened previously

Figure 3. DirX Manager Welcome View

In the example shown here, some servers are pre-configured. Click Properties to modify
the settings of the currently selected server according to your needs or click New to create
a new server profile. When you opt for creating a new server profile, DirX Directory Manager
opens a "Server" dialog like this one:



General | options | wisibility | Password | LDAP Raot

[T Use secure connection (LDAP version 3 only)

Authentication

{ Anonymous bind % Simple bind € SASL EXTERMAL bind

General

Marne: IMy-Cnmpan';.f

Descripkion: Ir'-“lw:.f-IC-:umpan';.f sample

Host Info

Host: IIu:ucthu:ust

Park: 389 LOAP wersion: IS vI

Server bype: IDirx Directory LI

Search base: ID=My-CDmpany _I
[ ]

Test

Defaulk User Dh; cn=admin, o=Mxw-Company

Location to store server profile

IGI:::I::aI (available to all users)

J22

Help |

i (a4 I Cancel |

Figure 4. Server Dialog Box

The Server type field (choices are DirX Directory or

Other) determines the views that are

offered for the server defined by this profile. The "Basic Patterns" topics (Standard Dialogs:

Server) provide further details about this dialog. On

ce you successfully complete this dialog,

your new server profile should appear as the first entry in the Welcome dialog or as an

additional entry in the list.

Now select the server profile you want to work with and click Open or double-click it.

Unless you have decided to try anonymous access,
dialog like this one:

you must now complete a "Login"



Server! IMy-CDmpany {localhost: 389) ll

User DM: l:n=admin,D=My-CDmpany LI

Password: |

Ik I Cancel | Anonyrmous | Help |

Figure 5. Login Dialog Box

The "Basic Patterns" topics (Standard Dialogs: Login) provide details on the Login dialog.
Once you complete this dialog, DirX Directory Manager displays its main window in a way
that shows a "View group" with a number of "views". (See the Basic Patterns: Main Window
topic for more information about views and view groups.) Here is an example:

~loj x|

File Edit ‘iew Schems Tools Help

EBH|F e d40R|F0]s nax (&N

D I

Directory Entries

Browss | Gearch

lau=Accounting : Lo Ach Action_Maginley@Airiuscom.com |9
- Y En:ActinnMaginley Adina_Kolos@airiuscom.com
& cn=Adina Kolos J & Advance Wery +1 816 659-2159 Advance_Wery@Aairiuscom.com
& cr=Advance Wery & Akin Antoft +1 408 110-6713 Akin_Antoft@Airiuscom, com

& cr=Akin Antoft r% Alfons Inniss +171 195-2555 Alfons_Inniss@Airiuscom, com d
o
9 cn=AlFans Irniss b 3 !
8 cn=hlison Basu % Action Maginley
) cn=~alka Thil General | Inf | Al attributes |
@I cn=~Alyda Mann &
- @ cn=Amandip McWater Name =

- [y ch=AmaLr tWinters

- [ cn=Anderea Steklasa
- [ cn=Andriz Schartmani First namea: |Actinn Surname: |Magin|ey
[y cn=Antoni Capindale

@) cn=Antonio Tymchuk. Title: ounting Punk, Initials: ~ |&. M. )

- @ cn=Antaon-huoc Atpc

COmMmaon name: |nction Maginley

Description: |Th|s is Action Maginley's description
-~ [@ cn=Appolonia Baghda
- @ cn=Arlette Atrc PR
~C at
& cn=~Arluene Managem
-~y cn=~Arshad Draffin Phorne: [+1 604 360- 1660 Home: [+1 71 2712742
& cn=Ashli Losa ;I
l% cn=Atalarta Typer  * Edit Help
4| | r = =
!\ocalhost| & cr=admin, o=My-Company | |212 Itemis), 1 selected

Figure 6. Screenshot of the DirX Directory Manager Main Window
In this example, you can see the following views:

- Directory Entries (the view that is currently active in the above screen shot)
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- Quick Search

- Configuration (only available with server type DirX Directory)

This view allows you to view and manage subentries such as access control, LDAP

configuration and password policy subentries.
See the "Configuration" topic for details about these functions.

- Schema (only available with server type DirX Directory)

This view allows you to manage the schema. (See "Schema Management" for details.)

- Replication (only available with server type DirX Directory)
This view allows you to view and manage shadowing and LDIF agreements.

- Monitoring (only available with server type DirX Directory)

This view allows you to get monitoring and diagnostic information provided through
extended operations. (See "Monitoring Information Provided by the LDAP Server" for

details))

If you want to work with several servers, you can repeat the steps described here as often as

you need.

By applying the right mouse button to a view group, you can close it or move it up or down:

r‘:l';‘Dir!lC Manager

File Edit ‘ew Schema Tools Help

EH|F |« @ @1 ||D

Dirs Manager

Directory Entrie
My-Cormpagas
By Close Server  brch |

f Move Up cri=Action
JL Mave Down cr=ddina

= cn=Adval
- iy en=akin &
- iy en=alfan:
- iy en=alisor
iy en=alka 1
- iy en=alyda
- iy en=~Aman

T -

Figure 7. Context-sensitive Server Menu

2.2. Directory Entries View, Quick Search View

These views come with the core component.

Directory Entries
This view allows you to browse, search and manage ordinary LDAP entries. The "Core
Component" topics provide details about these functions.

Quick Search
This view features a convenient, yet powerful way to find information stored in the
directory. The "Core Component" topics provide details about this function.

n



2.3. Configuration View

The configuration view gathers various types of subentries into a virtual tree. Subentries in
the narrower sense have been conceived to allow for structuring administrative
information that belongs to an administrative point. In other words, they are conceptually
part of the administrative entry to which they belong. This is why these subentries can only
occur immediately below their administrative point. These subentries are: Access Control
Subentries, Collective Attribute Subentries, Password Policy Subentries and Proxy Control
Subentries.

The first level of the virtual configuration tree shows two branches:

- The context prefix(es). This branch is for the subentries in narrower sense. Below each

context prefix are:

- Avirtual node called Access Control Subentries

Below this node, all access control subentries are subsumed.

- Avirtual node called Collective Attribute Subentries

Below this node, all collective attribute subentries are subsumed.

- Avirtual node called Password Policy Subentries

Below this node, all password policy subentries are subsumed. The password policy
specified in this sunbentry applies to their administrative point.

- Avirtual node called Proxy Control Subentries

Below this node, all proxy control subentries are subsumed.

Note that you can edit the context prefixes here as well as in the "Directory Entries" view.

12

- You can create subentries by selecting the New ... subentry... operation from the

context-sensitive menu of the virtual node or of the subentry. Note that when creating
such subentries, there is no DirX Directory Manager support regarding creation of
administrative points.

- You can read and edit subentries when displaying their properties in the right-hand

property pane.

- The root node of the virtual tree itself provides the data that are stored in the LDAP

Root.
Just click at "Root" to display the LDAP root in the right-hand property pane.
Alternatively, you can use the server dialog which you should find in the file menu.

- Avirtual node called LDAP configuration subentries. LDAP configuration subentries can

be managed.
Below this node, you'll find the following types of subentries:

- LDAP Configuration
- LDAP Audit
- LDAP SSL Configuration

- Avirtual node called Global Password Policy Subentry.

Below this node, you'll find the global password policy subentry. The global password
policy subentry specifies the password policy that applies to the DSA.



=y o=My-Company
El,ﬂ Access Control Subentries

L B pnzpccessControl-Subentry
@ Collective Attribute Subentries
B Password Policy Subentries
ﬂ Proxy Control Subentries
IZ—}-& LOAF Configuration Subentries
@Eﬁj cn=ldapConfingSasl
@Eﬁj cn=ldapConfiguration
B cn=ldapSSLConfinSasl
B8 cn=ldapSSLConfiguration
-G cr=ldapaudit
-G cn=ldapAuditsas]
I'_—'}--E Glohal Password Policy Subentry

----- &) cn=GlobalPasswardPolicy

Figure 8. Virtual Configuration Tree

2.3.1. Access Control

For in-depth information on this topic, refer to the server documentation.

Access control information controls whether a user is authorized to perform particular
access to the directory. The access control implementation of DirX Directory largely
conforms to the respective ITU X.500 specifications (http://www.itu.int/ITU-T).

DirX Directory conforms to the general principles introduced there.

DirX Directory allows defining the scope to which an access control definition is to apply. In
other words, it allows defining what collections of entries are to be affected by what access
control definitions.

The items that can be protected range from attributes to collections of entries. There are
also quite a number of possible permissions such as add, read, remove, etc.

Access control information (ACI) is held in ACI items, each item storing information about
what users are granted/denied what types of access to what protectable items.

Initially - that is, after the installation of a server - no access control is in place.
Bootstrapping the server implies establishing some primary access control definitions.

ACI Items can be contradictory. The access control decision function decides whether an
access attempt is to be granted or to be denied.

2.3.1.1. General Principles

The general principles that guide access control according to the ITU X.500 specifications
(http://www.itu.int/ITU-T).are:

- Information hiding
Information in the Directory is not revealed to the user as being present unless he has
permission to access it (the default result of a read operation e.g. is “no such entry”
rather than “insufficient access rights”, if the access rights are actually insufficient.
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However, it is possible for the user to be granted the right to be told the “truth”. In order
to avoid telling a “lie” and not to have to tell the truth, the Standard would also allow
configuring a result like “no information”).

The basic idea behind this principle is to keep the unauthorized user from being able to
find out information on the DIT by trial and error.

- Precedence

There may be several access control items in a list that apply to a particular user trying
to access the Directory. Each access control item is given a precedence, and high
precedence items overrule low precedence items. Thus if one access control item with a
precedence of 50 states that everyone is denied read access to a particular attribute,
and another access control item with a precedence of 51 says that Bill can read this
particular attribute, the second item takes precedence over the first item and Bill will be
granted read access to the attribute.

- Specificity

Specificity means that more specific access control items overrule less specific access
control items of the same precedence. Thus if one access control item says that Bill is
denied read access to all attributes, but another item of the same precedence says that
Bill can read the telephone number attribute, then Bill will have read access to the
telephone number attribute (the protected item “telephone number” is more specific
than “all attributes”). Similarly, if one access control item says that everybody is denied
read access to the telephone number, but another item of the same precedence says
that Bill can read the telephone number attribute, then Bill will have read access to the
telephone number attribute (the user class “Bill” is more specific than the user class
“anybody”).

- If in doubt, deny

Denial beats Grant: A denied access overrules a granted access if both have the same
precedence and specificity. Denial is the default: access that is not granted explicitly is
denied.

2.3.1.2. Scope of Access Control Definitions

See also Administrative Authority Model.

While EntryACI items apply only to the single entry in which they are held and SubentryAC|
items apply only to the subentries that are immediately below the administrative point to
which they belong, PrescriptiveACI items cover Access Control Areas. Access Control Areas
include

or

A complete autonomous administrative area (AAA)

- A fraction of it; possible fractions are:

- An “access control specific area” (ACSA);
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that is, the AAA can be partitioned into a number of non-overlapping access control
specific areas, each of them comprising a subtree. The start of an ACSA is defined
through the value “Access Control Specific Area” of the operational attribute
“Administrative Role”. Leaf entries or new ACSAs mark the end of an ACSA.



- An “access control inner area” (ACIA);
that is, the AAA or ACSA can contain a number of nested access control inner areas,
each of them comprising a subtree — the lower nesting level may alter some rules
imposed by an upper level for its own subtree (however, only for the subtree to which
the inner area applies).
The start of an ACIA is defined through the value “Access Control Inner Area” of the
operational attribute “Administrative Role". Leaf entries or new ACSAs mark the end of
an ACIA.

- A “Directory Access Control Domain” (DACD, also called “entry collection”)
which forms a subset of an ACSA or ACIA that is determined by a “subtree specification”.

The X.500 standard specifies two levels of complexity (per access control specific area):

- The quite powerful “basic access control” (BAC) scheme

- The rather simple “simplified access control” (SAC) scheme
DirX Directory treats SAC in the same way as BAC, however. According to the X.500
standard, the simplified SAC scheme would work by ignoring the existence of Entry ACI
attributes and access control inner areas (ACIAs). This means that all entries in an
administrative area would be protected solely by the Prescriptive ACI attributes held in the
subentries below their Administrative Point, and subentries would be protected by the

single Subentry ACI attribute in their administrative entry.
Doing without Entry ACls and access control inner areas is possible with BAC, too, of course.

2.3.1.3. Protectable Items

The following items can be subject to access control:

- All entries within the scope of the ACI item (yes/no)

- All user attribute types of all those entries (yes/no)

- All user attribute values of all those entries (yes/no)

- All attribute types specified in a list of attribute types

- All values of all attributes specified in a possibly different list of attribute types

2.3.1.4. Permissions

Permissions may be granted or denied. The following permissions are possible:

- Add
For entries: controls the ability to create an entry in the DIT (subject to the access
controls on all attributes and values to be placed in the new entry). In order to add an
entry, permission to add its mandatory attributes and their values must at least be
granted.*
For attributes* controls the ability to add an attribute (subject to the ability to add all
specified attribute values).*
For attribute values* controls the ability to add an attribute value to an existing
attribute

- Browse
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For entries only: controls whether directory operations (i.e. list and search operations)
can access entries that they do not specifically name

- Compare (for attributes and their values only)*

For attributes and their values* controls whether attributes and values can be used in
compare operations

- Disclose on Error

For entries: controls whether the entry’s name can be returned in an error or empty
result. If not granted, the Directory returns an error as if the entry did not exist.*

For attributes*: controls whether the attribute’s presence can be disclosed in attribute
or security errors. If not granted, the Directory returns an error as if the attribute did not
exist.*

For attribute values* controls whether the attribute value’'s presence can be disclosed in
attribute or security errors. If not granted, the Directory returns an error as if the
attribute did not exist.

- Export

For modify DN operations only: controls whether an entry can be moved (with its
subordinates, if any) from its present position in the DIT to another position in which it
has a different superior entry. The Export permission must be held by the old superior
entry. If the last RDN of the entry being moved is changed, the entry must also possess
the Rename permission.

- FilterMatch

For attributes and their values only: controls whether the attributes and values can be
matched with corresponding values in a search filter. If the cannot, the filter must be
evaluated as if the a

- Import

For modifyDN operations only: applies when an entry is being moved (with its
subordinates, if any) to another position in the DIT where it has a different superior
entry: The Import permission must be held by the new superior entry. The entry must
itself grant Export permissions for success.

. Modify

For entries only: controls whether the information contained in an entry can be
modified using a modify operation. Note that appropriate attribute and value
permissions must also be granted in order to modify any attributes and values in the
entry. (Modifying the RDN is no affected by the Modify permission.)

- Read

For entries: controls whether Directory read or compare operations that specifically
name an entry can read that entry. Further permissions are required to access the
attributes and their values:*

For attributes and their values* controls whether read or search operations can return
attributes and values as entry information.*

Note: Since LDAP does not know a read operation (in LDAP, a read is done thru a "base
object search"), you need to grant browse permission.*

- Remove

For entries: controls the ability to remove an entry from the DIT regardless of controls
on attributes or attribute values within the entry.*
For attributes* controls the ability to remove an attribute and all of its values.*



For attribute values* controls the ability to remove an attribute value from an existing
attribute.

- Rename

For entries only: controls whether an entry can be renamed with a new RDN subject to
the consequential changes to the distinguished names of subordinate entries. (It may
not be possible to rename an entry when there is a subordinate reference that is
subordinate to the entry.) Note, however, that permissions within subordinate entries
are not taken into account when evaluating permissions for this operation.

- ReturnDN

For entries only: controls whether an entry’s distinguished name can be returned in an
operation result. If this permission is not granted, an alias name can in some cases be
returned; if it is not possible to return an alias, information about the entry is withheld.

2.3.1.5. Permissions vs. LDAP or DAP Operations

Normally there is more than one permission required in order to be able to perform a single

directory operation; for example, attribute value-related permissions do not imply the
belonging attribute type permissions and entry-related permissions alone are not
necessarily sufficient to access any information in the entry. The following table gives an

overview of what permissions are required for what directory operation. The table does not

contain the permission DiscloseOnError, which is not really required for any directory
operation:

Table 1. Table : Permissions vs. LDAP or DAP Operations

Directory Operation Permissions that need to be Permissions that need

(LDAP/DAP) granted for 'Entry' to be granted for
Protected Item Attribute Type
Protected Items
Compare/Compare  Read Compare for attribute
type
-/Read Read Read for each attribute
There is no LDAP type returned (note
read operation. See  ReturnDN (only if an alias that it is possible to just
note on base object Name is not available) request attribute types
searches below in a read operation)
One-level search/List Browse and ReturnDN for None

each subordinate
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Directory Operation Permissions that need to be Permissions that need

(LDAP/DAP) granted for 'Entry' to be granted for
Protected Item Attribute Type
Protected Items
Base object search or Browse for each entry in FilterMatch for each
subtree scope of Search. Note that attribute type and
search/Search reading entries through value used to evaluate
LDAP requires Browse the filter

permission, since LDAP
reads entries through base Read for each attribute

object searches! type returned (note
that it is possible to just
ReturnDN for each entry request attribute types
(only if an alias name is not  in a search operation)
available)
Add/AddEntry Add Add for each attribute
type
Delete/RemoveEntry Remove None
Modify/ModifyEntry  Modify Add for all attribute
types added

Add for all attribute
values added

Remove for all attribute
types removed

Rename/ModifyDN Rename if operation only None
modifies RDN

else

Export at old name and
Import at new name

2.3.1.6. Access Control Information (ACI)

The information stored in an ACI item includes:

- An identification tag, which is a text string assigned by the creator of the item, and
which serves to uniquely identify the item

- The precedence level, which is an integer, and is used by the Access Control Decision
Function when evaluating a set of ACl items. Higher precedence items override lower
precedence items. The precedence level ranges from O to 255, zero being the lowest
one. If a type of access was denied at precedence 100, but granted at precedence 200,
access would be granted. This way administrators can use the precedence level when
delegating authority to an “access control inner area” ACIA (see below). They may set
low precedence defaults that the inner authority may selectively override, or they may
set high precedence policies that cannot be overridden (except thru higher specificity)
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- The authentication level, which specifies the minimum level of authentication that the
user must have undergone before this ACl item may grant him access. It takes one of
three values, strong, indicating that strong authentication must have been performed
on the user, simple, indicating that a name and password or protected password must
have been presented by the user, or none, indicating that no authentication is needed
(identification only is classified as none). The authentication level is optionally qualified
by an integer, which if present in the ACI item, must be exceeded by the user when he
is authenticated (how this is done, or what it means, is not specified in the Standard -
and it is not supported by DirX Directory)

and either

- “ltem first” permissions which lists a set of protected items, and the set of users, all
potentially with varying permissions, who may or may not access these items (note that
a given user has the same permissions for all the protected items)

or

- “User first” permissions which lists a set of users, and the protected items, all potentially
with varying permissions, that the users may or may not access (note that a given
protected item grants or denies the same permissions to all the users)

User first and Item first are equivalent; in some cases the administrator may find User first
to be the more convenient way to put an access control information, in others he may
prefer ltem first.

Here is an example of an ACI item:
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Enccesstnntrnl—Suhentry Properties " x|

22 AccessControl-Subentry

£2 Prescriptive ACT | 2 Entry ACT | Subtree Specification | Info | All Attributes |

o o 5 B
Admin: enable most of operations Copy Delete Edit —
Precedence: 254 - .

Authentication Level: simple Identlﬁ cation tag

User classes Edit

Mames:

User Permission 1 . .

P User first permissions P
Entry

Permissions Edit

Grants: Add, Browse, DiscloseOnError, Export, Import, Modify, Read, Remove, Rename,
ReturnDM

User Permission 2

Protected Items Edit
All User aAttribute Types and Yalues

Attribute Types: accessControlScheme, administrativeRole, attributeTypes, collectiveE:xclusions,

createTimestamp, creatorsMame, dirxEntryUUID, entrwaC,
governingstructuralRule, modifiersMame, modify Timestamp, numalsubordinates,
numSubordinates, objectClasses, prwdaccountLockedTime, prdChangedTime,
pwdExpirationWarned, pwdFailureTime, pwdGracelseTime, prwdHistory,
pwdReset, structuralobjectClass, subentrwnCl, wvendorMame, vendarersion

Al Attribute Values:  (same as in "Atkribute Types™)

Permissions Edit
arants: Add, Compare, DiscloseOnError, FilkerMatch, Read, Remove

Public Access: enable Read and Search - disable Copy Delete
Read password Edit
Precedence: ]

Authentication Level: none

llear rlaceac Flit LI

Export... | Mew. ..

oK | Cancel | Help |

Figure 9. AccessControl-Subentry Properties Dialog Box with ACI Iltem

Access control information is held in so-called “ACI operational attributes” (multi-valued,
the values being called ACI items). There are three types of ACI attributes:

- Access control operational attributes protecting ordinary entries

- EntryACI

EntryACI operational attributes control access to the single entries in which they are
held. It is also possible to control access to collective attributes that appear to be held in
the same entry.

- PrescriptiveACl

PrescriptiveAC!| attributes can only be held in subentries. They control access to the
entries (and their attributes) that are within the scope of the subtree specification held
in the same subentry. This scope is also referred to as "Directory access control domain”
(DACD). PrescriptiveACI attributes thus hold the access control policies that apply to the
access control domain, but they do not protect the attributes held in the subentry itself.
EntryACI or SubentryAC| attributes have to be used for this.

- Access control attributes protecting subentries
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- SubentryACI

SubentryACI operational attributes are access control attributes that can only be held in

administrative entries. They control access to the subentries immediately below the

administrative entry in which they reside (they actually control access to the subentries

and to the operational and user attributes held in the subentries)

PrescriptiveAC!| attributes can protect EntryACI attributes. SubentryAC| attributes can

protect PrescriptiveACI attributes.

2.3.1.6.1. [.indexref][.indexref]##Prescriptive ACI

Access control subentries display panes like these:

Variantl, read-only (property pane):

&2 AccessControl-Subentry

. P Prescriptive ACT | subtree Specification | Info | Al Attributes

Admin: enable most of operations
Precedence: 254
Authentication Level: simple

User classes
Marmes; cn=admin, o=My-Company

User Permission 1

Protected Ttems
Enkry

Permissions

Grants: Add, Browse, DiscloseCnError, Export, Import, Modify, Read,
Remaove, Rename, ReturnDi

User Permission 2

Protected Items
all User attribute Types and Yalues

Attribute Twpes: accessControlScheme, administrativeRole, attributeTvpes,

collectiveExclusions, createTimestamp, creatorshlame, dirxEntrye 0T,
entryACT, governing3tructuralRule, modifiersMame,

[ ' all= 1

Impatt. .. Expoart... Mew. ..

=l

Edit |

Help |

Figure 10. AccessControl-Subentry (read-only property pane)

Variant 2, editable (property pane after clicking the Edit button at the bottom of the pane

(shown here) or property dialog (not shown)):
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&2 AccessControl-Subentry
22 Prescriptive ACT | 22 Entry .ﬁ.CIl Subtres SpeciFicationI InFDI &l aktribukes

Admin: enable most of operations Copy Delete Edit

Precedence: 254
Authentication Level: simple

User classes Edit
Mames: cr=admin, o=My-Compary

User Permission 1

Protected Items Edit
Entry

Permissions Edit

Grants: Add, Browse, DiscloseCnError, Export, Import, Maodify, Read,

Remove, Rename, ReturnDM

User Permission 2
Protected Items Edit
All User attribute Types and Yalues

Attribute Types: arcessContralSchere, administrativeRaole, attributeTyvpes,

collectiveExclusions, createTimestamp, creatarshlame, dirEntryUUID,
ertrwdi™T  anwerninnSteocbiralRole  rmndifierchlames ;I

Expart.., | Mew, .

Save | Reset | Help |

Figure 11. AccessControl-Subentry (editable property pane)
Notes:

- In order to be able to manage an access control item in a pane, you first need to click
the Edit button at the bottom of the pane. This action reveals various links such as Copy,
Delete and Edit. Also, if no Prescriptive ACI has been specified yet, an additional Tab
"Prescriptive ACI" will appear (otherwise this tab is visible in the first place). The
respective online help is incorporated directly into the various property dialogs that
apply to the Copy, Edit and Delete links as depicted in above sample. You can also
create new access control subentries.

- Prescriptive ACI operational attributes can only be held in subentries. They control
access to the entries (and their attributes) that are within the scope of the subtree
specification held in the same subentry. Subentries holding prescriptive ACI| operational
attributes can occur only immediately below the administrative point they belong to.
This administrative point must be an entry marked as ACSA or ACIA

- You use access control subentries to define access control information that is not
intended to apply to just one single entry. When you double-click an access control
subentry, DirX Directory Manager will display a dialog like the pane depicted above.

- The tab Subtree Specification is described in a separate chapter.

2.3.1.6.2. [.indexref]##Entry ACI

Entry ACI operational attributes control access to the single entries in which they are held.
It is also possible to control access to collective attributes that appear to be held in the
same entry.

Entries that have an Entry ACI display an additional tab like this one:
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Variantl, read-only (property pane):

% Abele
General | J° Eniry ACT:

Info | All Attributes |

enable most operations but no rename
Precedence: a
Authentication Level: simple

User classes
MNames: cn=admin, o=My-Company
User Permission 1
Protected Items
all User Attribute Types and Walues

attribute Types: accessi_ontrolscheme, administrativeRole, collectiveExclusions,
createTimestamp, creatarshlame, entryACT, governing3tructuralRule,
modifiershame, modifyTimestamp, skructuralObjectClass, subentryaCT

all attribute Yalues:  (same as in "Attribute Types™)
Permissions
Grants: add, Compare, DiscloseOnErrar, FilkeriMatch, Read, Remove

User Permission 2
Protected Items

Enkry
Permissions
Grants: Add, Browse, DiscloseCnError, Modify, Read, Remove, ReturnDh
Imnport, .. | Export... | Mew, .,

Figure 12. Entry ACI (read-only property pane)

Variant 2, editable (property pane after clicking the Edit button at the bottom of the pane
(shown here) or property dialog (not shown)):



i# Abele
General 2= Entry &CI | InFDI &l .ﬁ.ttributesl

enable most operations but no rename Copy Delete Edit
Precedence: 0
Authentication Level: simple

User classes Edit

Mames: cn=admin, o=Mw-Company

User Permission 1

Protected Items Edit
Al User attribute Types and Yalues

Attribute Types: accessi_ontrolScheme, administrativeRole, collectiveExclusions,

createTimestamp, creatorsame, entrydCI, governingStructuralRule,
modifiersiame, modifyTimestamp, structuralObjectClass, subentryACT

Al attribute Yalues:  (same as in "Attribute Types")

Permissions Edit
Grants: Add, Compare, DiscloseCnError, FilterMatch, Read, Remowe
User Permission 2
Protected Items Edit
Enkry

Permissions Edit
Grants: Add, Browse, DiscloseOnError, Madify, Read, Remowe, ReturnDi

Irmport. .. | Export. .. |

Save | Reset Help

Figure 13. Entry ACI (editable property pane)
Notes:

- In order to be able to manage an access control item in a pane, you first need to click
the Edit button at the bottom of the pane. This action reveals various links such as Copy,
Delete and Edit. Also, if no Entry ACI has been specified yet, the Tab "Entry ACI" will
appear (otherwise this tab is visible in the first place). The respective online help is
incorporated directly into the various property dialogs that apply to the Copy, Edit and
Delete links as depicted in above sample.

- When you double-click an entry that has an Entry ACI, DirX Directory Manager will
display a dialog like the pane depicted above.

2.3.1.6.3. [.indexref]##Subentry ACI

Subentry ACI operational attributes are access control attributes that can only be held in
"administrative entries". They control access to the subentries immediately below the
administrative entry in which they reside (they actually control access to the subentries and
to the operational and user attributes held in the subentries).

Entries having a Subentry ACI display an additional tab like this one:

Variantl, read-only (property pane):
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,E— My-Company
Seneral {5 BB R

Info | All Attributes |

admin: enable Handling of Subentries
Precedence: 254
Aukhentication Level; simple

User classes
Mames: cn=admin, o=My-Comparry
User Permission 1
Protected Items
Enkry
Permissions
Granks: Add, Browse, DiscloseOnError, Modify, Read, Remowe, FeturnDh

User Permission 2
Protected Itenis
All User attribute Types and Yalues

attribute Types: attributeTyvpes, attributeTypes, createTimestamp, creskorshame,
dITContentRules, dITStructureRules, dirxEntryUILID, enkryACT, LI

Import. .. | Export... | Mew, ..

Edit | Help |

Figure 14. Subentry ACI (read-only property pane)

Variant 2, editable (property pane after clicking the Edit button at the bottom of the pane
(shown here) or property dialog (not shown)):

.Jf, My-Company
General 22 Subentry ACI | 2 Entry ACT| Infa | All Attributes |

admin: enable Handling of Subentries Copy Delete Edit

Precedence: 254
Buthentication Level: simpls

User classes Edit.

Mames: cn=admin, o=My-Company

User Permission 1

Protected Items Edit
Entry

Permissions Edit

Grants: Add, Erowse, DiscloseCnError, Maodify, Fead, Remove, ReturnDhl

User Permission 2

Protected Items Edit
Al User Attribute Types and Yalues

Attribute Types: attributeTypes, attributeTypes, createTimestamp, creatorsklame, ;I

Export... | Mew, ..

Save I Reset | Help |

Figure 15. Subentry ACI (editable property pane)
Notes:

- In order to be able to manage an access control item in a pane, you first need to click
the Edit button at the bottom of the pane. This action reveals various links such as Copy,
Delete and Edit. Also, if no Subentry ACI has been specified yet, the Tab "Subentry ACI"
will appear (otherwise this tab is visible in the first place). The respective online help is
incorporated directly into the various property dialogs that apply to the Copy, Edit and
Delete links as depicted in above sample.
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- When you double-click an entry that has a Subentry ACI, DirX Directory Manager will
display a dialog similar the pane depicted above.

2.3.1.7. Setting up Access Control

Initially, a DirX Directory server has no data and thus no access control information. In this
stage, an anonymous user who is accessing the server is granted full control. Once the
server has been bootstrapped, access control will take effect.

When installing a server and then loading the sample database that ships with DirX
Directory using the dirxload command, you should find an administrator cn=admin, o=My-
Company or similar. The subentryACI attribute of the context prefix is should say
something like: "cn=admin,o=My_Company is granted pretty much everything, while
anonymous users are only granted read access". If you delete this entry, which is the only
one that has administrative rights, you can no longer administer the server and must
reinstall it. So, provided this entry is there, logging in as cn=admin,o=My-Comypany entitles
you to create:

- New ACSAs, ACIAs and DACDs (not supported with the current release of DirX Directory
Manager)

- New administrators with varying access rights (including identical ones)

Note that - once the server has been bootstrapped - using the DirX Directory
Administration Program dirxadm is only possible for administrators whose entry is
administered in the DADM attribute of the root DSE.

2.3.1.8. The Access Control Decision Function (ACDF)

The access control items that actually apply to an entry are derived from the access control
information that is stored within the entry (as EntryACI attributes), plus the PrescriptiveACI
attributes from all the enclosing access control domains (DACDSs). In order to locate the
latter, the server software must logically traverse up the DIT from the entry towards the
root, searching for inner and specific administrative points which have an 'administrative
role' attribute value of 'access control inner area' or 'access control specific area'
respectively, and stopping when the first specific administrative point is encountered. Each
access control subentry below these administrative points is then checked to see if the
entry is included within scope of the subtree specification.

The ACDF works according to the following principles:

- All non-relevant access control items are discarded. This includes items that do not
include the user, either directly or indirectly, in his user class, and items that do not
include the desired protected item or the requested permission. Note that items that
grant access to the user, but which require a higher authentication level than that
possessed by the user are discarded. Conversely, items denying access to the user, but
requiring a higher authentication level than that possessed by the user are kept.

- Only keep those remaining item that have the highest precedence level.

- Keep the item(s) with the most specific user class, according to the precedence: name =
thisEntry > userGroup > subtree > allUsers.

26



- Keep the item(s) with the most specific protected item, for example, attributeValue >
allAttributeValues.

Access is granted only if all the remaining items grant access. If there are no items
remaining, or at least one of them denies access, then access is denied.

2.3.2. Collective Attribute Subentry

You use collective attribute subentries to define attributes that are common to multiple
entries. You can

- Create a collective attribute subentry (right-click any collective attribute subentry or the
virtual node above it)

- Delete a collective attribute subentry (right-click the collective attribute subentry to be
deleted)

- View and modify a collective attribute subentry (right-click or double-click the collective
attribute subentry to be viewed/modified)

When you double-click a collective subentry, DirX Directory Manager displays a dialog like
this (a pane that looks almost the same is likely to be configured, too):
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ENEW Collective attribute subentry J x|

4% New Collective Attribute Subentry
General | /2 Entry ACT | Sublree Specification | Info | Al Attributes

Collective attributes

collectiveFacsimile Telephonetumber:

collectiveInternationall3DMNMumber ;

collectivelocalityMane:

collectiveCrganizational nithanme:

collectiveQrganizationhanme:

collectivePhysicalDeliverw OfficeMame:

collectivePostalCode:

collectivePostOfficeBox:

collectivestateOrProvinceMame:

collectivestreetaddress;

collectiveTelephoneMumber:

collectiveTeletex Terminalldentifier:

|
|
|
|
|
|
collectivePostalddress: |
|
|
|
|
|
|
|

collectiveTelextumber;

O, I Zancel Help

Figure 16. New Collective attribute subentry dialog box

Notes:

- The fields offered by this dialog vary depending on what attributes are administered
collective in the directory schema. If the Schema plug-in is present, you can manage
collective attributes using DirX Directory Manager's schema management functionality.

- The example dialog shows the context-sensitive menu that pops up when you right-
click a field that is recognized as a phone number (Check Number, Cut, ...).

- The tab Subtree Specification is described in a separate chapter.

- Subentries holding collective attributes can occur only immediately below the
administrative point to which they belong.

2.3.3. Proxied Authorization Control

For in-depth information on this topic, please refer to the server documentation.
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DirX Directory Mananger's functionality on proxy authorization is provided through the
right mouse key applied to the respective nodes: Configuration view -> Root -> Context
prefix (for example, o=my-company) -> proxy control subentries (and nodes below).

You can find more information in these topics:

- General Principles

- Administering the Policy for Proxy Control

2.3.3.1. General Principles

Proxy authorization allows a client to request that an operation be processed under a
provided authorization identity instead of under the current authorization identity
associated with the authentication Identity, i.e. with the DN provided in the context of the
bind operation. The Proxy Authorization Control provides a mechanism for specifying an
authorization identity on a per-operation basis, benefiting that need to perform operations
efficiently on behalf of multiple users. The model of trust in such a proxy environment is a
Single-Sign-On scenario: The Idap client — typically service like applications — has performed
the authentication of the end user and uses the proxy authorization control to transport
the authlID to the DSA

DirX Directory V8.0 and newer supports this feature according to RFC4370 and also
supports the non-standard Proxied Authorization method as defined by draft-weltman-
ldapv3-proxy-XX.txt which is implemented as the default Proxy Authentication by several
LDAP client libraries (for example, Netscape LDAP-C-API and JDKs) The differences are
automatically detected and handled by the servers and need no further configuration. The
feature itself is completely controlled and configured via attribute settings in special proxy-
authorization-subentries that define which users are entitled to act as a proxy and for
which users he can play the role of the assumed identities.

Although it is not necessary for the server to accept and handle Proxy-Auth controls it is
recommmended to signal the ability of the feature to the LDAP clients by setting the
following OIDs in the 'supportedControls' attribute of the LDAP root subentry:

- 216.840.1.113730.3.4.18 (support for RFC4370)

- 2.16.840.1.113730.3.4.12 (support for the 'old' Weltman draft)

To support the RFC4370 Proxy Authorization the following technical requirements are
fulfilled:

- The DirX Directory LDAP Server understands the LDAP V3 Control defined by the OID
2.16.840.1.113730.3.4.18
For compatibility with old implementations the OID 2.16.840.1.113730.3.4.12 is recognized
as well and the corresponding controlValue is handled (see below)

- The Control is accepted in search, compare, modify, add, delete, or modifyDN or
extended operation request message.

- The criticality flag in the request must be present and must be set to TRUE (if the flag is
absent or set to FALSE the LDAP Server returns a 'protocolError' error.

- The ControlValue must be present. DirX Directory supports only the dnAuthID form of
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the authzld as defined by RFC2829 as

authzld = dnAuthzld / uAuthzld

; distinguished-name-based authz id.
dnAuthzld ="dn:" dn

dn = utf8string ; with syntax defined in RFC 2253

- The uAuthzld is not supported. An error 123 is returned in this case.

- If the server recognizes the requested authorization identity, and the client is authorized
to adopt the requested authorization identity, the request will be executed as if
submitted by the proxy authorization identity; otherwise, the result code 123 is returned.

2.3.3.2. Administering the Policy for Proxy Control

When performing an operation initiated by an LDAP request carrying a Proxy Authorization
Control, the DSA must decide whether the use of the control is allowed for the operation.

There are two terms used to describe this permission:

- The proxyControlOwner is the user that performed the bind operation initiating the
session in which's context the operation containing the proxyControl occurs.

- The proxiedUser is the user that is named in the proxyControl value of the operation; on
behalf of this user the operation shall be performed.

The control of these permissions is achieved with a Subentry - the proxyControl Subentry -
The attributes of this subentry define who (the entry that performs the bind operation to
the directory service. i.e.the proxyOwner) may perform directory operations on behalf of
whom (the entry named in the proxy authorization Control, i.e.the proxiedUser):

A proxyControl Subentry may be created below an ADM-Point, if the Administrative Role of
the ADMP carries the value ProxyAuthenticationSpecificArea (PASA).

The proxyControlUser Attribute of proxyControl Subentries defines the “who is allowed to
use the proxy Control”. The semantic is a full DN, i.e. the proxyControlOwner has to name an
individual entry and only this entry is allowed to use the control.

ProxyControl Subentries inherit the Subtree Specification attribute from the subentry
definition. This Subtree Specification defines the "for whom is proxyControlOwner allowed
to use the control". The proxiedUser contained in the Control value has to match the
Subtree Spec of the Subentry for the given proxyOwner.

Several users may be listed as proxyControlOwners as the attribute is defined as multi-
valued, however all these proxyControlOwners are permitted to use the same set of
proxiedUsers.

If no the proxyControl Subentry exists, no user is allowed to use the proxyControl.
Users that have performed an anonymous bind are never allowed to use the proxyControl.

Example: the following proxy Control Subentry cn=proxy-for-sales,o=my-company defines
the user cn=proxyadmin,ou=usermanagement,o=my-company as a Proxy Control Owner;
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that is, as a user who is allowed to use the proxyAuthorization Control in LDAP operations.
Given that the subtree specification of this subentry is set to “entire administrative area”,
there is no restriction concerning the UserDN contained in the Control values of the LDAP
operations.
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Figure 17. DirX Manager Screenshot with the Proxy Control Subentry cn=proxy-for-sales General
Tab

If the permission to use the proxyAuthorization Control should be restricted, the subtree
specification of the subentry cn=proxy-for-sales,o=my-company needs to be set to the
respective subtree. In the example below, the subtree specification carries the value
ou=sales. The effect is that the Proxy Control Owner
cn=proxyadmin,ou=usermanagement,o=my-company may use the control, but the Control
value in the LDAP operations must match the subtree ou=sales,o=my-company. If an LDAP
operation initiated by the Proxy Control Owner carries, for example, the authorization ID
“dn:cn=abele,ou=development,o=my-company”, the DSA rejects the operation.
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Figure 18. DirX Manager Screenshot with the Proxy Control Subentry cn=proxy-for-sales Subtree
Specification Tab

2.3.4. LDAP Audit Subentry

The LDAP Audit Subentry stores audit parameters for a DirX Directory LDAP server. You can

- Add an LDAP audit subentry (right-click any LDAP audit subentry or the virtual node
above)
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- Delete an LDAP audit subentry (right-click the LDAP audit subentry to be deleted)

- View and modify an LDAP audit subentry (right-click or double-click the LDAP audit
subentry to be viewed/modified)

DirX Directory Manager organizes the information in an LDAP audit subentry into the
following tabs:

- General
- Operations

- All Attributes

2.3.4.1. Tab: General

Use the LDAP audit subentry’'s General tab to configure audit startup/shutdown, audit log
file generation, and enabling or disabling session tracking.

Note that a missing property value means that the server default is effective for that
property. As server defaults can vary between different builds of the server, please refer to
the LDAP server documentation for the defaults applying to the server you are contacting
currently.

The available fields are:

Startup Status
Specifies whether LDAP server auditing is to be enabled at LDAP server startup. The
available fields are:

- On
Enables LDAP server auditing.

- Off
Disables LDAP server auditing.

Audit path

Specifies the initial pathname of the directory in which the LDAP server's audit log file with
the name audit.log is located *

Note: if uncertain, leave this field empty*

Max. records per file

Specifies the maximum number of audit records of the LDAP server's audit log file. The
value of 0 allows files with an unlimited number of records. If the limit is exceeded, the
Overflow strategy specifies the action to take.

Max. audit file size

Allows limiting the file size in order to make reasonably sure the decoded file does not
exceed 2 Gigabyte (otherwise it could not be handled).

Notes:

- This limitation adds to the limitation of Max. records per file: the first limit reached (size
or number) will trigger the overflow action.
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- As a rule of thumb, the ASCII output is about 5-10 times as big as the binary file.: It's
impossible to calculate the output size easily from the input size because the requests
can vary from small to very big.

- Do not use undersize limits (wrapping or moving the audit file is rather expensive
compared to normal audit record writing).

Internal buffer size

Specifies whether audit information is buffered internally before it is written to the audit
log file. A value of O specifies that all audit information is written to the audit log file when
an operation is completed. A value greater than O specifies the buffer size in number of
bytes. The audit information is written to the audit log file when the buffer size is exceeded.

Overflow strategy
Specifies the action to take when the number specified in Max. records per file is reached.
Specify one of the following values:

- Stop service
Shut down the LDAP server. An exception message is written. The LDAP server is not re-
started automatically.

- Stop audit
Stop the auditing process. An exception message is written.

- Wrap around
Begin writing at the top of the log file, overwriting the old content. (Default value)

- Move file
Close and rename the audit file currently in use. A new audit log file is created, and
auditing is continued using the current configuration settings. You can use the
dirxauddecode command to evaluate the renamed audit file. See the DirX Directory
Administration Reference for details.

- Multi wrap, Max number of wrap files
If the wrap around mode is configured, this setting allows specifying more than one
wrap files

Start time
Specifies the time at which the LDAP server starts recording of audit information. A value of
none specifies no start time and does not affect the audit.

Stop time
Specifies the time at which the LDAP server stops recording of audit information. A value of
none specifies no stop time and does not affect the audit behavior.

Specify the times in the format DD*MM.YYYY hh*mm**ss, where

- DD specifies the day of month (01 up to 31)
- MM specifies the month (01T up to 12)

- YYYY specifies the year

- hh specifies the hour (00 up to 23)

- mm specifies the minutes (00 up to 59)

33



- ss specifies the seconds (00 up to 59)

Cron Job
The intention is to allow configuring audits for several servers at the same time interval.
Note that Start/Stop time (see above) and Cron job cannot be enabled at the same time.

- Start time
Defines an absolute time for the cron job to start for the first time. When the cron job
runs for the first time it applies the action defined by the overflow strategy

- Cron Job Interval
Defines the seconds to wait before the next cron job is run after the previous one.

Encryption type
Specifies whether or not the audit log file is encrypted. Specify one of the following values:

- No encryption
The audit log file is not encrypted.

- Scramble
The audit log file is encrypted using the scramble mechanism.

Encryption Key File

Specifies the full pathname of the file that contains the key material to encrypt the audit
information to be saved in the audit log file. This key material may be a password that is
used as a cipher key, a pass phrase, or a PIN that is used by Personal Security Environment
to access the current encryption key. If the key material is incorrect or the specified file
does not exist or cannot be read, the LDAP server terminates.*

Note: if uncertain, leave this field empty*

Session tracking
Specifies whether session tracking is enabled. The available fields are:

- On
Enables session tracking.

- Off
Disables session tracking.

- Max. info length ... characters
Specifies the maximum number of characters that are written for session tracking.

2.3.4.2. Tab: Operations

Use the LDAP audit subentry’'s Operations tab to configure the level of detail audited and
the operations that are audited.

The available fields are:

Attribute detail level

Specifies the level of detail of audit information to be logged for attribute values of the
request parameters of add, modify, compare operations and of the LDAP v3 control
parameters. You can use this field to limit the amount of audit information collected.
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Specify one of the following values:

- maximum
The object name, all attribute types, and the attribute values are logged: If the value
length exceeds the length specified in the Limit for attribute values field, only the
length of the value is logged. If the value contains unprintable characters,
dirxauddecode delivers a hex dump format of the value. See the DirX Directory
Administration Reference for further details about dirxauddecode.

- medium
The object name, all attribute types, and the length of the attribute values are logged.
(default value)

- minimal (no attributes)
Only the object name is logged. No attribute information is logged.

- Limit for attribute values
Specifies the maximum length of an attribute value that is logged. If the length of the
attribute value exceeds this limit, only the value's length is logged. The value of O allows
the logging of values with a length of an unlimited number of bytes. The default value is
64.

Include operations
Lists the operations that can be logged. Select one or more of:

- All
All operations (default).

- None
No operation. Note that you still can have Audit errors (see below) enabled.

- LDAP
All LDAP server operations except other and unknown operations.

- Abandon
All abandon operations.

- Add
All add operations.

- Bind
All bind operations.

- Compare
All compare operations.

- Extended
All LDAPvV3 extended operations; for example, unsolicited notification or start_TLS.

- Modify DN
All moddn operations.

- Modify
All modify operations.

- Remove
All remove operations.
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- Search
All search operations.

- Unbind
All unbind operations.

- Other
All other unexpected client operations.

- RPC
All RPC operations.

- Unknown
All unexpected client operations that indicate client misbehavior; for example, closing
the socket layer without initiating an LDAP unbind. operation

Audit errors
Enables auditing of erroneous operations.

2.3.4.3. Tab: All Attributes

Use the All Attributes tab to display and manage the LDAP Audit Subentry attributes.

2.3.5. LDAP Configuration Subentry

The LDAP configuration subentry stores configuration attributes for a DirX Directory LDAP
server. You can

- Add an LDAP configuration subentry (right-click any LDAP configuration subentry or
the virtual node above it)

- Delete an LDAP configuration subentry (right-click the LDAP configuration subentry to
be deleted)

- View and modify an LDAP configuration subentry (right-click or double-click the LDAP
configuration subentry to be viewed/modified)

DirX Directory Manager provides the information contained in an LDAP configuration
subentry in the following tabs:

- General

- Cache

- User Filtering

- IP Filtering

- Flow Control

- LDAP V2 Settings

- Service Controls

- ExtOp Users

- ExtOp Groups

- User Policies
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- Group Policies

- All Attributes
Notes:

- Exercise care in administering LDAP subentries. Incorrect values may cause the server
to be unavailable for some or even all users (including yourself!). If you lock yourself out,
use the DirX Directory command dirxadm to correct the problem.

- Values in gray are the defaults used by the LDAP server if no specific value is supplied.

2.3.5.1. Tab: General

Use the LDAP configuration subentry’'s General tab to define general configuration
parameters for a DirX Directory LDAP server.

Note that a missing property value means that the server default is in effect for that
property. As server defaults can vary between different builds of the server, please refer to
the server documentation for the defaults applying to the server you are currently
contacting.

The available fields are:

Port number
Specifies the port number on which the LDAP server is to listen. The default port number is
389.

Unbind delay time
Controls the LDAP server's re-use of authenticated DAP binds. Possible values are:

- 0or<0
Directs the LDAP server to close an authenticated DAP bind right after the last shared
client has closed the LDAP connection to the backend (DSA).

- n>0
Directs the LDAP server to close an authenticated DAP bind n seconds after the last
shared client has closed the LDAP connection to the back end (DSA).

Secure port number

Specifies the port number on which the LDAP server is to listen for Secure Socket Layer
(SSL) secured LDAP protocol requests. The default port number is 636. Note that secure
port number O means that the LDAP server does not accept secure connections. You can
read more about secure connections in the topics about SSL/TLS ("Using LDAP").

Connection idle time
Specifies the number of seconds of inactivity after which the LDAP server is to close an
LDAP connection to an LDAP client.

Max. connection number

Specifies the maximum number of simultaneous connections an LDAP server maintains
with its clients. The maximum is 4000. Do not confuse this number with the maximum
number of connections the LDAP server maintains with the backend (DSA).
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Thread pool size

Specifies the maximum number of operation threads available to operate LDAP client
requests in parallel. This pool size is static and cannot be modified without restarting the
server. If the value is set too high for your system there might be the effect of permanent
re-scheduling of threads for the cost of lowered LDAP performance.

Anonym DAP pool size

Specifies the number of simultaneous DAP connections that the LDAP server establishes to
the DSA for anonymous binds.

Additionally the LDAP server establishes one DAP connection for internal operations. This
attribute is an optional, single-valued attribute.

Increasing the value of this attribute can improve the performance of anonymous binds.
However, the maximum number of connections established for authenticated binds
decreases. The maximum number of simultaneous connections that can be established is
determined by system resources, by the maximum number of connections specified in the
LDAP Max Connection number attribute, and by the behavior concerning LDAP Backend
Sharing.

SSL conf. subentry name

Specifies the common name attribute of the LDAP SSL configuration subentry. This
attribute is an optional single-valued attribute. When this attribute is omitted, the LDAP
server reads the LDAP SSL configuration subentry with the default common name value
LdapSSLConfiguration.

Audit conf. subentry name

Specifies the common name attribute of the LDAP Audit configuration subentry. This
attribute is an optional single-valued attribute. When this attribute is omitted the LDAP
server reads the LDAP audit configuration subentry with the default common name value
ldapAudit

Backend sharing
Directs the LDAP server to share connections to the directory server among all users using
identical credentials.

Max. DAP share count
Specifies how many LDAP users can share the same DAP connection when they
authenticate with the same credentials if LDAP backend sharing is enabled.

Read-only server
Specifies whether the LDAP server accepts or refuses update operations.

Anonymous access

Specifies whether anonymous access is allowed or denied. This field is only available if
present in the schema. When "deny" is selected, any kind of anonymous access is denied.
Note that this behavior is not LDAP-compliant since the schema is always supposed to be
readable anonymously.

Simple Auth access
Specifies whether simple authenticated access is allowed or denied. When simple
authenticated access is denied:
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- If a user tries to bind using simple authentication, the operation is rejected and an
implicit anonymous bind is not established (differs from the RFC).

- If anonymous access is also denied (Anonymous access set to Deny), the server
becomes unavailable for LDAP clients (only RPC calls are possible).

Listen IP address

Specifies the IP address on which the LDAP server is to listen for client connection requests.
If a server machine happens to provide more than one IP address, it might be make sense
to select just one IP address to allow clients to connect to the LDAP server rather than
having the LDAP server listen to all IP addresses.

Notes:

- Ifaninvalid IP address is specified, the LDAP server will not start.

- If127.0.0.1 is specified, the server is only accessible from collocated local clients (might
be useful for administrative tasks).

- This setting has no impact on RPC or the OSI/IDM connections from the LDAP server to
the DSA. These ports are still bound to all IP addresses.

Start TLS

Specifies whether or not the LDAP extended operation startTLS is allowed. This operation
allows a client to enable the SSL/TLS security layer for an LDAP connection that was
created as a normal (plain) LDAPv3 connection.

Max. request attributes

Specifies the maximum number of requested attributes that a client is allowed to specify in
an LDAP search request. A value of 0 specifies that an unlimited number of requested
attributes is allowed.

Max. filter items

Specifies the maximum number of filter ltems that a client is allowed to specify in the filter
of an LDAP search request. A value of O specifies that an unlimited number of filter items is
allowed.

2.3.5.2. Tab: Cache

Use the LDAP configuration subentry’'s Cache tab to enable and disable LDAP server result
caching and configure result caching operations. You can use the fields in the Cache tab to
adjust an LDAP server's result cache to your local memory requirements and update
frequency. When the LDAP server's result cache is enabled, the LDAP server searches the
cache for a query before it sends the query on to the DSA for processing. Caching results
can significantly improve performance in scenarios where LDAP clients send frequent
identical search requests, at a cost of extra memory. On the other hand, it can be
counterproductive, if identical search results happen never or only occasionally, particularly
if in addition a high modification rate enforces frequent removals of search results from
cache.

If the cache is full, a new search result will cause existing search results to be removed from
the cache based on their present hit rate. In order to avoid too much overhead, the LDAP
server tries to clear a "decent" amount of space at once. At first, all search results with the
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lowest present hit rate will be removed. If this action does not provide "enough" available
space, all search results with the second lowest hit rate will be remmoved and so on. Note
that Min. time to cache (see below) may prohibit or at least defer any removal of search
results from the cache.

Another cause for removing a search result is when the directory database is updated in a
way that affects that search result (see Cache update strategy below).

Note that a missing property value means that the server default is in effect for that
property. As server defaults can vary between different builds of the server, please refer to
the server documentation for the defaults applying to the server you are currently
contacting.

The available fields are:

Cache
Enables or disables the LDAP result cache. The available fields are:

- Enabled
Enables the LDAP result cache.

- Disabled
Disables the LDAP result cache.

Max. cached results

Specifies the maximum number of LDAP search results that can be stored in the LDAP
result cache. An LDAP search result consists of one or more LDAP result messages. Each
result message describes one resulting entry. The last result message contains the result
code of the search. If the search results in no entry, the LDAP search result consists only of
the last result message containing the result code. The value of this component shall be
chosen in accordance with the Size of cache table field and the available system memory.
Each cache entry requires about 1KB.

Max. memory size
Specifies the maximum memory size in MB used for the LDAP result cache.

Min. time to cache

Specifies the minimum number of seconds that an LDAP search result is stored in the
LDAP cache (unless it must be removed earlier because that search result is affected by an
update of the directory database, see also below "Cache update strategy").

Max. time to cache

Specifies the maximum number of seconds that an LDAP search result is stored in the
LDAP cache. The LDAP server will automatically remove search results from cache as soon
as they exceed Max. time to cache - regardless of which fill factor the cache has at that
point of time.

Min. cache entries
Specifies the minimum number of entries that an LDAP search result must have in order to
be stored in the LDAP cache.

Max. cache entries
Specifies the maximum number of entries that an LDAP search result can have to be
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stored in the LDAP cache.

Min. cache attributes
Specifies the minimum number of attributes that an LDAP search result must have in order
to be stored in the LDAP cache.

Max. cache attributes
Specifies the maximum number of attributes that an LDAP search result can have to be
stored in the LDAP cache.

Min. cache values
Specifies the minimum number of attribute values that an LDAP search result must have in
order to be stored in the LDAP cache.

Max. cache values
Specifies the maximum number of attribute values that an LDAP search result can have to
be stored in the LDAP cache.

Size of cache table

Specifies the size of the internal cache table. For best performance, the value of this field
should be at least (Max. cache values/ 3). It must be at least 128. Note that the LDAP server
may tacitly cut down your setting to its hard-coded internal upper limit.

Cache update strategy on modifications of the directory database
Specifies how the LDAP cache is to be updated when the directory database is modified.
The available fields are:

- Clean whole cache
Any add, modify, delete or rename operation in the directory database causes the entire
cache to be emptied.

- Clean cache applying DN+scope strategy
The cache is emptied partially based on what can be inferred from a comparison of the
base DNs and scopes of the cached searches with the DN of the entry currently being
modified, added or deleted. If, for example, the entry cn=Smith, ou=sales, o=my-
company is to be modified, there is no need to remove a search with base DN
ou=development, o=my-company from the cache.

- Clean cache applying attribute strategy
The cache is emptied partially based on what can be inferred from a comparison of the
requested attribute types in the cached searches and the attribute type of the entry
currently being modified. If the attribute that is to be modified is not among the
requested ones of a search, there is no need to remove that search form the cache.

- Clean cache applying DN+scope+attribute strategy
This option combines the "DN" and "attribute" strategy. This option is the default, since
it is expected to be the best trade-off in typical usage scenarios.

2.3.5.3. Tab: User Filtering

Use the LDAP configuration subentry’s User Filtering tab to control access to an LDAP
server by clients communicating over specific user DNs and specific group DNs.
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Be careful not to lock yourself and your users out with inappropriate settings, or you
may be prevented from using DirX Directory Manager to undo your settings. If this
situation occurs, you'll need to try to undo them from a different, still "allowed" and not
"denied" user or use the DirX Directory command line program dirxcp via DAP.

The available fields are:

Allowed users
Check one of

- All users

- No users

- Users specified below and specify the distinguished names of the users and groups to
which the LDAP server grants access.

Denied users
Check one of

- All users
- No users

- Users specified below and specify the distinguished names of the users and groups for
which the LDAP server denies access.

See also: IP Filtering

2.3.5.4. Tab: IP Filtering

Use the LDAP configuration subentry’s IP Filtering tab to control access to an LDAP server
by clients communicating over specific IP addresses.

Be careful not to lock yourself and your users out with inappropriate settings, or you
may be prevented from using DirX Directory Manager to undo your settings. If this
situation occurs, you'll need to try to undo them from a different, still "allowed" and not
"denied" user or use the DirX Directory command line program dirxcp via DAP.

The available fields are:

Allow IP addresses

Lists the IP addresses to which access is to be granted (unless the address matches the
deny field, too; access is granted only if the IP address matches the Allow list and does not
match the Deny list).

Deny IP addresses
Lists the IP addresses for which access is to be denied.

Use the value **** or the keyword all to specify all possible IP addresses.
Use the value 0.0.0.0 or the keyword none to specify no IP address.

Use the wildcard (*) character to specify subnets.
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See also: User Filtering

2.3.5.5. Tab: Flow Control

Flow control basically intends to allow making sure the server is not occupied by load that
can be avoided.

The available fields are:

TCP keep alive

Directs the LDAP server to prompt the TCP system to send 'alive' packets periodically to the
peer in order to check whether the peer is still connected. Otherwise, the TCP system (and
so the LDAP server) would not recognize a LAN cable being non-functional. Note that the
default intervals for keep-alive packets are rather large (e.g., two hours) on some OSes; in
such cases, a cable drop would not be detected until two hours have elapsed. So it might
be reasonable to reduce these timers).

Async. sockets

Blocking ("sync") sockets can cause a thread created by the LDAP server to be lost. Note,
however, that asynchronous (non-blocking) sockets can be slightly slower than blocking
ones.

Max. send timeout for async sockets, Max. receive timeout for async sockets
If asynchronous sockets are used, these settings limit the amount of time the LDAP server
concedes for a send or receive operation, if an error condition occurs.

Max. incomplete ops per connection

Though unlikely to occur, a client can conduct a denial of service attack by sending
requests without collecting any result. This setting limits the numlber of operations per
connection. If the client reaches the limit, the socket will be disabled for new incoming
events until the number of outstanding operations goes below the limit.

Op stack size limit

This setting allows limiting the willingness of the server to accept incoming requests in an
overload condition by limiting the number of requests that are queued. Instead, the client
will be informed that the DSA is currently busy.

Number of overflow threads

If Op stack size limit is set to a value other than O (no limit), there must be at least one
overflow thread that will handle overflow requests. Note that this number cannot exceed
the thread pool size.

2.3.5.6. Tab: LDAP V2 Settings

Use the LDAP configuration subentry’'s LDAP V2 settings tab to specify how an LDAP server
is to handle requests from LDAP V2 clients, if the LDAP server is configured to allow
requests from LDAP v2 clients.

The available fields are:

Character Conversion Request
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Specifies the character set encoding to use when converting printable-string attribute
values supplied in LDAP v2 requests. Choose one of the following:

- LATINI1
To select ISO 8859-1 format.

- T61
To select T61 format.

- UTF8
To select UTF-8 format.

Character conversion result
Specifies the character set encoding to use for search results generated by LDAP v2

operations. Choose one of:
- UTF8
To select UTF8 as format.

- LATINI1
To select ISO 8859-1 format.

- NONE

To select no conversion.

X.509 attribute presentation
Specifies the representation to use when returning X.509 certificates to LDAP v2 clients.

Choose one of:

- Binary ASNI1 encoding
To return X.509 certificates in binary ASN1 encoding format.

- Hexdump of ASN1 encoding
To return X.509 certificates as a hexdumyp of ASN1encoding.

2.3.5.7. Tab: Service Controls

Use the LDAP configuration subentry’s Service Controls tabs to set LDAP operation service
controls for a new LDAP configuration subentry and to change LDAP operation service
controls for an existing subentry.

- Use the Add tab to define service controls for LDAP create operations

- Use the Compare tab to define service controls for LDAP compare operations

- Use the Modify tab to define service controls for LDAP modify operations

- Use the ModifyDN tab to define service controls for LDAP modifyDN operations

- Use the Remove tab to define service controls for LDAP delete operations

- Use the Search tab to define service controls for LDAP search operations
The available fields in each tab are:

Don’t deference alias
Controls whether or not aliases found in the path of a query are dereferenced to the entries
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to which they refer. Alias dereferencing is not supported for modify operations.

Partial copy OK
Controls whether or not the operation can be completed using a partial copy of the entry.

Don’t use copy
Controls whether or not an object’'s shadow entry can be used to satisfy a request.

Subentries returned
Controls whether or not a list or search operation returns subentries and normal entries
become inaccessible.

Priority
Sets the priority of a request. Choose one of the following:

- Low
To set a low priority

- Medium
To set a medium priority

- High
To set a high priority

Time limit

Sets the maximum elapsed time in seconds for completion of an operation. If a list or
search operation does not complete by the specified limit, the operation returns an
arbitrary selection of results accumulated before it exceeded the time limit. Type the
number of seconds.

Size limit
Sets the maximum number of objects returned in list and search operations. Type the
number of objects.

Attribute size limit
Sets the maximum size (in octets) of any attribute (the type and all its values) to be
returned. If an attribute exceeds this limit, all of its values are omitted.

Local scope
Controls whether or not an operation is limited to the objects in the DSA to which
DirXmanage is currently bound, or whether other DSAs can be contacted.

Prefer chaining
Controls whether or not the preferred behavior of the LDAP server is chaining rather than
referrals.

Chaining prohibited
Controls whether or not chaining and other methods of distributing a request around the
Directory are prohibited.

Scope of referral
Sets the scope for the return of DSA referrals. Choose one of:
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- Within country only
Only referrals to DSAs within the country scope are returned.

- Within management domain only
Only referrals to DSAs within the domain management scope are returned.

- Unlimited

2.3.5.8. Tab: ExtOp Users

Use this tab to specify the distinguished names of the administrators that are allowed to
perform LDAP extended operations. For details, see the DirX Directory Administration
Reference -> "DirX Directory Attributes" chapter -> "Attributes for LDAP Server
Configuration" section -> "Attributes Controlling LDAP Extended Operations" subsection.

2.3.5.9. Tab: ExtOp Groups

Use this tab specify the distinguished names of the groups whose members are allowed to
perform LDAP extended operations. For details, see the DirX Directory Administration
Reference -> "DirX Directory Attributes" chapter -> "Attributes for LDAP Server
Configuration" section -> "Attributes Controlling LDAP Extended Operations" subsection.

2.3.5.10. Tab: User Policies

Use the LDAP configuration subentry's User Policies tab to display, modify, add or delete
user policies. You can use user policies to specify policies that apply to a single user or a set
of users.

The User Policies Tab displays a list of all user policies. It provides the class, the user’s
distinguished name or the keywords all or anonymous, and the priority for each user policy.

Select a user policy and press the Delete-button to delete the policy.

Press the Add-button to add a new user policy or select a policy and press the button to
display or modify a user policy. The LDAP User Policy Properties page opens.

The available fields are:

User Class
Specifies the user(s) for which the policies apply. Check one of the following keywords:

- User Entry
Specifies that the policies apply to a single user. This policy cannot be overruled by
policies of any other class.

- All
Specifies that the policies apply to all users. If there are multiple policies, the user
policies for all have the lowest priority. Anonymous users belong to all if there are no
policies for anonymous.

- Anhonymous
Specifies that the policies apply to all users bound anonymously to the LDAP server;
that is, to all users that performed an anonymous bind, to all LDAP clients that did not
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perform a bind, or to users that performed a bind with an invalid credentials error code.

- User Subtree
Specifies that the policies apply to all users below a node in the DIT. Policies of this class
are not applied to users bound with SASL EXTERNAL authentication.

- User Wildcard
Specifies that the policies apply to all users matching the regular expression syntax
string according to Linux/Perl standards in the field Choose DN. A colon (:) is not
allowed in the distinguished name; for example, Acn=Digger.*.

Choose DN

Specify the user’s full qualified distinguished name in LDAP format or press the Choose DN
-button to select a node from the DIT. For details about distinguished names in LDAP
format see the section "Distinguished Names" in the chapter "DirX Directory String
Representation for LDAP Binds" in the DirX Directory Adminsistration Reference.

For binds with SASL EXTERNAL authentication, specify the distingushed name in DAP
format preceded by the prefix X500DN:; for example, X500DN:/o=my-company/cn=admin.
For details about distinguished names in DAP format, see the section "Distinguished
Names" in the chapter "DirX Directory String Representation for DAP Binds" in the DirX
Directory Adminsitration Reference for details. The LDAP server does not convert user
names specified in DAP format to LDAP format or vice versa.

Priority

Specifies the priority of policies in the same class. Specify a positive integer. The highest
priority is 0. The default priority is 1. The lower the priority value, the higher is the priority.
Only one value can be specified.

If there are multiple policies for the same user, the policies with the highest priority (the
lowest priority value) apply.

If there are multiple policies for the same user with the same priority, the first policies found
apply. It is not predictable which policies are the first ones found.

Connection Limit
Specifies the maximum number of concurrent LDAP connections a user can open. Specify
a positive integer; for example, 5. Only one value can be specified.

Size Limit
Specifies the maximum number of objects returned for a list or search operation. Specify a

positive integer; for example, 100. Only one value can be specified.

This value overrides the value of the LDAP Search Service Controls attribute. However, it
cannot increase the size limit configured for the DSA.

Time Limit

Specifies the maximum elapsed time in seconds for completion of an operation. Specify a

positive integer; for example, 10. Only one value can be specified

This value overrides the value of the LDAP Search Service Controls attribute. However, it
cannot increase the size limit configured for the DSA.
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Maximum Operations

Specifies the maximum number of operations that a user is allowed to perform in the
specified time interval. Enter a positive integer specifying the maximum number of
operations in the first field. Enter a positive integer in the second field and select seconds,
minutes, hours or days from the drop down menu to specify the time interval.

The operations abandon and unbind do not increase the number of operations.
Only one value can be specified.

Maximum Result Bytes

Specifies the maximum number of bytes that a user is allowed to receive from search
operations in the specified time interval. Enter a positive integer specifying the maximum
number of bytes in the first field. Enter a positive integer in the second field and select
seconds, minutes, hours or days from the drop down menu to specify the time interval.

Only one value can be specified.

Minimum Search Base Level

Specifies the minimum level starting at the root object at which a base object must exist
for a search request. Specify a positive integer; for example, 3. Only one value can be
specified.

TLS required
Indicates whether or not a bind over SSL/TLS is required. Check TLS required to indicate
that a bind over SSL/TLS is required. The default value is that any bind is allowed.

Disclose violation

Indicates whether or not detailed information about the specified limit is provided in the
error message if the limit is exceeded. Check Disclose violation to indicate that detailed
information is provided. The default value is that detailed information is provided. This flag
affects violations of Connection Limit, Maximum operations and Maximum result bytes.

Must contact DSA

Specifies the DSA that must be contacted in a multiple contact DSA configuration. (See
"Using Multiple Contact DSASs" in the DirX Directory Administration Guide for details.)
Specify the name of the DSA as specified in the LDAP server configuration file; for example,
/CN=DSAI. (See "LDAP Server Configuration File" in the DirX Directory Administration
Reference for details))

If the Must contact DSA is not available and no Preferred contact DSA is specified, the
operation fails.

If the Must contact DSA is not available and a Preferred contact DSA is specified, the LDAP
server continues with contacting the Preferred contact DSA.

If the Preferred contact DSA is also unavailable, the LDAP server starts a round-robin
selection to contact a DSA.

Only one Must contact DSA can be specified.
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Preferred contact DSA

Specifies the DSA that is preferred to be contacted in a multiple contact DSA configuration.
(See "Using Multiple Contact DSAS" in the DirX Directory Administration Guide for details.)
Specify the name of the DSA as specified in the LDAP server configuration file; for example,
/CN=DSAZ3. (See "LDAP Server Configuration File" in the DirX Directory Administration
Reference for details))

If the Preferred contact DSA is unavailable, the LDAP server starts a round-robin selection
to contact a DSA.

Only one Preferred contact DSA can be specified.

Forbidden Search Bases

Specifies a base object that is not allowed in search requests. Enter the full qualified
distinguished name of a leaf or a node in the DIT in LDAP format; for example,
ou=finance,o=my-company. For details about distinguished names in LDAP format, see the
section "Distinguished Names" in the chapter "DirX Directory String Representation for
LDAP Binds" in the DirX Directory Administration Reference. Multiple values can be
specified.

Press the Add-button to enter a new value.
Select a value and press the Delete-button to remove the value.

Forbidden Targets

Specifies an entry that is not allowed in update operations. Enter the full qualified
distinguished name of a leaf or a node in the DIT in LDAP format; for example,
ou=finance,o=my-company. For details about distinguished names in LDAP format, see the
section "Distinguished Names" in the chapter "DirX Directory String Representation for
LDAP Binds" in the DirX Directory Administration Reference. Multiple values can be
specified.

Press the Add-button to enter a new value.
Select a value and press the Delete-button to remove the value.

Inherit

Indicates whether or not policies are inherited. Press the Inherit-button to indicate that
policies are inherited. The default value is that policies are not inherited. This flag can only
be checked for the all class policies.

2.3.5.11. Tab: Group Policies

Use the LDAP configuration subentry’'s Group Policies tab to display, modify, add or delete
group policies. You can use group policies to specify policies that apply to a group of users.

The Group Policies Tab displays a list of all group policies. It provides the group’s
distinguished name and the priority for each group policy.

If a user is member of several groups, the policies with the highest priority apply. (See
Priority for details.) If the priority is also the same, the LDAP server randomly selects the
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policies.

A Group Policies can only be specified for groups with a maximum of one million
members. The LDAP server discards groups with more than one million members.

Select a group policy and press the Delete-button to delete the policy.

Press the Add-button to add a new group policy or select a policy and press the button to
display or modify a group policy. The LDAP Group Policy Properties page opens.

The available fields are:

Choose DN

Specify the group’s (an entry with object class groupOfNames (GON)) full qualified
distinguished name in LDAP format or press the Choose DN-button to select a node from
the DIT. For details about distinguished names in LDAP format see the section
"Distinguished Names" in the chapter "DirX Directory String Representation for LDAP
Binds" in the DirX Directory Adminsistration Reference.

Priority

Specifies the priority of policies in the same class. Specify a positive integer. The highest
priority is 0. The default priority is 1. The lower the priority value, the higher is the priority.
Only one value can be specified.

If there are multiple policies for the same user, the policies with the highest priority (the
lowest priority value) apply.

If there are multiple policies for the same user with the same priority, the first policies found
apply. It is not predictable which policies are the first ones found.

Connection Limit
Specifies the maximum number of concurrent LDAP connections a user can open. Specify
a positive integer; for example, 5. Only one value can be specified.

Size Limit
Specifies the maximum number of objects returned for a list or search operation. Specify a
positive integer; for example, 100. Only one value can be specified.

This value overrides the value of the LDAP Search Service Controls attribute. However, it
cannot increase the size limit configured for the DSA.

Time Limit
Specifies the maximum elapsed time in seconds for completion of an operation. Specify a

positive integer; for example, 10. Only one value can be specified

This value overrides the value of the LDAP Search Service Controls attribute. However, it
cannot increase the size limit configured for the DSA.

Maximum Operations
Specifies the maximum number of operations that a user is allowed to perform in the
specified time interval. Enter a positive integer specifying the maximum numtber of
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operations in the first field. Enter a positive integer in the second field and select seconds,
minutes, hours or days from the drop down menu to specify the time interval.

The operations abandon and unbind do not increase the number of operations.
Only one value can be specified.

Maximum Result Bytes

Specifies the maximum number of bytes that a user is allowed to receive from search
operations in the specified time interval. Enter a positive integer specifying the maximum
number of bytes in the first field. Enter a positive integer in the second field and select
seconds, minutes, hours or days from the drop down menu to specify the time interval.

Only one value can be specified.

Minimum Search Base Level

Specifies the minimum level starting at the root object at which a base object must exist
for a search request. Specify a positive integer; for example, 3. Only one value can be
specified.

TLS required
Indicates whether or not a bind over SSL/TLS is required. Check TLS required to indicate
that a bind over SSL/TLS is required. The default value is that any bind is allowed.

Disclose violation

Indicates whether or not detailed information about the specified limit is provided in the
error message if the limit is exceeded. Check Disclose violation to indicate that detailed
information is provided. The default value is that detailed information is provided. This flag
affects violations of Connection Limit, Maximum operations and Maximum result bytes.

Must contact DSA

Specifies the DSA that must be contacted in a multiple contact DSA configuration. (See
"Using Multiple Contact DSAs" in the DirX Directory Administration Guide for details.)
Specify the name of the DSA as specified in the LDAP server configuration file; for example,
/CN=DSAI. (See "LDAP Server Configuration File" in the DirX Directory Administration
Reference for details.)

If the Must contact DSA is not available and no Preferred contact DSA is specified, the
operation fails.

If the Must contact DSA is not available and a Preferred contact DSA is specified, the LDAP
server continues with contacting the Preferred contact DSA.

If the Preferred contact DSA is also unavailable, the LDAP server starts a round-robin
selection to contact a DSA.

Only one Must contact DSA can be specified.

Preferred contact DSA
Specifies the DSA that is preferred to be contacted in a multiple contact DSA configuration.
(See "Using Multiple Contact DSAS" in the DirX Directory Administration Guide for details.)
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Specify the name of the DSA as specified in the LDAP server configuration file; for example,
/CN=DSAZ3. (See "LDAP Server Configuration File" in the DirX Directory Administration
Reference for details))

If the Preferred contact DSA is unavailable, the LDAP server starts a round-robin selection
to contact a DSA.

Only one Preferred contact DSA can be specified.

Forbidden Search Bases

Specifies a base object that is not allowed in search requests. Enter the full qualified
distinguished name of a leaf or a node in the DIT in LDAP format; for example,
ou=finance,o=my-company. For details about distinguished names in LDAP format, see the
section "Distinguished Names" in the chapter "DirX Directory String Representation for
LDAP Binds" in the DirX Directory Administration Reference. Multiple values can be
specified.

Press the Add-button to enter a new value.
Select a value and press the Delete-button to remove the value.

Forbidden Targets

Specifies an entry that is not allowed in update operations. Enter the full qualified
distinguished name of a leaf or a node in the DIT in LDAP format; for example,
ou=finance,o=my-company. For details about distinguished names in LDAP format, see the
section "Distinguished Names" in the chapter "DirX Directory String Representation for
LDAP Binds" in the DirX Directory Administration Reference. Multiple values can be
specified.

Press the Add-button to enter a new value.

Select a value and press the Delete-button to remove the value.

2.3.5.12. Tab: All Attributes

Use the All Attributes tab to display and manage the LDAP Configuration Subentry
attributes.

2.3.6. LDAP SSL Configuration Subentry

The LDAP SSL configuration subentry stores security configuration parameters for a DirX
Directory LDAP server. Modifications to an LDAP SSL configuration subentry become
effective after a restart of the LDAP server. The LDAP server SSL configuration subentry is
only read at startup when SSL is enabled (when the value of the LDAP Secure port number
attribute is greater than zero).

You can

- Add an SSL configuration subentry (right-click any LDAP SSL configuration subentry or
the virtual node above)

- Delete an SSL configuration subentry (right-click the LDAP SSL configuration subentry
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to be deleted)
- View and modify an SSL configuration subentry (right-click or double-click the LDAP

SSL configuration subentry to be viewed/modified)

DirX Directory Manager provides the information contained in an LDAP SSL configuration
subentry in the following tabs:

- General

- Cipher Suite Details for TLS lower 1.3

- Cipher Suite Details TLS 1.3

- Client Authentication

- All Attributes
Notes:

- Exercise care in administering LDAP subentries. Incorrect values may cause the server
to be unavailable for some or even all users (including yourself!). If you lock yourself out,
use the DirX Directory commmand dirxadm to correct the problem.

- Values in gray are the defaults used by the LDAP server if no specific value is supplied.
2.3.6.1. Tab: General

Use the LDAP SSL configuration subentry’'s General tab to define general SSL configuration
parameters for a DirX Directory LDAP server.

The available fields are:

Security Protocols
Specifies the supported security protocols:

Minimum level: select the lowest protocol version accepted by the LDAP server from the
drop-down list provided.

Maximum level: select the highest protocol version accepted by the LDAP server from the
drop-down list provided.

For each of the protocol version levels one of the following values is possible:

- TLSV1.0
- TLSv1.1

- TLSv1.2
- TLSV1.3

The LDAP server accepts all security protocol versions between Minimum level and
Maximum level.

Security Levels
The security levels refer to the OpenSSL security levels:
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Security level A: minimum security level for own key-material - see OpenSSL function
'SSL_set_security_level for details. If the level does not match the provided own server key-
material, the server does not start.

Security level B: minimum security level for client key-material - see OpenSSL function
'SSL_set_security_level' for details. If the level does not match the client key-material, the
SSL-handshake fails.

Personal Security Environment (PSE)
Specifies the LDAP server’'s PSE. This PSE comprises the following items:

Own key material
The LDAP server’'s own key material, which consists of the public key certificate and the
private key.

Own key material password file

The password that is used to protect the private key in the PEM file. Specifies the full
pathname to the file that contains this password is stored in the LDAP PKCS12 Password
File attribute.

Trace path

Specifies the full pathname of the directory where the SSL-specific log files are located. Log
file names use the format: ipI*PID.log* where PID is the process ID of the LDAP server
process that created the log file.

Samples:

(Windows): C:\\Program Files\DirX\Directory\ldap\log

(Linux): /opt/dirx/Idap/Idap/log

Note: if uncertain, leave this field empty

Trace level
Specifies the level of SSL internal logging. O indicates that SSL logging is turned off.

Personal Security Environment (PSE) in files

These fields are obsolete and are supported only for compatibility reasons. It is not allowed
to use these fields to store key material for DirX Directory V8.2B LDAP servers and newer.
The Personal Security Environment (PSE) must be used instead.

2.3.6.2. Tab: Cipher Suite Details for TLS lower 1.3

Use the Cipher Suite Details for TLS lower 1.3 tab to display and manage the cipher suite
details either by specifying cipher suite shortcuts and / or by specifying explicitly the
accepted cipher suites.

Cipher Suite Shortcuts

Specifies the cipher suites that are accepted in the SSL handshake protocol. Cipher suites
are algorithms for signing, encryption, and hashing. Valid values for cipher suite shortcuts
are:

- All
The LDAP server accepts all cipher suites specified.

- High
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The LDAP server accepts only cipher suites for high encryption strength.

- Medium
The LDAP server accepts only cipher suites for medium encryption strength.

- Low
The LDAP server accepts only cipher suites for low encryption strength.

- RSA
The LDAP server accepts only cipher suites that use RSA algorithms.

Cipher Suites
Specifies individual cipher suites. Check or un-check individual cipher suites.

2.3.6.3. Tab: Cipher Suite Details for TLS 1.3

Use the Cipher Suite Details for TLS 1.3 tab to display and manage the cipher suites that
are supported in a TLS 1.3 handshake. TLS 1.3 supports a set of five cipher suites.

2.3.6.4. Tab: Client Authentication

Use the Client Authentication tab to display and manage the client authentication.
The available fields are:

Client Authentication

Specifies whether the LDAP server requires SSL client authentication for SSL-protected
connections. When a client performs SSL client authentication, he/she requires a user
certificate and a private key.

- Not required
The client does not authenticate itself to the SSL layer.

- Required
The client authenticates itself to the SSL layer.

SASL Authorization ID Mapping

Specifies how a client entity authenticated by an SASL-authenticated bind over SSL-
protected LDAPV3 protocol (ldap sasl bind) with the mechanism EXTERNAL is mapped
onto an Authorization ID.

Trusted CA certificates
The list of Certification Authority (CA) certificates the LDAP server trusts to issue user
certificates, if SSL/TLS client authentication is required.

Personal Security Environment (PSE) in files

These fields are obsolete and are supported only for compatibility reasons. It is not allowed
to use these fields to store key material for DirX Directory V8.2B LDAP servers and newer.
The Personal Security Environment (PSE) must be used instead.

Certificate Revocation List Checking
Enables or disables certificate revocation list checking in the context of an LDAP SASL
EXTERNAL bind. If enabled an LDAP SASL EXTERNAL bind is also checked against a
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certificate revocation list (CRL).

Once CRL checking is enabled, at least one CRL file must be specified. If no proper CRL file
is configured, the server does not start.

CRL file list

The name(s) of the files containing the PEM-formatted certificate revocation lists (CRLS)
that are to be used to check the certificate for revocation in the context of an LDAP SASL
bind with the mechanism type EXTERNAL. DirX Directory does not support delta CRLs.

Specify the filename values either as fully-qualified pathnames or as filenames without any
path. If a filename without any path is specified, the LDAP server expects the file to reside in
the directory install_path*/Idap/conf*.

See "LDAP SSL CRL Filenames" in "DirX Directory Attributes" in the DirX Directory
Administration Reference for details.

If CRL checking is enabled, the following fields control the check procedure:

Tolerate missing CRL

Controls whether or not a client certificate presented in the context of an LDAP SASL bind
with the mechanism EXTERNAL is rejected if a suitable CRL cannot be found in the given
CRL list.

Allow not yet valid CRL
Controls whether or not a client certificate presented in the context of an LDAP SASL bind
with the mechanism EXTERNAL is rejected if the corresponding CRL is not yet valid.

Allow expired CRL
Controls whether or not a client certificate presented in the context of an LDAP SASL bind
with the mechanism EXTERNAL is rejected if the corresponding CRL has expired.

The DirX Directory LDAP server uses CRLs stored locally in Privacy Enhanced Mail (PEM)-
formatted files that are read during LDAP server process startup or when explicitly
required. Press the Refresh CRLs button if it is necessary to load the updated CRLs to the
LDAP server. Note that this action puts heavy load on the server.

2.3.6.5. Tab: All Attributes

Use the All Attributes tab to display and manage the LDAP SSL Configuration Subentry
attributes.

2.3.7. LDAP Root Subentry

The LDAP root subentry stores information that describes the capabilities and supported
features of an LDAP server. The properties of the Root node in the tree pane of the
configuration view show the properties of the LDAP root subentry tailored for DirX
Directory (the core component of this application displays the LDAP Root, too, but in a
different, generic form that is supposed to work for non DirX Directory servers, too (see File-
>Server->Tab: LDAP Root).
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DirX Directory Manager displays the information contained in the LDAP root subentry in
two tabs: the General tab and the Supported tab.

Note that the values stored in LDAP subentries are not effective for LDAP servers that
haven't read them. LDAP servers read LDAP subentries on restart; for additional options
through dirxadm, please refer to the server manual.

2.3.7.1. Tab: General

Use this tab to specify the general properties of the LDAP server.
The available fields are:
- Vendor name

The name of the vendor of the server software.

- Vendor version
The version of the server software.

- Naming contexts
The distinguished names of the naming contexts that a contact DSA masters or
shadows.

- Subschema subentry
The distinguished name of the LDAP subschema subentry.

- Alternate server
The URLs of other LDAP servers that can handle client requests.

2.3.7.2. Tab: Supported

Use this tab to specify the features that the LDAP server supports.
The available fields are:

- Supported LDAP versions
Specifies the LDAP protocol versions that the LDAP server described by this subentry
supports. This is a mandatory field. Check the protocols that apply:

- Version 2
To indicate that the LDAP server supports LDAP v2.

- Version 3
To indicate that the LDAP server supports LDAP V3.

- Supported profiles
Lists the names of Open Group profiles that an LDAP server can support.

- Supported controls
Lists the controls that an LDAP server can support, in case of DirX Directory typically the
ones that are depicted above and listed subsequently:

- Simple Paged Results (Request & Response Control)
Used implicitly by this application in functions such as export, delete and in clipboard
operations
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- Server Side Sorting (Request Control)
Not used by this application

- Server Side Sorting (Response Control)
Not used by this application

- Password Policy (Request & Response Control)
Used implicitly by this application in functions such as login, add entry, modify entry

- Subentries (Request Control)
Used implicitly by this application when reading subentries

Note that the user of this application is not offered by this application to specify "Supported
controls" himself.

- Supported extensions
Lists the LDAP protocol extensions that an LDAP server can support. Typically empty.

- Supported features
Lists the LDAP features that an LDAP server can support. Typically empty.

- Supported SASL mechanism
The Supported SASL Mechanism attribute specifies the names of the SASL
authentication mechanisms that the LDAP server supports. The LDAP server supports
the EXTERNAL SASL (attribute value EXTERNAL) mechanism, which indicates that the
LDAP server supports SSL/TLS certificate-based client authentication.

2.3.8. Password Policy Subentry

A password policy is a set of rules that controls how passwords are used and administered.
Password policies are designed to improve the security of directories and make it difficult
for password cracking programs to break into them. You use password policy subentries to
establish password policies in a DirX Directory server. The global password policy subentry
is located directly under "Root" and affects the user password attribute of all entries that
are within its scope (which is the entire DSA). The global password policy subentry is the
only subentry that specifies the password storage scheme.

The available settings are organized into two tabs:

- General
This tab provides password syntax, hashing algorithm related settings and an exclusion
list. For the global password policy, this tab provides the fields for defining the password
storage scheme.

- Aging & Account Lockout
This tab provides password aging and account lockout related settings.

Subtree-specific password policy subentries are located under the password policies
subentries node under the context prefix. These subentries do not provide the password
storage scheme related fields on their general tab. Use the subtree specification tab to
configure which entries this password policy subentry affects.

Notes
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- Itis up to the client, how it deals with the password policy related information returned
by the server. Some clients may e.g. display a message such as "invalid credentials",
where the adequate message would rather be something like "password has expired".
Others may display a combination of both messages. Clients like DirX Directory
Manager that to a large extent conform to https:/tools.ietf.org/ntml/draft-behera-ldap-
password-policy-07 are supposed to react adequately.

- If you managed to lock yourself out (e.g. your password expired or you exceeded the
maximum number of failures), the DirX Directory administration program dirxadm is
supposed to help you out.

- Since the password policy entry is a subentry, it has a subtree specification; if the
password policy is intended to apply globally, its subtree specification is inoperative.

- The complete functionality presumes for an object that is supposed to do binds (i.e. that
has the attribute "userPassword") that it has also the respective password policy related
attributes such as

pwdAccountlLockedTime, pwdChangedTime, pwdExpirationWarned, pwdExpiryTime,
pwdFailureTime, pwdGraceloginslLeft, pwdGraceUseTime, pwdHistory, pwdReset.

2.3.8.1. Tab: General

For general remarks on password policy refer to the chapter Password Policy Subentry.
Additional settings are described in Aging & Lockout Settings.

Use this tab to specify the general properties of the password policy.

The available fields are:

User Password Storage Scheme

- No hashing

The server does not apply a secure hashing algorithm. The hashing support level is
insignificant in this case.

With this setting, the DSA is not able to handle user passwords that are available
hashed or salted hashed, that is a bind operation with correct credentials will still fail if
the password is stored in a hashed or salted hashed format in the DSA.

- Hashed
The server applies the secure hashing algorithm according to the hashing support level
and the hashing algorithm selected.

- Salted Hashed (recommended)

The server applies the salted secure hashing algorithm according to the hashing
support level and the hashing algorithm selected. A salt is a random number added to
and stored with the hash value. The salted hashed format is even more secure than the
hashed format, since it makes it drastically more expensive to detect passwords by
generating pairs of clear text and corresponding hashed passwords and search these
pairs as soon as a hash value becomes known.

These properties are provided for global password policies only.

Hashing supyport level
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- Basic (level 1)

The DSA can handle user passwords available in clear text as well as user passwords
available in the hashed or salted hashed format, that is a bind operation with correct
credentials will complete successfully, no matter how the relating password is stored in
the DSA (clear text, hashed or salted hashed, regardless of the used hash algorithm).
This setting presumes that hashed or salted hashed has been selected.

- DSA converts for read (level 2)

Same as level 1, but the DSA also returns user passwords that are stored in clear text in
hashed or salted hashed format (depending upon the SHA selected). A user password
that is already stored in hashed or salted hashed format will be returned as is.

- DSA converts for read and write (level 3) (recommended)

Same as level 2, but the DSA also automatically applies hashing or salted hashing
(depending on the SHA selected) to any user passwords that are available in clear text
when importing them. A user password that is already provided in hashed or salted
hashed format will be imported as is.

These properties are provided for global password policies only.

Hashing algorithm

Check the variant of the secure hash algorithm to be applied. The default algorithm for
hashing user passwords is SHA-1; furthermore the DSA supports the algorithms SHA-224,
SHA-256, SHA-384 and SHA-512.

These properties are provided for global password policies only.

Check password syntax

- Syntax check is disabled

The syntax of passwords is not checked for minimum and maximum password length
and minimum number of lower case characters, upper case characters, digits and
special characters (the settings in minimum password length, maximum password
length, minimum number of lower case characters, upper case characters, digits and
special characters are ignored).

- Check if in cleartext, accept otherwise (recommmended)

If present in cleartext, passwords are syntax checked.

If not present in cleartext (this is typically the case if they are hashed or salted hashed),
password are accepted regardless of their syntax (syntax check is impossible for
passwords in hashed or salted hashed format)).

Note that while the bind operation always expects the password in clear text, other
operations like add entry or modify entry can take passwords in hashed and salted
hashed format as well.

- Check if in cleartext, reject otherwise
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If present in cleartext, passwords are syntax checked.
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impossible for passwords in hashed or salted hashed format)).

Note that while the bind operation always expects the password in clear text, other
operations like add entry or modify entry can take passwords in hashed and salted
hashed format as well.

- Minimum password length
Specifies the minimum number of characters that can make up a password. A value of
O indicates that there is no minimum.

- Maximum password length
Specifies the maximum number of characters that can make up a password. A value of
0 indicates that there is no maximum.
If the password is propagated to other systems that have a password length limit, this
setting can help users avoid assigning invalid passwords.

- Minimum number of lower case characters
Specifies the minimum number of lower case characters (a-z) that a password must
contain. A value of O indicates that there is no minimum.

- Minimum number of upper case characters
Specifies the minimum number of upper case characters (A-Z) that a password must
contain. A value of O indicates that there is no minimum.

- Minimum number of digits
Specifies the minimum number of digits (0-9) that a password must contain. A value of
O indicates that there is no minimum.

- Minimum number of special characters
Specifies the minimum number of special characters (any character outside the range
of A-z and 0-9) that a password must contain. A value of O indicates that special
character use in passwords is unrestricted.

- Exclude Name
Specifies that a password is rejected if it contains a substring of the user's name. A value
of O indicates no restriction. Specify one of the following values:

- 0 - No restriction.

- 1- Passwords are rejected, if the value is a case-ignored substring of the user’s
distinguished name (DN) in LDAP format; for example the user
cn=abele,ou=sales, o=my-company cannot set his password to Bele,Ou.

- 2 - Passwords are rejected, if the user's relative distinguished name (RDN) is a case-
ignored substring of the password; for example the user cn=abele,ou=sales,o=my-
company cannot set his password to Abelel.

- 3 - Passwords are rejected, if either the condition for value 1 or the condition for value 2
applies.

Exclusions

Allows specifying a number of DNs the global password policy is not supposed to apply at.
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2.3.8.2. Tab: Aging & Lockout

For general remarks on password policy refer to the chapter Password Policy Subentry.
Additional settings are explained in General Settings.

Use this tab to specify the properties for aging and account lockout of the password policy.

The available fields are:

Aging

- Minimum Age
Specifies the minimum elapsed time between two password modifications.
The main intention of this setting is to prevent users from trying to circumvent a
password History mechanism by quickly performing a series of password changes
having in mind to kick their favorite password out of the history list.
Makes sense without a password history mechanism, too, as it may keep users from
quickly switching back to their favorite password after it has expired.

- Maximum Age
Specifies the maximum elapsed time 'till a password expires if not changed in between.
Can't be smaller than Minimum Age.

- Expire Warning
Specifies the period of time from when authenticating users - due to imminent
password expiration - are getting warning messages such as "Warning: Your password
will expire at...". If this attribute has no value, or if its value is O, no warnings will be
issued. If not O, the value must be smaller than Maximum Age (see above).
Sample: Let Maximum Age be 30 days and Expire Warning be 5 days. This means that a
user authenticating after 25 days at the earliest is supposed to receive an Expire
Warning. A noteworthy effect of the Expire Warning is that the user can let elapse more
than Maximum Age, i.e. 30 days and is still able to authenticate. Once he has received
the first Expire Warning however, he must change his password within Expire
Warning, i.e. 5 days - unless Logins after expiration allows him a number of additional
"grace" logins.

- Logins after expiration
Specifies the number of times an expired password can be used to authenticate (also
known as "grace logins"). If this attribute has no value or if the value is O, authentication
will fail.
Note that the number of grace logins may be "nibbled" undiscernibly, since times of
inactivity may cause implicit disconnects and re-logins.

- History
Specifies the maximum number of used passwords stored in the password history list of
each user. A password cannot be reused, as long as it is found in the password history
list. If this attribute has no value, or if the value is O, used passwords are not stored in the
password history list and thus may be reused.

Account Lockout

There are two reasons that can cause a DN to get locked out (till expiration of the Lockout
duration, see below):
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- Explicitly: The administrator locks the DN out thru the according entry related context
menu item

- Implicitly: The server locks the DN out according to the settings described in this section

You can find out the currently locked out DNs by searching for "pwdAccountLockedTime is
present”

- Enable Account Lockout
Implicit lockout:
Indicates, when checked, that the password may not be used to authenticate after a
specified number of consecutive failed bind attempts. The maximum numlber of
consecutive failed bind attempts is specified in Number max. Failure (see below). If
Enable Account Lockout is not checked, the password may be used to authenticate
even if the number of failed bind attempts has been reached.

Explicit lockout:
Entries that have been locked out explicitly by an administrator are still able to login, as
long as Enable Account Lockout has not been checked off.

- Number max. Failure
Specifies the number of consecutive failed bind attempts after which the password may
not be used to authenticate (provided Enable Account Lockout is checked).

- Failure count interval
Holds the period of time after which the password failures are purged from the failure
counter, even though no successful authentication occurred. If this attribute has no
value, or if its value is O, the failure counter is only reset by a successful authentication.

- Lockout duration
Holds the period of time that the password cannot be used to authenticate due to too
many failed bind attempts. If this attribute has no value or if the value is O the password
cannot be used to authenticate until reset by an administrator.
Increasing the lockout duration afterwards will usually apply to existing lockouts as well.
However, for those, whose lockout duration has expired and that had logged in
successfully in between, the lockout duration has no effect any more.

- Must Change after first Login
Specifies when checked that users must change their passwords when they first bind to
the directory after a password is set or reset by the administrator. If this attribute is not
checked users are not required to change their password upon binding after the
administrator sets or resets the password.

2.4. Replication View
For in-depth information on replication, refer to the server documentation.

Replication of directory information among various directory servers is a way to make the
directory service fail-safe, since data replicated e.g. from server 1to server 2 may still be
accessible through one server even if the other one shuts down for whatever reason.
Besides, replication can be used to optimize communication traffic.

DirX Directory provides two mechanisms for replicating directory information:
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- Shadowing

- LDIF file synchronization

As opposed to the LDAP based functionality, DirX Directory Manager contacts the DSA
directly when administering replication. For this reason, it may - though it is successfully
connected to an LDAP server - be unable to contact the DSA. In this case, a dialog pops up
that gives you the opportunity to specify the appropriate connection data:

DirX DSA hnsl:name R R

| If the Dir¥ D5SA does not run on the same machine as the
| Dir¥ LDAP server, enter the hostname of the Dir¥ DSA.

;DSA host:  |localhost

r DirX DSA portmapper port 1
| If the Dirk DSA portmapper does not use the default port (5999), |
| enter the same port number as set [
| in the environment variable DIRX_PMAP_PORT

| DSARPC port: |5999

oK Cancel

Figure 19. DirX DSA host and port dialog box

2.4.1. Shadowing

Shadowing automates the replication of directory information. What information is when
to be shadowed among what servers must be configured by means of "shadowing
agreements". For details about the functionality, see the topic "Shadowing Functions".

Shadowing should work between DirX Directory servers and non-DirX Directory servers

provided they conform to the respective specifications put forth in the X.500 1993 Directory
standard.

Pre-conditions

- The communication between two DSAs that are involved into a shadowing agreement
is based on their "PSAP" addresses. Each DSA provides its PSAP address in a system
environment variable called "DIRX_OWN_PSAP" on installation. This address contains
the IP address as an essential part. Make sure that it is the one that is to be used by
other DSAs that want to connect.

- The environment variable "DIRX_DSA_NAME" must contain a unique identification of
the local DSA in LDAP DN syntax. Each DSA provides a presumably unique default DSA
name on installation.

DSAs that are affected by a shadowing agreement

- In the narrower sense:
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- A"Supplier"
A supplier DSA masters the entire or a well-defined subset of the entire directory
information; disjoint subsets can be mastered by different supplier DSAs. The supplier
replicates changes of some or all of the data it masters to one ore - through several
shadowing agreements - more consumers.

- A"Consumer"
A DSA that consumes some directory information cannot at the same time master the
same information for another DSA (no "secondary shadowing"). However, a consumer
for one subset can be a supplier for another one.

- In the broader sense, in addition to supplier and consumer:

- The "Master of the cooperating DSAs table"
There is one distinguished DSA that is the "master of the cooperating DSAs table". This
table stores all shadowing agreements between all participating DSAs. It is created and
maintained automatically by the DSA you are bound to when creating the first
shadowing agreement.*
Note that this is the DSA you must be bound to when administering shadowing
agreements.*

The concept of the master of the cooperating DSAs table disburdens you from the task
of having to separately administer the suppliers and the consumers in a consistent way.

The cooperating DSAs table can be viewed at as sort of a set of implied shadowing
agreements. The context prefix is "cn=Cooperating-DSAs-Subentry" in any case. There
are separate agreements between the DSA that masters the cooperating DSAs table
and each consumer DSA.

Though one single Supplier will possibly do and the Master of the cooperating DSAs
table will possibly coincide with this Supplier in many deployments, you are not
prevented from locating the mastership of the cooperating DSAs table at a separate
DSA.

- All other participating DSAs
The cooperating DSAs table implies individual shadowing agreements that are
automatically shadowed to all participating DSAs immediately on change (unless this
feature has been disabled).

Floating DSAs

Floating DSAs can take over the supplier role completely or on a per-shadowing area basis
(context prefix + subtree base) either in a controlled way without loss of any data or
through an "emergency switch" with the risk of losing the latest changes. A floating DSA
becomes the master of the cooperating DSAs table when taking over the supplier role and

- Making an emergency switch
- Globally switching all context prefixes mastered by the DSA that also masters the

cooperating DSAs table to another DSA

Functionality
The administration of shadowing agreements is (along with the administration of LDIF
agreements) offered in an separate view called Replication.
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The Replication view is organized into these panes:

A tree pane
A graph pane (applies to shadowing agreements only, not to LDIF agreements)

A property pane

A number of functions are available by clicking the right mouse button in a node in the tree
pane or in an element in the graph pane.

2.4.1.1. Shadowing Functions

For shadowing agreements, tree pane and graph pane offer the following functions
through the right mouse button:

- Create a new shadowing agreement

Presents the property dialog in an editable form.*

Note* that once you have confirmed your data by clicking the OK button, you can no
longer modify it. What you can do is to delete the agreement and then create a new
one.

- *Establish an existing shadowing agreement

Terminate an existing shadowing agreement
Enable an existing shadowing agreement
Disable an existing shadowing agreement*_

Establish_ makes a shadowing agreement effective as long as it is not disabled. It is also
called "Activated" or "Cooperative" at this point._

Terminate_ makes it ineffective (also called "Not activated" or "Non cooperative"). A
terminated shadowing agreement stops collecting information that is needed to
perform the shadowing. Re-establishing a terminated agreement requires a total
update.

A disabled shadowing agreement continues collecting that information and executes it
as soon as it gets re-enabled. Note that a DSA may also disable an agreement itself due
to certain error conditions.

Notes

- You cannot terminate a cooperating DSAs agreement.

- Enabling or disabling a shadowing agreement affects one single DSA.

That is, if you are bound to a supplier, disabling a respective agreement will keep the
supplier from trying to send update information to its consumer. If you are bound to a
consumer, disabling a respective agreement will keep the consumer from accepting
update information, while the supplier will still be sending updates

- Enabling/Disabling DSAs for agreements are the exceptions to the rule that you must
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be bound to the master of the coordinating DSAs table when administering shadowing
agreements. Instead, you must be bound to the DSA you want to enable/disable for a
shadowing agreement. This DSA can be the master of the coordinating DSAs table; for
example, if you want to enable/disable a shadowing agreement where it is the master



of the data to be shadowed, or if you want to prevent the coordinating DSAs table from
being shadowed to a certain consumer for some reason.

- Switch supplier DSA
Changes a current supplier to a consumer and a current consumer to a supplier for the
respective shadowing agreement(s). A consumer that can become a supplier is also
called "Floating DSA". The respective box in the "General" tab of the shadowing
agreement property dialog must be checked in order for a DSA to be considered able to
float. When switching DSAs, you must be bound to the DSA that masters the
cooperating DSAs table. What exactly will be switched depends on your current
selection:

- If a supplier DSA is selected: All respective shadowing agreements.
- If a consumer DSA is selected: The respective shadowing agreements.
- If an agreement is selected: that agreement

- If the node "Cooperating DSAs subentry agreements" is selected: Switches the master
of the cooperating DSAs table.

If the affected supplier is the master of the cooperating DSA table and if all respective
shadowing agreements are to be switched, the floating DSA will also become the new
master of the cooperating DSAs table.

- Delete an existing shadowing agreement.
Affected implied shadowing agreements are implicitly removed from the cooperating
DSAs table.

- Show the properties of an existing shadowing agreement (read-only, see also the very
top of this topic).

2.4.1.2. Shadowing Tree Pane

The tree pane basically displays the information stored in the "cooperating DSAs table" in a
tree-like manner where the suppliers form the first level below the node presenting the
"'shadowing agreements" and the consumers are arranged below their suppliers.

All the functionality is available through the right mouse button applied at those nodes.

The tree pane also gives you access to the LDIF File Sync. Functions.

2.4.1.3. Shadowing Graph Pane

Alternatively to the Shadowing Tree Pane, the Shadowing Graph pane presents the
shadowing relations among the participating DSAs.

The Master of the cooperating DSAs table is colored orange, while the others are colored
blue.

2.4.1.4. Shadowing Property Pane

Due to the similarity between shadowing agreement properties and LDIF agreement
properties, they are treated together here for the most part.
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The properties shown depend on the type of shadowing- or LDIF-related node currently
selected in the Replication Tree Pane.

- Root node

- Supplier node

- Shadowing or LDIF agreement node

- General

- Update Mode

- Attribute Selection

- Shadowing Policies or LDIF Policies

2.4.1.4.1. Shadowing/LDIF Root Properties

Shows all shadowing or LDIF agreements in a multi-column list. Double-clicking an
agreement leads to the property dialog for agreements.

2.4.1.4.2. Shadowing/LDIF Supplier Properties

Shows:

- Supplier DSA name.
- Supplier PSAP address.

- All belonging shadowing agreements in a configurable multi-column list.

Double-clicking an agreement leads to the property dialog for agreements.

2.4.1.4.3. Shadowing Agreement Properties

The properties of shadow or LDIF agreements are shown when you:

- Click an involved consumer node in the tree pane (shadowing agreements only).

- Right-click on a consumer node in the tree pane and then select "Properties"

(shadowing agreements only).

- Double-click a shadow or LDIF agreement in the list of shadowing/LDIF agreements

that is displayed in the Shadowing/LDIF Supplier Properties pane.

- Double-click a shadow or LDIF agreement in the list of shadowing/LDIF agreements

that is displayed in the Shadowing/LDIF Root Properties pane.

The agreement properties are organized in a dialog or pane with the following tabs:

- General

- Update Mode

- Attribute Selection

- Shadowing Policies or LDIF Policies
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Tab: General
This tab allows you to specify the basic settings:

ENEW Shadowing Agreement x|

s (untitled)

1 General | Update mu:u:lel Aktribute selectiu:unl Policiesl

| Agreement ID Status
Identifier: I {* Activated (COOPERATIVE)
| Wersion: I {7 Mot activated (NOMCOOPERATIVE)
|
I o
; supplier

Daf name (D) I

| |l

PSAP address: |
DISP kind: {* Central administration & %.500

Consumer
DSA name (DR): I

PSAP address: I

i

DI5P kind: % Dir¥ dsynchrounous € Dir¥ Synchrounous € %.500

Area to be replicated

Context prefi: I

i

Subtres base: I

| {subtree base is relative bo context prefix)

Maximum base distance: I (RDM arcs below the base)

Specification filker:
{object classes)

Idse the kevwords "and”, "or", "not" and parenthesises for logical expressions,
E.g. "{person and emaildddressUser) or organizationalldnit”

Consumer policy
¥ Consumer can replace supplier

Specifies whether the consumer DSA can become the supplier of
the shadowing agreement when performing a "Switch” operation.

(0] 4 I Cancel Help

Figure 20. New Shadowing Agreement General Tab

Agreement Id

Each shadowing agreement must be uniquely identified by an agreement id. You can leave
it to the DSA to allocate an identifier or you can allocate one yourself. The version is always
allocated by the server. It starts with O and is incremented by 1 each time the agreement is
re-established.

Status

The Establish function sets the status to "Activated (COOPERATIVE)", the Terminate
function sets it to "Not activated (NONCOOPERATIVE). The Update status (shown in the
tooltip) is affected by Enable or Disable.
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Supplier or Consumer (Consumer: not shown for LDIF replication)

The supplier or the consumer is identified by its DSA name and its PSAP address. You can
leave the supplier fields empty, if you do, the values are implicitly acquired from the DSA to
which you are bound.

DSA name

The DSA name must coincide with the one that is found in the environment variable
DIRX_DSA_NAME, as illustrated for Windows in the following screen shot (by default, the
DSA name is supposed to be *cn=DIRX-DSA-*hostname):

Edit System ¥Yariable ; d |

Yariable name: I DIR%_DSA_MAME

Yariable walue: I Ch=My_DS5a|

O I Zancel

Figure 21. Edit System Variable Dialog Box

Note: If you leave the DSA field empty and proceed with providing the PSAP address in the
subsequent field, the DSA field will take on the value *DIRX-DSA-
*hostname_as_specified_PSAP_address

PSAP address

The PSAP address must coincide with the one that is found in the environment variable
DIRX_OWN_PSAP. This variable is implicitly set when installing DirX Directory. You can
leave it unchanged, as long as the IP address and the port number are correct and you
agree to communicate through the IDM stack. 21200 is the default port.
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w8 Consumer PSAP Address x|
T selectar: l LI

Metwork Address

[T Use DMS

Hosk name or IP address: I

Port: |2 1200
Secure Pork: |212IIII

Communication: % DM stack (recommended)
{ Secure IDM stack.
{05l skack

IP stack version: % IPvg
0 IPvE

Ik I Zancel Delete

Figure 22. Consumer PSAP Address Dialog Box

T selector

By default, the T-selector specified in the environment variable DIRX_OWN_PSAP is "DSAT".
You can usually leave the default as it is. All participating DSAs can use it at the same time.
Be sure, however, to choose the one that is used in the corresponding environment
variable DIRX_OWN_PSAP. You can take the default value from the combo box adjacent to
the T selector field.

Use DNS
Check this box if you want to use the name service for resolving the IP address of the
communication partner. This option is only supported for the IDM and secure IDM stack.

Host name or IP address

When typing a host name rather than an IP address, you might be asked in a subdialog to
choose one of two or more IP addresses that were found to be assigned to that host. You
must choose the one that is used in the corresponding environment variable
DIRX_OWN_PSAP. If the preceding field (DSA name) is empty while you type in the host
name here, it will be implicitly set to *DIRX-DSA-*hostname_as_specified_here.

Port

Choose the one that is used in the corresponding environment variable DIRX_OWN_PSAP.
If DIRX_OWN_PSAP says "localhost" or the like, change it in the environment variable
DIRX_OWN_PSAP to the real IP address and specify the same IP address here.

Secure Port

Specify the secure port number here if you checked Secure IDM stack. Choose the one that
is used in the corresponding environment variable DIRX_OWN_PSAP. If DIRX_OWN_PSAP
says "localhost" or the like, change it in the environment variable DIRX_OWN_PSAP to the
real IP address and specify the same IP address here.
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Communication

The DirX Directory DSA supports the X.500 DAP, DSP, and DISP directory protocols directly
over TCP/IP through the Internet Directly Mapped (IDM) protocol, as specified in ISO/IEC
9594-5: 2001 (E). The communication can be performed either directly over plain IDM or
over a secure connection over TLS/SSL (secure IDM stack). For interworking scenarios the
DirX Directory DSA also supports Open Systems Interconnection (OSIl) cormmunications.

IP stack version
Check the IP stack version for the IDM communication. DirX Directory supports IPv4 and
IPve.

Disp. kind (not shown for LDIF replication)

Check "Central Administration" or "DirX Asynchronous", if the participating DSAs are DirX
Directory DSAs. In this case, you can benefit from the convenience of being able to centrally
administer the shadowing. LDAP/DAP client update requests are returned immediately
after commitment by the master DSA.

Check "DirX Synchronous", if the participating DSAs are DirX Directory DSAs. In this case,
you can benefit from the convenience of being able to centrally administer the shadowing.
LDAP/DAP client update requests are returned only after commitment by the master DSA
and by all synchronous-configured consumer DSAs in the network.

Check "X.500" for non-DirX Directory DSAs. In this case, you must administer the shadowing
agreements locally.

Area to be replicated
Specifies the area that is to be replicated in terms of context prefix and subtree base:

Context Prefix: Select the context prefix or - if there is more than one - select one of the
available context prefixes.

Subtree base: Specify a subtree base relative to the context prefix.

Maximum base distance: Specify the maximum distance from the subtree base expressed
in number of RDNs that are replicated.

Specification filter: Specify a filter that must match for the replicated entries.

Consumer Policy (not shown for LDIF replication)

If not checked, the consumer cannot become a supplier through the "Switch supplier DSA"
function.

If checked, the field Subtree base must be left empty.

Tab: Update mode

This tab allows you to specify details regarding the update mode:
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ENEW Shadowing Agreement : x|

B (untitled)

f General Update mode | Attribute selection | Policies |

| [T Replicate changes only

Update mode
¥ Updates immediately on change

‘ ‘Window kime For updates accepked by consumer: I 0 Isecnnds LI
| Update interval between bwo update windows: I 0 Isecnnds ;I
Skart time of First update window: I EI

I | (] 4 I Cancel Help

Figure 23. New Shadowing Agreement Update mode Tab

Replicate changes only (if shown, this check box is inoperative for LDIF agreements). Note
that Tab "LDIF Policies" provides an appropriate check box called "Save changes only").

A boolean value that specifies whether only updates are replicated (checked) or the total
content is replicated (unchecked). By default, the latter is only done initially; to allow total
updates on errors, you must check the box "Automatic total update" in Tab "Shadowing
policies".

Update immediately on change

"Checked" means that replicated entries are updated immediately when the master entries
are modified or created. "Unchecked" means that no updates will be performed
automatically. Default is "checked".

Window time for updates accepted by consumer

Only of interest if "Update immediately on change" is unchecked. Defines the time period
during which the shadow consumer will accept updates from the shadow supplier. A
shadow window allows updates to occur at anytime within the window time. It is useful if
for some reason the updates are unable to start at the exact scheduled moment or for a
retry if some update failure occurs.

Update interval between two update windows

Only of interest if "Update immediately on change" is unchecked. Specifies the interval
between the opening of the update windows. For example, if "Update interval between two
update windows" is set to 30 minutes and "Window time for updates accepted by
consumer" is set to 5 minutes, the update cycle is 35 minutes. Updates of up to five minutes
in duration can occur every 30 minutes.

Start time of first update window
Only of interest if "Update immediately on change" is unchecked. The start time of the first
update window in Generalized Time format. When this start time is after the validity of the
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shadowing agreement, the update cycle begins at this time. Once started, the update cycle
begins until the shadow agreement is terminated. The default is the time the shadowing
agreement was activated.

Tab: Attribute selection

This tab allows you to specify the attributes you do not want to be shadowed.
Here is an example of the Attribute selection tab:

Emew Shadowing Agreement 3 x|

B (untitled)

¥ General I Update mode  Attribute selection | Policies I

[~ Default: Replicate all user and all necessary operational attributes

Chjeck Class aktributes

(all classes) Include: cn

Delete | Properties. .. |

o | Cancel | Help |

Figure 24. New Shadowing Agreement Attribute selection tab dialog box
It is possible to specify conflicting settings. In this case, the following rules apply:

- Explicit Include takes priority over explicit Exclude

- Explicit Exclude takes priority over implicit include

Tab: Policies

For policies of LDIF agreements, see LDIF policies.

This tab allows you to control the behavior in case of errors:
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EHEW Shadowing Agreement x|

s (untitled)

'!‘Generall IUpdate mu:n:lel aktribute selection  Policies |

Initiator policy

Recovery max, retries:
Recovery tirmeout: seconds
Recovery interval; seconds

Recovery divisor:

1]

[T sutamatic tokal update

:

] Cancel Help

Figure 25. New Shadowing Agreement Policies Tab

Use default values
Specifies if checked that default policies should be used. See the other components for a
description of the default policies.

Initiator policy

Recovery max. retries

The maximum number of retries of recovery for shadowing agreements where the local
DSA is the initiator. The default is 20. If recovery timeout and recovery max. retries are
equal to O, recovery is configured as unlimited (that is, there is no limitation by timeout or
by number of retries, and recovery never stops). If either recovery timeout or recovery max.
retries is equal to O (and the other one is equal to a non-zero value), no recovery will be
done. If recovery timeout and recovery max. retries are equal to a non-zero value, recovery
will be attempted until both values have been exceeded.

Recovery timeout

The timeout in seconds of a recovery attempt for shadowing agreements where the local
DSA is the initiator. The default is 1200 (that is, 20 minutes). If recovery timeout and
recovery makx. retries are equal to O, recovery is configured as unlimited (that is there is no
limitation by timeout or by number of retries, and recovery never stops). If either recovery
timeout or recovery max. retries is equal to O (and the other one is equal to a non-zero
value) no recovery will be done. If recovery timeout and recovery max. retries components
are equal to a non-zero value, recovery will be attempted until both values have been
exceeded.

Recovery interval

The time interval in seconds between the end of a recovery attempt and the start of the
next attempt for shadowing agreements. Relevant only for shadowing agreements where
the local DSA is the initiator and the update mode is checked ("on change"). The default is
240 (that is, 4 minutes).
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Recovery divisor

The time interval between two recovery attempts for shadowing agreements is the window
time divided by the recovery divisor. This component is relevant only for the shadowing
agreements where the local DSA is the initiator and update mode is not "Immediately on
change". The default is 16.

Automatic total update

Specifies whether the initiator DSA performs a total update automatically if it is required by
the cooperating DSA (box is checked) or the administrator must trigger off the total update
by performing an establish operation (box is unchecked). The default is FALSE (box is
unchecked).

Tab: Status

This tab allows you to keep track of the progress the consumer is making when executing a
shadowing agreement.

The following screenshot shows a typical example (for details, please refer to the server
documentation):
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x 8 Cn=DIRX-DSA,0u=FLENS,0=PQR,c=DE [¢

ff cn=DIRX-DSA,ou=FLENS,0=PQR,c=DE [0=PQR,c=DE]

Generall Update model Attribute seiectinnl Policies Status I

Supplier update status:

Arez—-Change-State
0ld-Tpdates
Segment-ID
Update-Time
Lrea—-Changes
Rotual-TUpdate
WaitingState
Sent-Info
Segment-ID
Update-Time
Arez—-Changes
Offset
ModCount

NOCHRNGES

0
20120502100151Z
true

INVCEED

a
20120502100151Z2
true

102745

1

Last-Update-Entry
Last-Changes

cn=2dmin, o=BJE,k c=0LE

ChangeType - Add
DSEType = ENTRY
subComplete z true
Attrs
ocbjectflass shid Boesh
= S0 T D
. Z2.8.6.7
- 2.16.840.1.113730.3.2.2

Refresh | [T autorefresh everyl 1032 seconds

Close Help

Figure 26. Status Tab of the DSA

2.4.2. LDIF File Synchronization

While shadowing covers both the export of data from one server and import of this data
into another server, LDIF file synchronization only deals with the first step: it exports data
into LDIF files (LDIF = LDAP Data Interchangeable Format, specified in RFC 2849) and
allows associating triggers to initiate further processing.

The server should write the resulting LDIF files to install_path*\Server\Ldif*.

LDIF files can be used to replicate changes to a DirX Directory DSA's directory database
with DirX Identity to non-DirX Directories such as Windows Active Directory, NDS and Lotus
Notes; this process is called directory synchronization and is described in detail in the DirX
Identity documentation set. DirX Directory administrators can also use LDIF file generation
as part of an overall backup strategy.
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What information is when to be exported must be configured by means of so-called LDIF-
agreements. For details about the functionality, see "LDIF File Sync. Functions".

Note that you must be bound to the master of the cooperating DSAs table when
administering LDIF agreements.

LDIF file synchronization is should work between DirX Directory servers and with any LDAP-
conformant non-DirX Directory servers.

2.4.2.1. LDIF File Synchronization Functions

For LDIF agreements, the tree pane and graph pane offer the following functions through
the right mouse button:

- Create a new LDIF agreement
Presents the property dialog in an editable form.*

Note* that once you have confirmed your data by clicking the OK button, you can no
longer modify it. What you can do is to delete the agreement and then create a new
one.

- *Establish an existing LDIF agreement
Terminate an existing LDIF agreement
Enable an existing LDIF agreement
Disable an existing LDIF agreement*_

Establish_ makes an LDIF agreement effective as long as it is not disabled. It is also
called "Activated" or "Cooperative" then._

Terminate_ makes it ineffective (also called "Not activated" or "Non cooperative"). A
terminated LDIF agreement stops collecting information

A disabled LDIF agreement continues collecting that information and executes it as
soon as it gets re-enabled. Note that a DSA may also disable an agreement itself due to
certain error conditions.

Note

Enabling/Disabling DSAs for agreements are the exceptions to the rule that you must
be bound to the master of the coordinating DSAs table when administering
agreements. Instead, you must be bound to the DSA you want to enable/disable for an
LDIF agreement.

- Delete an existing LDIF agreement.

- Show the properties of an existing LDIF agreement (read-only, see also the very top of
this topic).

2.4.2.2. LDIF File Synchronization Tree Pane

The tree pane basically displays the information stored in the "cooperating DSAs table" in a
tree-like manner where the suppliers form the first level below the node presenting the
"'shadowing agreements" and the consumers are arranged below their suppliers.
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All the functionality is available through the right mouse button applied at those nodes.

The tree pane gives you also access to the Shadowing Functions.

2.4.2.3. LDIF File Synchronization Property Pane

See Shadowing Property Pane.

2.4.2.3.1. LDIF File Synchronization Root Properties

See Shadowing Root Properties.

2.4.2.3.2. LDIF File Synchronization Supplier Properties

See Shadowing Supplier Properties.

2.4.2.3.3. LDIF Agreement Properties

See Shadowing Agreement Properties.

Tab: General

This tab shows the same information as Tab: General in Shadowing Agreement Properties
but without Consumer and Consumer policy.

Tab: Update Mode

This tab shows the same information as Tab: Update mode in Shadowing Agreement
Properties but without the checkbox "Replicate changes only" (if present, the field is
inoperative for LDIF agreements). Note that Tab "LDIF Policies" provides an appropriate
checkbox called "Save changes only".

Tab: Attribute selection

This tab shows the same information as Tab: Attribute selection in Shadowing Agreement
Properties.

Tab: LDIF Policies

For policies of shadowing agreements, see Shadowing policies.

This tab allows you to specify some additional constraints:
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ENEW LDIF Agreement §

{untitled)

f General I Lpdate mode I attribute selection  LDIF Policies |

[T Sawve changes only
[~ Generate carriage-return and line-feed as line separator
[ Base-64 encoding For non printable 45SCII charackers

[T Save user attributes plus Creation-Time and Modification-Time anly

Maximum characters per line: I (default is 30)

Modified entries

[ Save attribute bypes and values of modfied entries

The saved attribute values represent the values before the modify
operation, Attributes with distinguished name part are not saved,

% Al attributes 7 Selected attributes:

| Edit... |

Deleted entries
[T Save attribute bypes and values of deleted entries

% Al atbributes {7 Selecked attributes;

| Edit... |

Program name

(] I Cancel

Figure 27. New LDIF Agreement LDIF Policies Tab
Save changes only
There is no initial total.

Generate carriage return and line feed as line separator

By default, only line feed is used (appropriate for Linux; Carriage return/line feed is

appropriate for Windows).

Base-64 encoding for non printable ASCII characters

Baseb4 (see also RFC 2045) regulates how to transform binary data into printable data
using nothing but the 64 characters "A-Z, a-z, 0-9, +, /'. Base64 increases the original size by

33%; it is not an encryption.

Save user attributes plus Creation-Time and Modification-Time only

Causes mandatory attributes other the createTimestamp and modifyTimestamp to be

omitted.
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Maximum characters per line
Limits the number of characters per line in the LDIF file.

Modified entries: Save attribute types and values of modified entries
Deleted entries: Save attribute types and values of deleted entries

LDIF agreements cause LDIF change files to be created with the minimum necessary
information; in particular, attribute values of modified or deleted entries will not appear in
the LDIF file by default. If you want the LDIF file to be more informative, specify the details
here.

Program name

Specifies a command string to be performed after the LDIF file has been created.

2.5. Subtree Specification

In subentries such as Access Control Subentry or Collective Attribute Subentry, a subtree
specification may restrict the collection of entries to which the subentry applies.

Note that despite its name, a subtree specification does not necessarily define a subtree
but may also define more or less scattered partitions of a subtree (therefore also referred to
as “entry collections”); this is because subtree specifications allow filtering for object classes
and limiting the number of RDNSs).

Here is an example of the Subtree Specification tab:

| Enccesstuntrul—Suhentry Properties N |

£ AccessControl-Subentry
/2 Prescriptive ACT| 2 Entry ACT Subtree Specification | Infio | All Attributes |

| [¥ Entire administrative ares

Subtree base: I |

{base is relative to a=My-Company)

Specification Filker: |

{object classes)

Use the keywords "and”, "or", "not" and parenthesises For logical expressions,
E.g. "(person and emailaddressidser) or organizationalunit”

Ok I Cancel Help

Figure 28. AccessControl-Subentry Properties Dialog Box with Subtree Specification Tab

The available fields are:

Entire administrative area
Subentry applies to the entire administrative area. The remaining fields are only relevant if
this field is not checked.

81



Subtree Base
The real subtree specification.

Specification filter
Subentry applies to all entries below the subtree base matching this filter. Note that this
filter must be composed of a logical association of object classes.

Examples:

- Subtree base:

Subtree base:
ou=sales,o=my-company
O=rry-COMmpany

ou=payroll o=rmy-compary ou=sales,0=my-company

ou=purchased labor ou=payroll 0=rmy-company ou=presales,ou=sales,0=rmy-company

ou=consultants,ou=purchased labor ou=payroll,o=rmy-company ou=clerks, ou=presales, ou=sales 0=rmy-comparny

Figure 29. Subtree base example

- Specification filter:

Subtree base: o=my-company
Specification Filter = (Not Special0C)

O=ry-COmparny

ou=payrall p=rmy-company

Augxiliary OC = Specialoc ou=sales 0=my-company

ou=presales,ou=sales,0=Mmy-company

ou=purchased labar ou=payroll o=rmy-comparny Auxiliary OC = SpecialoC

ou=consultants, ou=purchased |abar ou=payrall, o=rmy-company ou=clerks,ou=presales ou=sales,0=my-company

Figure 30. Specification filter example

2.6. About the Administrative Authority Model

The administrative authority model aims at enabling different parts of the DIT to be
managed by different authorities. This can be achieved by structuring the DIT into
administrative areas. There are two types of administrative areas, autonomous
administrative areas (AAA, aka AA for "autonomous area") and inner administrative areas
(1AA)

An autonomous administrative area starts at an AAP - an "autonomous administrative
point" (see more below) - and continues downwards until either leaves or other
autonomous administrative points are encountered.

An inner administrative area starts at an IAP - an "inner administrative point" (see more
below) - that is within an autonomous administrative area. |IAPs are always subordinate to
AAPs. Inner administrative areas continue downwards until the end of the autonomous
administrative area is reached. Entries within an inner administrative area are still under
the overall control of the autonomous administrative authority, but some degree of control
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is also exercised over them by the administrator of the inner administrative area. Inner
administrative areas may be nested, but the bottom of all inner areas is always the bottom
of the enclosing AAA.

An entry is called administrative entry or administrative point if it forms the starting point
of an administrative area. Analogous to the administrative areas, there are two types of
administrative points: autonomous administrative points (AAP) and inner administrative
points (IAP).

Here is an example with four autonomous administrative areas AAP 1through AAP4. AAP 1
through AAP 3 do not have an inner administrative area, while AAP 4 has three inner
administrative areas, where IAP1 and IAP3 are nested:

Figure 31. Autonomous Administrative Areas
According to X.500, administrative areas control three specific aspects of administration:

- Subschema administration
is concerned with administrating the Directory subschema that is in operation in this
part of the DIT
Support discontinued by DirX Directory.

- Access control administration
is concerned with administrating the security policy that is in force in this part of the DIT

- Collective attribute administration
is concerned with administrating the collective attributes in this part of the DIT

Access control and collective attributes may need to be partitioned into administrative
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areas according to different requirements. That's why it is possible to further partition an
AAA into access control specific administrative areas (ACSAs) and collective attribute
specific administrative areas (CASAs). Accordingly the IAAs can be further partitioned into
access control inner areas (ACIAs) and collective attribute inner areas.(CAIAs).

Here is an example with one AAA partitioned into two ACSAs:

Figure 32. Autonomous Administrative Area (AAA) with Two Access Control Specific
Administrative Areas (ACSAs)

In order to administer this, an operational attribute called Administrative Role is available
(use the DirX Directory Administration Program dirxadm for this purpose).

Since Administrative Role is an operational attribute, it is subject to access control
(attribute type administrativeRole). Administrative Role is recurring and can take any
reasonable combination of these values:

- Autonomous administrative area (AAA)
Dispensable. Marks the affected entry as an autonomous administrative point, i.e. as
starting point of an AAA. However, in order to effect something, you need to set ACSA or
CASA.

- Access control specific area (ACSA)
Marks the affected entry as starting point of an ACSA. This implicitly makes the entry as
an AAP for access control.
Entries representing the starting point of an ACSA have also an operational attribute
called "access control scheme" possible values: BAC oder SAC). This attribute has no
effect, since DirX Directory always assumes "BAC".
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- Collective attribute specific area (CASA)

Marks the affected entry as starting point of a CASA. This implicitly makes the entry as
an AAP for collective attributes.

- Access control inner area (ACIA)

Marks the affected entry as starting point of an ACIA. This implicitly makes the entry as
an IAP for access control.

- Collective attribute inner area (CAIA)

Marks the affected entry as starting point of a CIA. This implicitly makes the entry as an
IAP for collective attributes.

- Subschema administrative area (SASA)

Has no effect at all, since DirX Directory has discontinued supporting subschemata in
favor of solely supporting the "global schema".

There is in addition a DSE type called "administrative point", which is implicitly set and
removed by the server depending on what administrative roles the entry has. An

administrative point is insignificant anyway, as long as the administrative role operational
attribute is absent.

Specify access control related directives in access control subentries. Specify collective
attribute related directives in collective attribute subentries.
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3. Schema Management

A directory schema specifies the types of objects ("object classes") the directory can contain
and the types of attributes that objects must have and may have. It also specifies quite a
number of properties that object classes and attribute types must have and may have.
Read more about schema in the topic What is the Schema?.

The schema-related functionality that this application provides is based on LDAP. It may
work to some extent with a variety of LDAP servers, but has been tailored to DirX Directory.

The functionality available for schema management includes:

- Available from a special schema view

- Managing the schema, including viewing, modifying, adding, deleting and searching for
schema elements.

- Available from Menu

- Exporting the schema in place at application startup, or parts of it, into an LDIF file.
To export the entire schema, right-click the top node in the tree pane "Export Schema..."
or choose from the main menu. To export part of the schema, right-click a node other
than the top level node. Note that the application automatically exports the schema in
place when it starts up unless it has not changed since the previous startup.

- Importing an LDIF schema file, which merges the selected file (change file or content
file) into the current schema.
To import an LDIF schema file, right-click "Schema" in the tree pane "Import Schema..."
or choose from the main menu. Note that servers usually impose restrictions regarding
schema modifications.

- Comparing two schemata, which allows you to save the differences into an LDIF file.
To compare two schema files, right-click "Schema" in the tree pane "Compare Schema...
"or choose from the main menu.

- Opening LDIF content files that contain schema elements.

Note that most of this functionality is only accessible while the schema view is selected.

3.1. What is the Schema?

Databases typically have a schema. A schema is the collection of provisions that regulate
the content of a database more or less rigidly. Since a directory is a kind of specialized
database, it has a schema, too. A directory schema is configurable rather than fixed.
However, directory servers typically come with a built-in schema that can be extended but
which supports either restricted modification or no modification at all.

A directory contains entries. Entries are composed of a "Distinguished Name" (DN) and a
number of attributes. An entry is uniquely identified by its DN. DNs are composed of
relative DNs (RDNs). RDNs must be derived from attributes. Entries must have a special
recurring attribute that stores object classes. Object classes typically define the attributes
that an object must have and may have. However, some directory servers allow you to
switch off the "schema check" function. In this case, the object class is not much more than
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another possible search filter (read more about this in the "Using LDAP" topics).
A directory schema, then, basically consists of:

- The supply of available attributes

- The supply of available object classes

3.1.1. Attributes
Attributes have or may have

- Anhame
A list of short names (meaningful names, if possible) of the attribute. In this application,
name is split up into "Name" (the first one) and "Aliases" (any remaining ones).

- A description
A short descriptive string.

- An object identifier
A numeric object identifier ("OID").
An object identifier is a dot-separated sequence of numbers that should uniquely
identify the attribute. Numerous attributes have already been assigned a registered
object identifier (for details, refer to the DirX Directory Administration Reference).
Registration authorities own particular disjoint sets of object identifiers.

- Optional: a superior
Superiors allow for a kind of grouping of attributes. For example, if the attributes
"'commonName" and "surname" both have the same superior "name", requesting
"name" to be returned in a search implicitly includes commonName and surname to be
returned as well. Searching for "name contains Smith" matches all entries with
"'commonName contains Smith" or "surname contains Smith" as well.
Note that the subtypes share the syntax and matching rules of their supertype
(=superior).

- A [indexref]##Syntax
Examples of possible syntaxes are: Boolean, Country String, Certificate, DN, Directory
String, Generalized Time, IA5, Integer, JPEG, Numeric String, Postal Address, Telephone
Number.

- Optional: Single-value
By default, attributes are multi-valued (also referred to as "recurring").
- Optional: Collective
Indicates that the attribute type is collective. Collective attributes provide a means by

which many entries can share a single attribute that is administered in a single place.
Collective attributes are not necessarily supported by the server.

- Optional: No user modification
Indicates that the attribute is not user modifiable.

- Optional: Obsolete
Indicates that the attribute type is not active; that is, you can no longer assign it when
creating new entries or modifying existing ones.

- Optional: [.indexref|##Matching rules
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What is returned as search result depends upon the conditions under which the
software considers a value presented by a user to correctly match a value stored in the
directory. This is where matching rules come into play. Matching rules must be
compatible with the corresponding attribute syntax. A matching rule specifies how
attribute values are to be matched for equality, for ordering, and for substring
comparison. Note that attributes that do not have a matching rule assigned to them
cannot be used in search filters.

- Optional: Usage

Indicates the application of the attribute type:

- userApplication means it is a user attribute

- directoryOperation means it is a directory operational attribute

- distributedOperation means it is a DSA-shared usage operational attribute

- dSAOperation means it is a DSA-specific operational attribute

3.1.2. Object Classes

Object classes have or may have

- Aname

A short name (which is meaningful, if possible) of the object class.

- A description

A short descriptive string.

- An object identifier

A numeric object identifier ("OID").

An object identifier is a dot-separated sequence of numbers that should uniquely
identify the object class. Numerous object classes have already been assigned a
registered object identifier (for details refer to the DirX Directory Administration
Reference). Registration authorities own particular disjoint sets of object identifiers.

- Optional: a superior

Object classes inherit the mandatory and optional attributes from their superiors.

- Kind

There are three possible kinds of object classes:

- Abstract

Abstract object classes are used only to derive other object classes. Top is an abstract
object class from which every structural object class is directly or indirectly derived
(auxiliary object classes are usually derived from Top, too, but this is not mandatory). In
many real world schemata, it is the only abstract object class you will encounter.

. Structural

Each entry must have at least one structural object class. If an object class happens to
be derived from another object class, the affected entry has both object classes and
inherits all attribute types from the parent object class. However, not counting "parent
classes", each entry has one and only one structural object class.

- Auxiliary
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and removed from an entry at any time. Auxiliary attributes are associated with a
(possibly empty) set of attribute types. Auxiliary classes provide a convenient means to
add attribute types (the ones that are associated with that auxiliary object class)
dynamically to entries that are already defined by a structural object class. So, auxiliary
object classes allow you to dynamically extend the permissible attribute set of entries
beyond the one defined by their structural object classes. If the set of associated
attribute types is empty, the auxiliary object class is an object class that at the same
time is sort of an ordinary attribute. It may however serve as a filter for access control
definitions in case the access control provided by the server follows the X.500
specification

- Optional: Obsolete
Indicates that the object class is not active; that is, you can no longer assign it when
creating new entries or modifying existing ones.

- Mandatory Attributes
A list of all attributes any entry with the object class must have.

- Optional: Optional Attributes
A list of all attributes an entry with the object class may have.

3.2. Core Functionality

The core functionality allows to you manage schema elements. Particularly, you can:

- View, modify, add and delete attribute types
Note that the server may refuse the operation

- Add: Right-click "Attributes" in the tree or list pane "New attribute" (or choose from the
main menu).

- Delete: The delete function just causes the attribute to be marked "obsolete".

- Undelete: Causes to undo a previous delete, i.e. the attribute is no longer marked
"obsolete".

- View/Modify:

- Double-click the attribute in question in the tree or list pane or

- Right-click it in a field within a property pane or property dialog and select "Properties

- View, modify, add and delete object classes
Note that the server may refuse the operation

- Add: Right-click "Object classes" in the tree or list pane "New object class" (or choose
from the main menu).

- Delete: Apply the Delete function (right mouse button) to the object class in question in
order to mark that attribute obsolete. Deleting means this object class can no longer be
assigned but remains visible in existing entries that already have it. Object classes
marked obsolete are displayed grayed out and cannot be modified unless the Undelete
function (right mouse key) has been applied.

- View/Modify

- Double-click the object classes in question in the tree or list pane or
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- Right-click it in a field within a property pane or property dialog and select "Properties"
Additionally, the application provides some convenience functionality:

- Search
A search tab offers diverse ways to find all object classes and/or attributes matching a
given search filter*
Note that the preferable way to find out to what object classes a particular attribute is
assigned is by clicking the attribute in question in the list pane and finding the object
classes listed in the corresponding property pane (or property dialog).*

- Associated object classes
The property dialogs/panes of attributes offer a tab ("Associated object classes") that
displays the object classes to which the actual attribute is currently assigned.

- Column headers
As in many lists throughout this application, right-clicking a column header allows you
to choose what properties you can see in a list of attributes and/or object classes and
sort them according to your needs.

The schema management plug-in typically presents the schema in a combination of a tree
pane, a list pane and a property pane.

Here is an example of the tree pane:

[+H-{0) Attributes
=-{03 Object Classes
- {0} accessContralSubentry
- {7} collectivedttributeSubentry
O cooperatingDsasSubentey
- {7} dxmADsEraup
- {0} dxmADslser
{7} dxmExzZkMailbasx
{7} dxmExgroupOftlames
{7} dxmErmailbo
{0} dzmErremotesddress
{7} dxmHDperson
{7} dxmLMgraup
{70 dxmlMuser
{00 dxmMDSuser
{7} dxmMTglobalgraup
{7} dxmMTlocalgroup
{70 dxmMTuser

Figure 33. Schema List Pane
Notes:

- As opposed to the list pane, when you expand attributes or object classes, the tree pane
displays the hierarchy that is defined by the "superior" attribute.

- Obsolete attributes/object classes are displayed grayed out and italic.

Here is an example of the search pane:
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Browse Search

achema element:

IOI:uject classes

Element part:

IName and alias

conkains

Idxrpa
Search |

Figure 34. Schema Search Pane

Here is an example of the list pane:

Mame ¢ oI Swnkay

() accessControlscheme 25,241 % Mame

{0 administrativeRole 2.5.18.5 Aliases

{0 aliasedCbjectiame 2.5.4.1 Diescription

i altServer L3614 o

D applicationEnkity 1.0.1061¢ .

D approximateMatching,.,  1.3.12.2.: lr=fler

(D) associatedhame 0,9,234z, ¥ Syntax

{0 attributeIndex 1.3.12.2.; Usage

{0 attributeTypes 2.5.21.5 Mulki valued

gaujin | 082342 collective
auditPolicy 1.3.12.2.° -

) authorityRevocationlist 2.5.4.38 oo modifiable

(0} businessCateqory 2.5.4.15 Equality

(D« 2.5.4.6 Drdering

i) cACertificate 2.5.4.37 Substring

) carlicense 216840, pheglete

{0 certificateRevocationList 2.5.4.39 Kind

i cn 2.5.4.3 _

{0 collectiveExclusions 2.5.18.7 ieme =iy il Uies

i collectiveFacsimileTels.,, 2.5.4,23,;  CGptional attributes

{0 collectivelnternational... 2.5.4.25.

0 collectivelocalityhlame  2.5.4.7.1 Rt s

5 collectiveOraanization... 2.5.4.11.0 o 4k resize mode

Skring
ate Matching Policy

Skring{3z7ea)
Tvpe Description
ing

1l

e Lisk

String{ 128k
=kring

e
Skring{3z7ea)
e Lisk
Skring{E4:

Telephone Murmber
Akringd 16}
String{ 128k

Figure 35. Schema List Pane

The list pane does not show any hierarchies. The list pane displayed when you click

k]

"Attributes" or "Object Classes" comprises all attributes resp. all object classes, while the

list displayed when you click lower-level nodes in the tree only displays the respective

entries.

Here is an example of the property dialog that displays the associated object classes of the

attribute "cn":
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Name / | oI E— |EE',
{0 cACertificate 2.5.4.37 Cerkificate -
D carlicense 2.16.840,1.113730.3.1.1 Direckory String{ 32768} —
{0 certificateRevocationList 2.5.4,39 Cerkificate Lisk
Directory String{&4}
{0 collectiveExclusions 2.5.18.7 oID
i) collechiveFacsimilzTele,., | 2.5.4.23.1 Facsimile Telephone Murmber ;I
3 cn
General Assoc, object classes I
This attribute is used in these object classes:
Name / | Attribute is =
{3 applicationEntity mandatory -
i3 applicationProcess mandatory j
{3 cRLDistributionPoint rnandatory
i device mandatory
0 dxmaActivity mandatary
0 dxmactivityStatusData mandatory
3 dxmagent mandatary
0 dxmATS mandatory
3 dxmattributeMapping mandatory
{3 dxmBindProfile rnandatory
3 dxmChannel rnandatory
3 dxmChannelDefinition rnandatory
™ dvrihannelfMannina rnandabnrw ;I
Edit | Help |

Figure 36. Schema Property Dialog

Refer to the topics Managing Attribute Types or Managing Object Classes for more
information about the property pane/property dialog.

3.2.1. Managing Attribute Types Overview

This functional area allows you to manage the attribute types that are to be known by the
server.

In addition to the ordinary functionality of managing the attribute types, you can directly
view, in which object classes a currently selected attribute is used.

3.2.1.1. Managing Attribute Types

When managing a schema that is stored in a file system file rather than in a directory
server, pay regard to the respective note on the property panels provided within the
function "Open LDIF Schema File".

To create a new attribute type, right-click "Attributes" or an entry representing an attribute
in a tree or list pane and select "New Attribute". A dialog like the one shown in the following
figure is displayed:
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ENEW attribute i |

i (untitled)

1 General I Assoc, object classesl

Mame: |

Aliases: |

Description: |

i | Superior: | ]
Syntax:  |Directory String [=| usage:  [userapplications

Characteristics

W Mulki valued [ Collective [ User modifiable

Matching rules

Equality: IcaselgnureMatch j
Ordering: IcaseIgnurBOrderingMatch ;I
Substring: Iu:aseIgnnreSubstringsMatch j

o I Cancel | Help |

Figure 37. New Attribute Dialog Box
Notes (also see the topic What is the schema? -> Attributes):

- Attribute names must not contain blanks nor must they contain special characters like
umlauts. They must begin with a letter.

- Name/Aliases
If an LDAP server returns more than one name, the first one is displayed in the "Name"
field, the other ones are displayed in the "Aliases" field (blank, comma or semicolon
separated). As a result, you must separate any names you specify in the aliases field.
Note that although the name is optional according to LDAP, this application treats it as
mandatory.

- Description
Note that although the description is optional according to LDAP, this application treats
it as mandatory

- OID (Object Identifier; mandatory)
The OID should comply with a registration authority. Even if it does not, you may still be
required to conform with certain rules imposed by the server.

- Superior
If you select a superior, you can no longer select a syntax, since the syntax is now
inherited from the superior.

- Syntax
Note that although the syntax is optional according to LDAP, this application treats it as
mandatory. The available choice of syntaxes varies depending on the server.

- Usage
You can only create attributes with "usage" is "userApplications". Other usages are
subject to server-specific attributes only.
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- Multivalued
Specifies that the attribute can get multiple values.

- Collective
Specifies that the attribute is a collective attribute valid for a number of entries.

- User modifiable
An attribute marked as "user modifiable" states that users can (within the bounds of
their access rights) add/delete/modify values of that attribute. Server specific attributes
like createTimestamp are typically not user modifiable. Attributes created by this
application are implicitly marked user modifiable. This application does not support
changing this attribute characteristic.

- Obsolete
Setting this flag usually means the attribute can no longer be assigned but remains
visible in existing entries that already have the attribute assigned. Setting this flag is
only possible when modifying an attribute; you cannot set it when creating one.
To make an attribute obsolete, apply the Delete function (right mouse button) to it.
Attributes marked obsolete are displayed grayed out and cannot be modified unless
the Undelete function (right mouse key) has been applied.

- Matching rules
Specifies the matching rules for the attribute type.

To view or modify an attribute type, right-click or double-click the attribute in a tree or list
pane. A dialog like the one shown here is displayed (if a property pane has been configured,
too, it looks almost the same):

Edescriptiun Properties N il

i) description

izeneral | fssoc, object classes

Mame: Idescriptian

Aliases: ||:I5|:

Description: IThis attribute is defined in ITU.T ¥.520 standard

olD: [z.5.4.13 Superior: | =]

Synta: IDireu:tu:ury Skring{ 1024+ LI IJsage: |userﬁ.pplicatiu:uns
Characteristics

¥ Multi valued [ Collective &) User rodifisble

Matching rules

Equality: Icaselgnnref‘-’latch

|
Crdering: I LI
|

Substring: I|:aseIgnDreSuhstringsMatch

(a4 I Cancel | Help |

Figure 38. Description Properties Dialog Box
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Attributes whose usage is dSAOperation cannot be modified at all.
As for existing attributes whose usage is other than dSAOperation, you can only modify:

- Name/Aliases
- Description

- Multivalued
Note that you cannot clear the check button, only check it off. Once an attribute is
marked multivalued, it cannot be changed to single-valued.

. Collective

- Matching rules
Note that you can only provide a yet missing equality matching rule or - provided an
equality matching rule is specified - a yet missing ordering and/or substring matching
rule.

Click the tab "Assoc. object classes" to see quickly the object classes to which the attribute
is assigned.

By right-clicking an attribute in a tree or list panel you can "delete" it, which means that it
will be marked "obsolete".

3.2.1.2. Object Classes that Use a Particular Attribute

To determine the object classes to which a particular attribute is assigned, click the
attribute in the list pane. The object classes that have the attribute assigned to them are
listed in the corresponding property pane (or property dialog).

Here is an example that shows all object classes that have the attribute cn assigned.

3.2.2. Managing Object Classes

Object Classes with Attribute cn

When managing a schema that is stored in a file system file rather than in a directory
server, pay regard to the respective note on the property panels provided within the
function "Open LDIF Schema File".

To create a new object class, right-click "Object Classes" or an entry representing an object
class in a tree pane and select "New Object Class". A dialog like the one shown here is
displayed:
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ENEW object class N x|

i) (untitled)

f General I

Marne: ||

Descripkion: I

OI0: | Superiar: |kop

KN

Kind IStructuraI

Available Attributes: Mandataory Attributes:

arcessControlschenne ﬂ
administrativeRole

aliasedCbjectMame

alt3erver

applicationEntity
approximateiatchingPalicy
associatedMame

attributelnde:

attributeTyvpes

audio

auditPolicy

authorityRevocationLisk
businessCategory

= =- Unda
cACertificate

carLicense

certificateRevocationlist

cn

collectiveExclusions

collectiveFacsimile TelephoneMumber LI

o ohisckClass

=~ Undo

Optional Aktribukes:

Add -=

il

Ik I Cancel | Help

Figure 39. New Object Class Dialog Box

Notes (see also What is the Schema? » Object Classes):

- Object class names must not contain blanks nor must they contain special characters

like umlauts. They must begin with a letter.

- Name

Note that although the name is optional according to LDAP, this application treats it as
mandatory.

- Description

Note that although the description is optional according to LDAP, this application treats
it as mandatory.

- Superior

If you select a superior, that superiors’s attributes are inherited. Inherited attributes are
displayed grayed out and italic. Attributes that at the same time are inherited and
directly assigned are displayed in the normal color and font.

- OID (Object Identifier; mandatory)
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To view or modify an object class, right-click or double-click the attribute in a list or tree
pane. A dialog like the one shown here is displayed:

EgruuprNames Properties A il

i) groupDfNames

General I

Marme: |gru:uupOFNames

Descripkion: IThis object class is defined in RFC2256

010 |2.5.6.'5| Superior: |Eop LI

Kind IStructuraI LI

Available Attributes: Mandatary Attributes:

consumerknowledge ;l cn
conslnsuitable TimesPalicy 1 mermber
cooperatingDsd shizckCass
createTimestamp

creatorshanme

crossCertificatePair 3 | Ai} |

day OFBirth Optional Attributes:
dc

deltaRevacationlisk hUSin'_ESS_CEtEEIDW
departmentMurnber description
destinationIndicator o
dirxAdministrators -
dirxEntry I QIAINEr

dispkind Add - seeflso

displayMame
distinguishedMame <- Undo
dITContentRules

i

dITSkruckureRules
driualifier
dsaCopyEntries
dsaMaskerEntries

dsaPnlicy LI

(a4 I Cancel Help

Figure 40. groupOfNames Properties Dialog Box

Once you have created an object class, you can only change

- Name
- Description

- Attributes from mandatory to optional. Not possible for derived attributes and for
attribute "object class".*
Note that moving an optional attribute to mandatory is not possible. Particularly, if you
have moved an attribute from mandatory to optional, you can only undo this as long
you haven't saved your modification.*

- Optional attributes (may be extended, i.e. must contain all existing attributes and may
contain new values)

You can undo an attribute assignment, so long as you haven't confirmed the
assighment by clicking OK.
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By right-clicking an object class in a tree or list panel you can "delete" it, which means that
it will be marked "obsolete".

If a property pane is configured, panes like the ones shown in here are displayed:

Property pane (read mode):

2 groupOfiames

General |

Marme: IgruupOFNames

Description: IThis object class is defined in RFCZ256

OI0: I2.5.E~.'§J Superior: |Eop

=l
Kind IStructuraI LI

Mandataory Akkribukes: Cptional Aktributes:
[y} businessCakegory
member descripkion
ohisckClass l

ol

el

seeflso

Edit | Help |

Figure 41. groupOfNames Properties Pane in Read Mode

Property pane (edit mode):
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i) groupODfNames

General |

Marme: Igrn:nupOFr'-.Iames

Description: IThis object class is defined in RFC2256

)15 H IE.S.E-.EI Superior: |bop LI
kind IStructuraI LI
Awailable Attribubes: Mandatory Attributes:
accessCantrolachemne ﬂ on

administrativeRole member

aliasedObjectMame ohizckClzss

altServer

applicationEnkity il ﬂ

apprn:-.mmaterﬂal:chlngF‘n:nIln:':.f Optional Attributes:
associatedilame

atkributeIndes add - | businessCategory ﬂ
attribuke Tvpes descripkion

Ancdin _Ij Lﬂdnl [u]

N B au =

Save I Reset | Help |

Figure 42. groupOfNames Properties Pane in Edit Mode

3.3. Complementary Functionality

Beyond managing the schema in narrower sense, you can

- Export a schema
- Import a schema
- Compare schemata

- Open a file containing a schema in LDIF format

3.3.1. Exporting a Schema

When you export the schema, a dialog like this one appears:



My Documents

ot
My Computer
o
i.-‘ File name: I Save |
My Mebwork,
Plares Files of type: ISchema Files (*.Idif, *.dsml, *.xml) LI Cancel |

Figure 43. Exporting a Schema Save Dialog Box

Notes:

- If you click Save and nothing happens, check whether you forgot to specify a file name.

- You can export parts of the schema by selecting one or more attributes or object classes
and right-clicking them.

3.3.2. Importing a Schema

When you import a schema contained in an LDIF schema, a regular file selection dialog
appears, followed by a dialog that indicates the operations that are to be applied to the
server's schema object on a per attribute/object class basis in order to import the schema
from the LDIF file into the server. Note that most directory servers impose fairly rigid
restrictions on schema imyports, particularly on schema modifications.

The LDIF file that contains the schema to be imported can be an LDIF content file or an
LDIF change file. When operating on an LDIF change file:
- Delete operations are ignored.

- Modify operations use only the "add" element from the file, while the current value in
the server takes the place of the "delete" element in the file.

- Add operations are implicitly turned into modify operations for attributes that are
already present in the server’s schema.

When operating on an LDIF content file, "add" and/or "modify" operations are created and
executed based on a comparison between the schema currently in place at the server and
the schema in the LDIF file.

In the dialog that indicates the operations to be applied to the server's schema, you can:

- Uncheck attributes and/or object classes you do not want to import
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- Click the details button adjacent to the "Operation" column to examine the details of
the corresponding attribute or object class

r‘:"4"‘In1|:u|:lrl: schema 1 x|

Frarm this File:

I and SettingsimetatestiMy DocumentsiMy Schemalmodified_schemaExported_23

inko Ehis server:

IIu:ucthu:ust

| Mame ¢ | peration |
¥  associatedMane Modify =
b de Modify
¥  homePhone Muodify
v mai Modify
¥ manager Modify
[«  mobile Modify
W phato Modify B
¥  roomiumber Modify &
Select « | Deselect « |

(0] 4 I Cancel Help

Figure 44. Import Schema Dialog Box

3.3.3. Comparing two Schemata

This functional area allows you to compare two schemata from various sources.

You also can save all or some of the differences - if you want after editing some schema
information - into an LDIF file.

3.3.3.1. Comparing two Schemata

The "Compare schema" function allows you to compare two given schemata. Here is an
example of the "Compare schema" dialog:
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r‘::Jl:u:nn'||:l::|r\=_- schemata ) |

Compare

{* The current LDAP server schems

(&) ISchema aukamatically saved at apr 16, 2012 2:21:11 &M ;I }(l
% | 2
With

™ The current LDA&P server schema

(., ISchema automatically saved at Apr 16, 2012 2:21:11 AM j }(l

* Iatatest'l,Mv Docurnentsiiy Su:hema'l,mu:udifieu:l_su:hemaExpnrted_ZSMa\,-'ztl12.I|:Iif;| |

(0] 4 I Zancel | Help |

Figure 45. Compare Schema Dialog
Notes

- Schemata that are available in files can only be compared, if the format is LDIF content.

- As kind of side effect, the dialog allows you to automatically delete exported schemata
by clicking the | ¥ | button.

Click OK to run the schema comparison. The application displays a dialog that indicates the
schema differences:
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Etumpare schemata :

First schema:

II::u:thu:ust

Second schema:

Differences between the bwo schemata:

I and SettingsimetatestiMy DocumentsiMy Schemalmodified_schemaExported_23May201 2. IdiF

| Mame /

| First schema

Second schema

dc

mail
manager

rmobile

IR R R RRC Y

Seleck « |

homePhone

associakedame

Deselect «

[ 0.9.2342,19200300...,
(0,9,2342,19200300,..,
(0,9,2342,19200300, ..,
[ 0.9.2342,19200300...,
(0,9,2342,19200300,..,
([ 0.9.2342,19200300....

(0.9.2342,19200300...,
(0,9.2342,19200300,,..
(0,9.2342,19200300,,..
[ 0.9.2342,19200300...,
(0,9.2342,19200300,,

[ 0.9.2342.19200300

;

_ =l

F

=l

Save differences as LDIF. .. | Cloze I

Figure 46. Compare Schema Result

You can use this dialog to save the differences into an LDIF file. Before saving the

differences, you can:

- Uncheck any attributes and/or object classes that you do not want to save (or use the

Select and De-select buttons)

- Edit values by clicking the Details button

3.3.3.2. Saving Schema Differences

Here is an example of the dialog that allows you to save the differences between two

schemata:
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::.E:H:purt the differences into an LDIF file x|

Save in: I@ My Docurnents ll ? ':

=) My Dir¥ Seripts
[C5) My Schema
=) ¥DE Tester

File name: I

Files of type:  |LDIF Files (*.Idif) =]

Export the checked-off differences in import file format

fram the First schema inka the second one as % LDIF change ¢ LDIF conkent

fram the second schema into the first one as € LDIF change € LDIF conkent

K I Cancel Help

Figure 47. Saving Schema Differences Dialog

There are several ways you can save the differences:

- You can generate an import file from the first schema into the second one as an LDIF

change file. In this case:

- If an item (attribute or object class) is present in the first schema and missing in the

second one, an "add" operation is generated.

- Ifanitem (attribute or object class) is present in the second schema and missing in the

first one, the item is omitted.

- If an item (attribute or object class) is present in the first schema and (with differences)

also present in the second one, a "modify" operation is generated.

- You can generate an import file from the second schema into the first one as an LDIF

change file. In this case:

- If an item (attribute or object class) is present in the first schema and missing in the

second one, the item is omitted.

- Ifan item (attribute or object class) is present in the second schema and missing in the

first one, an "add" operation is generated.

- If an item (attribute or object class) is present in the first schema and (with differences)

also present in the second one, a "modify" operation is generated.

- You can generate an import file from the first schema into the second one as an LDIF

content file. In this case:

- If an item (attribute or object class) is present in the first schema and missing in the
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- If an item (attribute or object class) is present in the second schema and missing in the
first one, the item is omitted.

- If an item (attribute or object class) is present in the first schema and (with differences)
also present in the second one, the item is saved.

- You can generate an import file from the second schema into the first one as an LDIF
content file. In this case:

- If an item (attribute or object class) is present in the first schema and missing in the
second one, the item is omitted.

- If an item (attribute or object class) is present in the second schema and missing in the
first one, the item is saved.

- Ifan item (attribute or object class) is present in the first schema and (with differences)
also present in the second one, the item is saved.

3.3.4. Opening an LDIF Schema File

This function allows you to view and manage schemata stored in an LDIF content file
rather than in a server. The interface is the nearly same as the one for managing schema
elements, but the LDIF schema is displayed in an own window and can be edited almost
unlimitedly, while the editing capabilities of the server schema are rather limited by server-
side constraints.

Note that the "Save" button found in the property panels - while typically saving changes in
the directory server - saves your changes only tentatively in main memory. To persistently
store them on disk, subsequently click "Save in (different) file" (or "Close" and confirm the
guestion that is popping up).
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4, Database

The database related functionality of this application deals with

- Consistency of Subordinates

- Indices

4.1. Consistency of Subordinates

In order to check the consistency of subordinates, just apply the right mouse key to the
database node in the schema view and select "Check consistency of subordinates" (but be
aware that while the check is running no updates are possible):

@iz Schema
- Attributes
H-63 Object Classes

Check cansistency of attribute indexes..

Check consistency of subordinates. .

Figure 48. Schema View of Database Node
You can

- have the server check the entire tree or a specified subtree.

- have it automatically repair inconsistencies encountered during the check.

EE"IEEI( consistency of subordinates x|

% Entire directory tree

{~ Subtree starking at:

| [

[T Repair detected inconsistencies automatically

Mote: While the operation is in progress the DSA rejects any update operation,

K I Cancel

Figure 49. Check consistency of subordinates dialog box

4.2. Indices

The purpose of indices is to enable the server to respond as quickly as possible to search
gueries. In a nutshell, indices are the more beneficial the larger the database - and they are
absolutely essential for searching large databases.

You can have the server create and maintain indices on a per attribute basis. These types of
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indices are available:

- Index
Optimizes the performance of search queries with a filter that contains an equality,
greater or equal, less or equal, or approximate (aka "sounds like") match item or an
initial (aka "begins with") or final substring (aka "ends with") in the targeted attribute.

- Contains (only possible in addition to "Index")
Optimizes the performance of search queries with a filter that contains substrings that

can be positioned anywhere in the targeted attribute (aka "contains", "contains any
word of", "contains each word of" and the like).

- Any (only possible in addition to "Index")
Optimizes the performance of search queries with a filter that checks for the presence
of the targeted attribute, i.e. that checks if the targeted attribute has a whatever value
(attribute is present) or no value (attribute is not present). Note that a search such as
objectClass="*"is equivalent to "objectClass is present"

- Approximate (only possible in addition to "Index")
Optimizes the performance of search queries with a filter that contains sounds-like filter
items (phonetic matching).

Since indices can take up a considerable amount of disk space, it might make sense to
consider for each attribute in question whether it is worth or not to have the server
maintain an index for it. While in a typical directory that stores users, attributes such as
commonName and surname are typical candidates for indices, it appears questionable if it
pays to have the server maintain indices for attributes such as givenName or initials. The
server is smart enough to adequately handle queries containing both, indexed attributes
and attributes that are not indexed.

Indices can created with UNIQUE constraint. The UNIQUE constraint proves uniqueness of
attribute values. (See the dirxadm db operation for details.)

The index management property panes differ depending on if they are in read mode or in
edit mode.

4.2.1. Indices: Read Mode

The example below shows a screenshot of the respective pane (which is associated with
the database node in the schema view) in read mode. For your convenience, it displays the
number of indexed attributes on top. Note that the number of attributes that can have an
index is limited (refer to the dbamboot command of DirX Directory).
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€ patabase

Indices I

1.107 attributes, 101 indices (101 initial, 56 final, 0 contains, 0 approximate, 25 any)

Akkribuke g Inikial Final Conkains Approximata Any
Mame Index Index Inde:x Index Index

C [ W &
cn W 4 j
collective, .,
collzchiva, .,
dxmackive
dxmActivi. ..
dxmaDsC, ..
dxmabsh, ..
dxmaDsh, ..
dxmaDsF, ..
dxmADsa, ..
dxmabsa, ., v W LI
[ Hide attributes with no index assigned

RSN ENES
RN NEANES

Edit | Help |

Figure 50. Database Indices in Read Mode
Notes

- Inherited attributes are shown italic/gray. A tooltip shows the name of the supertype.

- If you want to hand over the current settings to somebody else, you may select the
entire table, copy it into the clipboard and paste it into another program, for example a
spreadsheet program.

4.2.2. Indices: Edit Mode

The example below shows a screenshot of the respective pane (which is associated with
the database node in the schema view) in edit mode. For your convenience, it displays the
number of indexed attributes on top. Note that the number of attributes that can have an
index is limited (refer to the dbamboot command of DirX Directory).
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3 patabase

Indices I
1,107 attribukes, 101 indices (101 initial, 56 Final, 0 conkains, 0 approximate, 25 any)
Akkribuke, | Initial Final Conkains | Approxima Ay Re-create
Marme Inde:x Indesx Index Index Index
C 4 W -
0 8 | M | W | M W | m
collech,,
coleck.,
dxmact. .. ™
dxrmact. .. W
dxmal, .. ™ W
dxmal, .. ™ W
dxmal, .. W W
dxmal. .. ™ v
dxmal, ., v v
dxmaD, .. W v ;I

[+ Hide attributes with no indesx assigred

Save I

Reset |

Help |

Figure 51. Database Indices in Edit Mode

Notes

- Inherited attributes are shown italic/gray. A tooltip shows the name of the supertype.

- Your current, yet unconfirmed settings are highlighted gray (check the affected
checkbox(es) in the column titled "Recreate" and click the Save button).

- You can have the server recreate one or more indices you feel to be corrupted.

- If you have the server create a certain type of index for an attribute that acts as
supertype (aka superior) of other attributes, all those attributes will inherit that index,
too. Inherited attributes are shown italic/gray.

- You cannot remove an index from an attribute that has a supertype/superior.

- When removing an already existing index from a supertype attribute, the indices of the
inheriting attributes will not be removed implicitly.

4.2.3. Consistency of Indices

In order to check the consistency of indices, just apply the right mouse key to the database
node in the schema view and select "Check consistency of attribute indices" (but be aware
that while the check is running no updates are possible):

Eld% schema
- E-D Aftributes
F--3 Object Clagses

Database

Check consistency of subordinates...

Figure 52. Schema View of Database Node
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You can

- have the server check the entire tree or a specified subtree.

- have it automatically repair inconsistencies encountered during the check.

EE"IEEI( consistency of attribute indexes i El

{ Selected attribute indexes:

Edit... |

[T Repair detected inconsistencies aukarnatically

Mote; wWhile the operation is in progress the D34 rejects any update operation,

| I I Cancel

Figure 53. Check consistency of attributes indexes dialog box
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5. Monitoring Information Provided by the
LDAP Server

The Monitoring view exposes administrative information provided by the LDAP server
through LDAP extended operations. (See the dirxextop reference page in the DirX
Directory Administration Reference for details about LDAP extended operations.)

The source of the administrative information is either the LDAP server itself, for example
LDAP process info, or the DSA the LDAP server is connected to, for example DSA
exceptions. Though some values are supposed to be fairly self-explanatory, this sort of
information mainly addresses maintenance staff.

The functionality provided is about

- LDAP monitoring
- DSA monitoring

It is organized into several property panes. Artificial nodes found in a tree pane just left to it
allow switching between those panes.

You can have the display refreshed through:

- the F5 key
- the Refresh button in DirX Directory Manager's toolbar
- switching between the monitoring panes

- activating the auto-refresh setting that is available at the end of most monitoring panes

Refresh [T auto-refresh every I 105: seconds

Figure 54. Auto-Refresh-Setting

Values that have changed since the previous refresh are highlighted in green color:
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Total Info

General
===== MIE Total Tahle ======== I
Total Operations tdgzg
Cache Hit Ratio -a
PDTT Errors -a
Client shutdotmms 43
Referral errors o
58L connections -a
58L errors -a
Binds= t1E9
Eind errors ] b
Binds W2 -a
Bind=s W3 t1Z9
Binds anonym =]
Binds simple t1E0
Binds strong -0
TnEinds= tZa
Searches t4392
Search errors t4bl
Searched entries :-1471%8
Searched attr -84703
Searched referral=s:0 .:J

Refresh || [ auto-refresh every I 105: seconds

Figure 55. Monitoring View

Specify a text string in the search panel at the bottom to search the displayed text:

| ik

Figure 56. Search Panel

Press # to go to the next hit and E to go to the previous hit. All hits are highlighted in
yellow. The current hit is highlighted in orange:
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Defaults

General |

ldapPortMuanber @ 389
ldapSecurePortMumher @ 0O
ldapMaxConnections : 4000
ldapComnnectionIdleTine @ 300
ldapUnhindbelayTime @ 0O
ldapa3N1Header : FALSE
ldapPeadinlySerwver : FALSE
ldapCache : FALSE
ldapCacheMaxMenSize @ 0O
ldapCacheMaxCachedElement=s - 10000
ldapCacheMinCacheTime : 0O
ldapCacheMaxCacheTine : 43E00
ldapCacheMinCacheEntries @ O
ldapCacheMaxCacheEntries :© z0OO0O
ldapCacheMinbttrs @ O
ldapCacheMaxittrs : Z000
ldapCacheMinWalus=s : 0O
ldapCacheMaxValue=s : 2000
ldapCacheTablelize : 40926
ldapCachelpdateStrategy - 3
ldapThreadPooliize : 3Z

4

200 tof 48| By

Figure 57. Monitor View with Highlighted Hits

5.1. LDAP Monitoring

This section provides information about LDAP monitoring:

- LDAP Defaults

- LDAP Extended Operations
- LDAP Configuration
- LDAP User Policies
- LDAP Proxy Server

- LDAP MIB

- LDAP Cache

- LDAP CTX Info

- SSL Cipher Names

- LDAP Audit

- LDAP Process Info

- LDAP Exceptions

5.1.1. LDAP Defaults

Lists the defaults that apply when a value is missing in any LDAP Configuration Subentries.
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See also DirX Directory Manager's Configuration view.

5.1.2. LDAP Extended Operations

Displays information about LDAP extended operations. You can display the following
information:

- Extop-Info:
Lists the object identifiers (OIDs) and the LDAP names of the supported LDAP extended
operations.

- Show Privileged User
The LDAP configuration subentry provides a set of attributes for managing the
accessibility to LDAP extended operations. This operation displays the values of the
attributes specifying the user's privileges. These attributes are:

- ExtOp ADMIN users: users that can perform all LDAP extended operations.

- ExtOp READ users: users that can perform all LDAP extended read operations. The
LDAP extended read operations are specified in the LDAP Extended Read Operations
attribute.

- ExtOp EXEC users: users that can perform all LDAP extended execute operations. The
LDAP extended execute operations are specified in the LDAP Extended Execute
Operations attribute.

- ExtOp MONITORING users: users that can perform all LDAP extended monitoring
operations. The LDAP extended monitoring operations are specified in the LDAP
Extended Monitoring Operations attribute.

- Show Required Privileges
This operation displays which privilege is required for which LDAP extended operation;
that is in which attribute listed above the user’s distinguished name must be contained.
The information is displayed in tabular format. The columns provide the following
information:

- The LDAP name of the LDAP extended operation.
- The object identifier of the LDAP extended operation.

- The privilege required for this operation: READ, EXEC, MONITORING or NO privilege. To
perform the LDAP extended operation the user’s distinguished name must be
contained in the associated attribute. (See "Show Privileged User" above.)

- Whether the required privilege for performing the operation is either the default one or
is derived from the attributes LDAP Extended Read Operations, LDAP Extended
Execute Operations, LDAP Extended Monitoring Operations.

For details about LDAP extended operations, see the dirxextop reference page in the DirX
Directory Administration Reference. For details about access management for LDAP
extended operations, see "DirX Directory Attributes -> X.500 User Application Attributes ->
Attributes for LDAP Server Configuration -> Attributes Controlling LDAP Extended
Operations" in the DirX Directory Administration Reference.
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5.1.3. LDAP Configuration

Displays configuration and statistical information regarding LDAP configuration.
Furthermore, it is possible to update configuration attributes. You can:

- Display the current values for the attributes of the LDAP server’'s configuration subentry.
A plus sign (+) next to an attribute indicates that it is available for dynamic update.

- Display the current values for the attributes of the LDAP server’'s SSL configuration
subentry.

- Display the current values for the attributes of an LDAP server’s audit configuration
subentry.

- Display the list of attributes available for dynamic update.

- Activate changes to specific attributes dynamically. Using dynamic update allows
changes to the LDAP server configuration to be applied without the effects of an LDAP
server re-start (permanent loss of client connections to the server and temporary loss of
the service itself).

- Get information about the changes made over time to the LDAP server's configuration
subentry. The most recent changes appear at the top of the list.

5.1.4. LDAP User Policies

Displays configuration and statistical information regarding LDAP user policies. You can

- Display the currently active user and group policies.
- Display the status of all registered users.

- Display all rules that apply to the specified user. Specify the user’s distinguished name
in LDAP format or one of the following keywords:

- all-returns the rules that apply to all users.

- anonymous-returns the rules that apply to anonymous users.

5.1.5. LDAP Proxy Server
Displays and updates the configuration of a DirX Directory LDAP Proxy server. You can
- Display the current status and configuration of the LDAP Proxy server.

- Update the proxy settings from a configuration file.

5.1.6. LDAP MIB

The LDAP server's Management Information Base is a subset of the specifications of the
recommmendation entitled Directory Server Monitoring MIB (RFC 2605) that correspond to
the LDAP server and some additional information like the LDAP server's configuration.

The information exposed through the LDAP MIB is organized into:

. Static MIB
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The LDAP MIB static table stores information that is usually set during initialization
performed at start time of the LDAP server. It remains unchanged during lifetime of the
LDAP server process.

- Total MIB

The LDAP MIB total table stores information that is accumulated during lifetime of the
LDAP server. Usually this information increases and delivers a temporary snapshot of
the running LDAP server.

- Current MIB

The LDAP MIB current table stores information that is accumulated during lifetime of
the LDAP server. Usually this information increases and decreases, reflects some status
information (Status), for example LDAP cache enabled (ON) and LDAP cache
information is valid (valid), or provides the maximum value (MaxCounter) during LDAP
server's lifetime.

- Associations MIB

The LDAP MIB association table stores information that is dynamic concerning the
content of the entire table and the values of each MIB attribute stored. It provides
information concerning the number of LDAP client connections established, general
information about each LDAP connection, and all operations running for each LDAP
client connection.

- Environment MIB

This table contains the current environment strings as they are known by the server.

See the appendix "LDAP MIB Tables" in the DirX Directory Administration Reference for
details.

Additionally, you can

- Dump all information stored in the LDAP MIBs to a file. This operation writes the

information in all MIB tables except the MIB association table to the file mib*pid.txt*
where pid is the process ID of the LDAP server. This file is written to the same directory
as the usual log files, by default to the directory install_path*/Idap/log*.

- Display the LDAP server operation statistics of the last recent 24 hours.

- Display the LDAP server paged searched result cookie table.

5.1.7. LDAP Cache

Displays configuration and statistical information regarding the LDAP cache. Furthermore,
it is possible to manage the LDAP cache. You can:

Display configuration information and statistical information about the LDAP cache.

- Start caching of LDAP search results. All subsequent LDAP search operations query the

LDAP cache first. The request is only directed to the DSA if the search result cannot be
found in the LDAP cache.

- Stop caching of LDAP search results. All subsequent LDAP search operations are

directed to the DSA.

- Dump configuration information, statistical information, and all saved results of the
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LDAP cache.

. Clear the content of the LDAP cache. All LDAP search results are removed from the
cache.

5.1.8. LDAP CTX Info

Displays a summary of the internal CTX memory consumption of the LDAP server. (CTX is
the internal memory management system of DirX Directory.)

It also shows the maximum limit of usable memory of CTX together with the current size
and historical high-water-mark (HWM).

5.1.9. LDAP SSL

Displays information about LDAP SSL connections. Furthermore, it is possible to manage
the LDAP SSL logging and the LDAP SSL context. The following operations are available:

- Cipher Names
Displays all cipher names that can be specified in the LDAP supported encryption
strength attribute (supportedEncrytionStrength, LDAP Supported Encryption Strength).
The default value of this attribute is RSA: all cipher suites that use the RSA algorithm are
accepted. (See "LDAP Supported Encryption Strength" in the DirX Directory
Administration Reference for details.)

- Create New Context (CRL Refresh)
Triggers the renewal of the CRLs that the LDAP server uses to check user certificates in
the context of LDAP SASL binds. The CRLs are updated with the content of the files
configured in the attribute LDAP SSL CRL Filenames.

- Context-List Info
Displays the list of created SSL contexts in use.

- SSL Logging ON
Enables LDAP SSL logging.

- SSL Logging Status
Displays the LDAP SSL logging status.

- SSL Logging OFF
Disables LDAP SSL logging.

- SASL VerifyErr History
Displays the last recent SASL certificate verification errors.

See "Attributes for LDAP Server SSL Configuration" in the DirX Directory Administration
Reference for details.

5.1.10. LDAP Audit

Displays configuration and statistical information regarding LDAP auditing. Furthermore, it
is possible to manage LDAP auditing, and evaluate LDAP audit logfiles. You can:

- Display configuration and statistical information about LDAP auditing.
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- Start the recording of LDAP server audit information using the most recently read
values of the LDAP audit configuration subentry. This operation has no effect on the
value of the LDAP Audit On attribute of the LDAP audit configuration subentry that is
evaluated at LDAP server's start-up time and when you perform a dirxadm Idap audit
-config operation.

The operation displays the full path name of the LDAP audit log file.

- Stop the recording of LDAP server audit information. This operation has no effect on the
value of the LDAP Audit On attribute of the LDAP audit configuration subentry that is
evaluated at LDAP server's start-up time and when you perform a dirxadm Idap audit
-config operation.

- Evaluate and display the content of the current LDAP audit log file. This operation may
last some time depending on the file size.

- Evaluate and display erroneous operations logged in the current LDAP audit log file.
This operation may last some time depending on the file size.

5.1.11. LDAP Process Info

Provides a set of tools to analyze process internal information. Some tools for example top,
pfiles or netstat are executed remotely on the server and the resulting output is returned to
the caller. Other tools for example BT-Dump or IDM-HdI-Dump provide internal
information of the server and require special knowledge to interpret the output. (Please
note that not all tools are available on all platforms.)

The following tools are provided:
- PStack - Displays the current thread stacks of the LDAP server process. This tool is not
available on Windows systems.
- BT-Dump - Displays the DAP bind table entries.
- IDM-HdI-Dump - Displays the IDM-Handle-Information of the LDAP server process.

- RUsage - Displays LDAP server process-specific system resource information. This tool is
not available on Windows systems.

- Pfiles - Displays LDAP server process-specific file descriptor usage. This tool is not
available on Windows systems.

- Top - Displays LDAP server top-process information. This tool is not available on
Windows systems.

- Status - Displays LDAP server process status information. This tool is not available on
Windows systems.

- Pmap - Displays process memory mapping table of the LDAP server process. This tool is
not available on Windows systems.

- Netsat - Displays the TCP/IP information of all active connections.

5.1.12. LDAP Exceptions

Displays the current exception log file of the LDAP server. This operation is not available on
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Windows systems.

5.1.13. Show Mapped LDAP Bind Name

In the event of a SASL-authenticated bind over SSL-protected LDAPV3 protocol with
encrypted data transfer and certificate-based client authentication the LDAP server maps
the certificate to a distinguished name. Use this operation to display the distinguished
name.

5.2. DSA Monitoring

This section provides information about DSA monitoring:

- DSA MIBs

- DSA CTX Info

- DSA Audit

- DSA Process Info
- DSA DBAM

- DSA Exceptions
- DSA dirxadm

5.2.1. DSA MIBs

The Management Information Base of the DSA and the applications is a subset of the
specifications. See RFC 1565 for a definition of the Application MIB (also called the Network
Services Monitoring MIB) and RFC 1567 for a definition of the DSA MIB (also called the X.500
Directory Monitoring MIB).

The information exposed through the DSA MIBs is organized into:

- NMI Show
Displays the information in all MIB tables.

- NMI DAP Show
Displays the information of the DSA DAP MIB table.

- NMI DSP Show
Displays the information of the DSA DSP MIB table (information about operations for
chaining.

- NMI DISP Show
Displays the information if the DSA DISP MIB table (information about shadowing
operations).

- DISP Flow Counters
Displays information about DSA DISP update flow counters.

- 24h History DAP
Displays the DSA operation statistics for DAP operations of the last recent 24 hours.
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- 24h History DSP
Displays the DSA operation statistics for DSP operations of the last recent 24 hours.

- 24h History DISP
Displays the DSA operation statistics for DISP operations of the last recent 24 hours.

- DISP Monitor
Displays detailed information about DISP status, for example information about switch
or number of established SOBs.

- Paging Info
Displays detailed bind table information about paged search results.

- DBAM Index Info
Displays information about the database index configuration. See the dirxadm db
attrconfig operation reference page in the DirX Directory Administration Guide for
details about indexes.

5.2.2. DSA CTX Info

Displays a summary of the internal CTX memory consumption of the DSA. (CTX is the
internal memory management system of DirX Directory.)

It also shows the maximum limit of usable memory of CTX together with the current size
and historical high-water-mark (HWM).

5.2.3. DSA Audit

Displays configuration and statistical information regarding DSA auditing. Furthermore, it
is possible to manage DSA auditing, and evaluate LDAP audit logfiles. You can:
- Display configuration and statistical information about DSA auditing.

- Evaluate and display the content of the current DSA audit log file. This operation may
last some time depending on the file size.

- Enable DSA audit logging. Audit transactions that affect attributes and attribute values
are logged. This setting is not preserved after restarting the DSA.

- Disable DSA audit logging. This setting is not preserved after restarting the DSA.

5.2.4. DSA Process Info

Provides a set of tools to analyze process internal information. Some tools for example top,
pfiles or netstat are executed remotely on the server and the resulting output is returned to
the caller. Other tools for example BT-Dump or IDM-HdI-Dump provide internal
information of the server and require special knowledge to interpret the output. (Please
note that not all tools are available on all platforms.)

The following tools are provided:

- PStack - Displays the current thread stacks of the DSA process. This tool is not available
on Windows systems.

- BT-Dump - Displays the DAP bind table entries.
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- IDM-HdI-Dump - Displays the IDM-Handle-Information of the DSA server process.

- RUsage - Displays DSA process-specific system resource information. This tool is not
available on Windows systems.

- Pfiles - Displays DSA process-specific file descriptor usage. This tool is not available on
Windows systems.

- Top - Displays DSA top-process information. This tool is not available on Windows
systems.

- Status - Displays DSA process status information. This tool is not available on Windows
systems.

- Pmap - Displays process memory mapping table of the DSA process. This tool is not
available on Windows systems.

- |Ostat - Displays information about input and output traffic of the DSA process. This tool
is not available on Windows systems.

- Netsat - Displays the TCP/IP information of all active connections.

5.2.5. DSA DBAM

The DBAM MIB information provides statistical information for several DBAM subsystems.
DirX Directory Manager provides the following operations to manage the DBAM MIB and to
display the information contained:

- DBAM Mib start
Enables the DSA DBAM MIB or displays the date when the DSA DBAM has been
enabled.

- DBAM Mib show
Displays the content of the DBAM MIB tables. See the appendix "DBAM MIB Tables" in
the DirX Directory Administration Reference for details on the content of the DBAM MIB
tables.

- DBAM Mib stop
Disables the DSA DBAM MIB.

- DBAM Devinfo
Displays information about the capacity of the logical and the attribute index specific
devices of the database. See the dbamdevinfo reference page in the DirX Directory
Administration Reference for details.

- DBAM Config
Displays a detailed list of database profile properties. See the dbamconfig reference
page in the DirX Directory Administration Reference for details.

- DBAM Preload Status
Displays the status of the DBAM buffer cache preloader.

- DBAM Preload On
Starts the DBAM buffer cache preloader.

- DBAM Preload Off
Stops the DBAM buffer cache preloader.
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5.2.6. DSA Exceptions

Displays the current exception log file of the DSA. This operation is not available on
Windows systems.

5.2.7. DSA dirxadm (DirX Directory Server V8.10 or higher only)

These operations are supported only by DirX Directory servers installed on Linux systems.

Performs a dirxkadm operation in a DSA that can only be accessed via the LDAP protocol.
The dirxadm operation is sent to this DSA via the LDAP extended operation
dsa_dirxadm_cmd. The transfer of the dirkxadm command is performed via the LDAP
extended operation, while the execution of the command is performed via the RPC
protocol between dirxadm and the DSA.

The dsa_dirxadm_cmd operation requires the Execute permission; that is, the user's
distinguished name must be contained in the LDAP Extended Operations Execute Users
or LDAP Extended Operations Execute Groups attribute of the LDAP server (or in the
list/group of ExtOp administrators).

The dsa_dirxadm_cmd operation uses the bind operation specified in the environment
variable DIRX_DSA_EXTOP_ADM_BIND to perform the dirxadm bind operation to the DSA.

The result of the dirkadm operation is displayed in the result window.

See the dsa_dirxadm_cmd reference page in the DirX Directory LDAP Extended
Operations for details.

The following dirxadm operations are provided as predefined shortcuts. If the cmnd node is
selected, an input window allows you to enter any legal dirxadm command. Any command
you can type into dirxadm can be entered in this cmd line.

- show DirXDBVersion
Displays the attribute values of the DirXDBVersion subentry
CN=DirXDBVersionSubentry. (See "DirX Directory In Sync", "DirX Directory Recent DN",
"DirX Directory Recent MSN", "DirX Directory Recent MSN Time Stamp" and "DirX
Directory Recent Operation" in "DirX Directory Attributes" -> "X.500 Directory
Operational Attributes" in the DirX Directory Syntaxes and Attributes, and "Creating a
Synchronous Shadow DSA" -> "Monitoring Data Synchronicity Status" -> "Using the
DirXDBVersion Subentry" in the DirX Directory Administration Guide for details.)

- show GlobalPasswordPolicy
Displays the attribute values of the global password policy CN=GlobalPasswordPolicy.
(See "DirX Directory Attributes" -> "X.500 User Application Attributes" -> "Attributes of
the Password Policy Subentry" in the DirX Directory Syntaxes and Attributes and
"Creating a Shadow DSA" -> "Password Policies in a Shadow Configuration" in the DirX
Directory Administration Guide for details.)

- show LdapROOT
Displays the attribute values of the LDAP root subentry CN=ldapRoot. (See "DirX
Directory Attributes" -> "X.500 User Application Attributes" -> "Attributes of the LDAP
Root Subentry" in the DirX Directory Syntaxes and Attributes and "Setting up the DirX
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Directory Service" -> "Setting up the LDAP Server" -> "Creating the LDAP Server
Subentries" in the DirX Directory Administration Guide for details.)

- show DB-Config
Displays the attribute values of the schema subentry CN=Schema. (See "DirX Directory
Attributes" -> "X.500 User Application Attributes" -> "Attributes of the Schema Subentry"
in the DirX Directory Syntaxes and Attributes and "Setting up the DirX Directory
Service" -> "Setting up the LDAP Server" -> "Creating the LDAP Server Subentries" in the
DirX Directory Administration Guide for details))

- nmi show
Displays the information in all MIB Tables. (See "DSA MIBs" for details.)

- show Audit Status
Displays configuration and statistical information about DSA auditing.

- show RootDSE
Displays the attribute values of the root DSE /. The root DSE is created automatically
during installation.

- show CPs
Searches and displays DNs whose DSEType indicates a context prefix (CP).

- show SUBRs
Searches and displays DNs whose DSEType indicates a subordinate reference.

- show all SOBs
Displays all shadowing agreements.

- show all LOBs
Displays all LDIF agreements.

- show DIT info
Displays details about the root DSE and context prefixes.

All these commands read data from the DirX Directory database. They do not change any
data.

Additionally, the following specific operation is provided:

- cmd
Provides an input line at the top where you can specify any legal dirkadm command.
The dirkadm command must be given as one line of input (do not use wrap-around
characters like \). Double quotes should not be needed. We do not recommend using
this option to execute comprehensive commands like sob/lob create.
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6. Script Manager

The script manager makes it easy to set up scripts and run dirxcp (DirX Directory
Command Line Program) and dirxadm (DirX Directory Administration Program)
commands. Moreover, as sort of side effect and not really related to scripts, you can have
the script manager decode and view audit log files based on the dirxauddecode
command.

Notes:

- The commands quoted above can only be executed if they are available locally on your

machine.

- (Linux) In order to be able to run dirxcp/dirxadm scripts, DirX Directory Manager must

be installed in the same account as DirX Directory.

The script manager is available in a special view that is organized into three panes:

- Script Explorer

The script explorer allows you to locate and manage the folders that contain the scripts
you want to view/edit/create.

- Script Editor

The script editor displays the scripts you have double-clicked in the script explorer. The
script editor can manage more than one script at a time. Click the tabs at the top of the
dialog to switch between scripts.

The script editor allows you to edit scripts and provides syntax highlighting to help you
keep track of your scripts.

You also can run scripts provided the suffix is .cp (causes dirxcp to be executed) or .adm
(causes dirxadm to be executed). You can cancel a running script at any time.

Also, the script editor displays audit log files you have right-clicked in the script explorer
(function "Decode DirX Audit Log...").

- Structure

The structure pane displays - where applicable - the "source" statements and the
procedures contained in the script that is currently displayed in the script editor. Click a
source entry or a procedure entry in the structure pane to move the cursor to the
corresponding entry in the script editor.

Here is an example of the script manager view (the current script contains both, source
statements and procedures):
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Figure 58. Script Manager View

6.1. Script Explorer

The script explorer displays a root entry called "Script Folders". The first level underneath
Script Folders consists of links to "real" file system folders that contain your scripts.

Here is an example of the script explorer display:

Script Explorer #) (=] D

=& Script Folders
“{3] My Dirk Scripts
Hl g
I:I SoditingManitaring
|:| Ldapapplications
|:| Ldif sigreements
|:| Shadowfgresments
=] stand_alone
-] default
D &xbensions
-de ] Globalvar bl
- [)] README_STANDALONE
ey ] Initar kel
- [-]] README
et | ShaweGlobalvar.tel

Figure 59. Script Explorer
"Link" Folders

- Link folders are like links or shortcuts (look at a link folder’s tool tip to see where it points
to). This is why this kind of folder’s icon looks like this: {51 (as opposed to a real file system
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folder’s icon, which is: 7).

- Initially, there is one link folder present (called "My DirX Scripts").

- To add a link folder whose real counterpart exists in the file system, right-click the

topmost node (Scripts Folders), click "Add Folder" and select a folder in the file selection
box that pops up.

- To create a new link folder with no real counterpart, right-click the topmost node

(Scripts Folders) and click "Add Folder". In the file selection box that pops up, click the
button whose tool tip is "Create New Folder" (or the like).

- To remove a link folder, right-click the folder you want to remove and click "Remove".

This action deletes only the link that the corresponding folder represents.

- Torename a link folder, right-click it and click "Rename".

- You cannot delete the "real" counterpart of a "linked" folder with this application.

- You can cut/copy/paste and drag/drop script files.

Ma

naging Scripts

ﬁ [ews Scripk
B rdew Folder

g Qpen

Decode Dirk Audit Log...

> Delete Delete

Rename. .. Fz

Fig

ure 60. Managing Scripts Menu

- To create a new script, right-click a link folder, any other folder or a script, then click

"New Script".

- To organize your scripts, you can create intermediate folders by right-clicking any folder

but "Script folders" and then clicking "New Folder".

- To view a script, double-click the entry or right-click it, then click "Open". The script is

displayed in the Script Editor pane.

- To view a DirX Directory audit log, right-click "Decode DirX Audit Log..." and fill out the
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form that appears. Primarily, this form allows you to reduce the size of text you are
going to face by specifying filters (note that the size of the text displayable in the editor
is limited, whereas the size of the original audit log file usually doesn’'t matter).

When creating csv output, only a limited number of parameters such as UniquelD,
StartTime, Duration and OpType will be reported (equals the "-Z" command line switch

in dirxauddecode)

"Other options" allows you to specify options in a command line like style. This field is
primarily intended for use by vendor staff.

Here is an example:



EDEEDdE Dir¥ Audit Log Options } ﬁl

Audit log File: IC:'I,F‘ru:ugram Filest Aozt Dirkl Server auditl audit, log
Cukput File: IC:'I,F'ru:ugram Files'l,.ﬁ.t|:|5'|,Dirx'l,Sewer'l,.ﬁ.udit'l,audit.Iu:ug.txt|
Ciper ation: IaII LI

Prokaocol; IaII LI

LOAP connection identifier: I

Encryption password; I
IP address: I
User DM I
Ckher options: I

[T only records with a result code other than success
[T Create CSY output
[T Cwerwrite output file iF already exists

[+ open output file in editar

(nls I Cancel

Figure 61. Decode DirX Audit Log Options Dialog Box

- To delete any file or folder except a link folder, right-click the file or folder and click
"Delete". Deleting a folder deletes all of its contents.

- To rename a folder or a file, right-click it and click "Rename".

6.2. Script Editor

You can use the script editor to display, edit, and run scripts and display audit log files. Here

is an example dialog:

127



Scripk Editar

32 o] Inievar. e |
# I, Check environment variables & -
SR R

if { [catch {set enw(DIFX_IN3T PATH)} dirx_inst_path]
puts stdout "YnERROR: DIRX TNAT PATH has not heen
exit 1

# Check 1f DIRX ENTRUST SETUL should run
if { [catch {set enwv(DIRx _ENTRUST SETUP)} Entrustietup
set Entrustietup 0

s II. Definitions i

i i

set Glu:uhallVarFile "GlobalVar.tcl”™

set EntrustIniFile “IniEntruscvar.tcl™ _ILI
Kl r

Row: 15, Column: 10

" Source IO'-":F"-": I
H& » o

Figure 62. Script Editor

You can use the script editor on any text file. The script editor supports syntax highlighting
for the file types .tcl,.cp,.adm (TCL Syntax: http://www.tcl.tk); xml ;js (JavaScript); java; and
Jini:

- Lines that begin with "#" are highlighted in green.

- Recognized keywords are highlighted in blue.

- Text enclosed in quotation marks is highlighted in red.

- Clicking a bracket, brace or parenthesis highlights it and its counterpart in pink.

- Click the right mouse button for numerous convenience functions. Here is an example:
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after ]
append
boerrar donesearch
binary_Format exisks
New Windave binary_scan qet
break, names
[mdm Chrl+Z
cakch nexkelement
Redm Chrl4
I cd set
aux Ctr|+>< clock: ] size
- Chrl4-C
R ' close startsearch
Paste Chrl+y
concak
Find. .. Ckrl+F conbinue
Replace. .. Chrl+R eof
a0 ko insertion point  Cer4T —
Fimd other block end  Ckrl+E vl
Select all Chrl+4 -
v Line numbers it
Insett prac... A-F Expr
Eemname proc, .. F-E ¥
Delete proc =

Insert TCL command -2 b
Figure 63. Context-sensitive Menu of the Script Editor

Most functions are fairly straightforward.

- Go toinsertion point
Positions to the current insertion point of the mouse cursor. Note that you might lose
track of this point when scrolling the script editor window. You will not notice any effect
unless the current insertion point is outside the area that is currently visible.

- Find other block end
When you click a bracket, brace or parenthesis whose counterpart is not in the currently
visible area, this function positions the cursor on the counterpart.

- The Insert TCL command functions shown in the example menu dialog are TCL-related.
To save the script that is currently visible, click =

To save all scripts that are currently open, click =)

To run a script, click b or press F12 (the script suffix must be *.cp or *.adm, otherwise this
button is disabled)
Running a script implies saving it.

. . . . r
To stop a script that is currently running, click - .

To close a script file currently opened in the script editor click Xlin the respective tab or
right-click the respective tab and select "Close"
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To close all script files currently opened in the script editor at once right-click the respective
tab and select "Close All"

Click the Output tab to see the output the actual script is creating or - if already finished -
has created.

Press F11 to toggle between the Source and Output tabs.

6.3. Script Structure

The structure pane shows the "source" statements and procedures in the *.cp or *adm
script that is currently displayed in the Script Editor pane Click an entry in the structure
pane to position the script editor to that entry.

The following sample structure pane shows four source statements and three procedures:

Skruckture

[=h{5] "source” statements

----- [ $Enkrustscripks/$EntrustDefFile
----- [ $Entrustacripts/$EntrustIniFile

----- [l $alobalvarFile

P b [ $5tandalonescripts$GlobalyarFile
=} g Procedures

----- @ add_new_element

----- @ exec_cmd

----- @ show_var

Figure 64. Structure Pane
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7. Core Component

This application’s functionality is primarily furnished by one or more plug-ins that are based
on a core component.

The core component is composed of two subcomponents:

- A component called LDAP that provides a Java GUI for plain LDAP functionality.

- A component called Framework that provides a framework for a customizable and
extensible Java GUI. Its main focus is on managing hierarchically-structured nodes,
particularly LDAP nodes.

"Extensible" refers to the plug-ins. Although plug-ins are in no way restricted to this
feature, they typically deal with advanced LDAP functionality like schema management
or with functionality for rather sophisticated data models that are based on LDAP (like
privilege-based access management or synchronization workflows).

Refer to the About dialog in the Help menu to see what plug-ins you have installed.
This chapter provides information about the core component, including:

- Information about LDAP in general.
Note that this section is not intended to supersede the comprehensive literature that is
available on this topic.

- The basic patterns the core component makes available to the plug-ins and uses itself
for the LDAP functionality it provides.

- Some hints on possible pitfalls.

7.1. Using LDAP

(a brief introduction)

LDAP specifies a "directory access protocol". A directory accessible through LDAP stores
information about users (for example, their names, their email addresses, their phone
numbers, the department they belong to, and so on) and groups of users in many cases,
but can also be used to store any other kind of information you can think of. There are two
main reasons that explain why you frequently encounter LDAP directories in the Internet
and extranet environments:

- LDAP means that the information in the directory can be accessed and managed
through a standardized method specified in a series of internet standards, e.g.
http://www.ietf.org/rfc/rfc2251.txt.

- LDAP directories are optimized for fast read access by numerous concurrent

applications in large distributed environments.

LDAP stands for Lightweight Directory Access Protocol. As the name suggests, the original
intention was to provide a simplified Directory Access Protocol (DAP). DAP is the subject of
another series of international standards (known as X.500 (http://www.itu.int/ITU-T), which
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is also - with rather insignificant deviations - available as an ISO standard
(http://www.iso.org; ISO/IEC 9594). Over the course of time, however, LDAP has evolved
from a simple protocol to one that favors more X.500-like capabilities.

An LDAP directory contains entries. An entry is uniquely identified by its "Distinguished
Name" (DN). DNs are structured hierarchically. Here are some examples of DNs:

- ¢=BY (c normally stands for country, BY is a country name complying with ISO 3166
(http://www.iso.org))

- o=composers, c=BY (o normally stands for organization)
- cn=lgor Stravinsky, o=composers, c=BY (cn normally stands for common name)

- cn=Marc Chagall, ou=modern painters, o=painters, c=BY (ou normally stands for
organizational unit))

- cn=Distribution List Sales, I=Thessaloniki (| normally stands for locality)
- cn=Fedor Dostoevsky+fathersname=Mikhailovich, o=writers, c=BY

- cn=Alexander Green, o=writers, c=BY

Here is a sample showing how as this application might present those entries in its so-
called tree pane:

B c=BY
-l 0=Cormposers
- @ cn=lgor Stravinsky
-8 o=Fainters

=3 ou=Modern Painters
~f@y th=Marc Chagall
=i o=iriters
------- ) cn=Alexander Green
------- % cn=Fedor Dostoevsky
EI@ [=Thessaloniki

- cn=Distribution List Sales

Figure 65. Tree Pane

Entries are composed of a DN and a number of attributes. For example, an entry with DN
cn=Alexander Green, o=writers, c=BY might have the attributes:

- objectclass:

- top

- person

- organizationalPerson

- inetOrgPerson

- commonName:

- Alexander Green

- Aliaksander Gryneusky

- sn: Green

- givenName: Alexander
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- telephoneNumber: +375 99 99999-99

- mail: alexander.green@writers.by

DNs are composed of relative DNs (RDNSs). For example, cn=Alexander Green, o=writers,
c=BY is composed of three RDNs. RDNs must be derived from attributes. It is possible to
compose an RDN of multiple attributes joined by “+" as in cn=Fedor
Dostoevsky+fathersname=Mikhailovich,o=writers,c=BY. RDNs like this are called multiple

naming attributes (or multiple attribute value assertion).

Since RDNs must be derived from attributes, the last RDN (Alexander Green in the previous
example) is always available as an attribute of a given entry, too. As opposed to the last RDN
however, the underlying attribute may be recurring. In the example used here, it has two
values: "Alexander Green" and "Aliaksandr Gryneusky". One of them must be identical to
the last RDN. "Alias" entries represent an exception to this rule: An Alias has only the two
attributes objectClass and aliasedObjectName, but can use for its DN almost any sort of
attribute but attributes with DN syntax.

The hierarchy starts from "Root" (commonly marked "/"). If you consult the previous
examples, one level below "/", you will find "BY" and "Thessaloniki", one level below "BY"

there is "composers", "painters" and "writers" and so on.

LDAP servers have at least one root node (also called a suffix or a context prefix), often
unequal to "/" (o=painters, c=BY for example). LDAP servers only store their naming
context; that is, their own root node and the entries that are subordinate to their root node.
LDAP servers may be able to be configured to contact other servers automatically
(chaining) or to return referrals that point to other servers when they are handling requests
outside the scope of their suffix. This application can be configured to follow referrals (to
some extent) or ignore them.

Attributes may be recurring, also called multi-valued (like object class and cn in the
previous example) or single-valued. Attributes have an attribute syntax. Here are some
examples: Boolean, Country String, Certificate, DN, Directory String, Generalized Time, |A5,
Integer, Jpeg, Numeric String, Postal Address, Telephone Number - and there are many
more.

Attributes can be classified into

- User Attributes
User attributes are all attributes except for operational attributes.

- Operational Attributes
Operational attributes are predefined attributes that are used for administrative
purposes. For example, creatorsName is an operational attribute that stores the DN of
the user who added the entry.

- Collective Attributes
Collective attributes are attributes that are common to multiple entries. These
attributes are stored only once.

As specified by LDAP, entries must have a special recurring attribute that stores object
classes (see the previous example). Object classes typically define the attributes that an
object must have and may have. However, some LDAP servers allow you to switch off the
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"'schema check" function. In this case, the object class is not much more than another
possible search filter. Some LDAP servers do not use the object class recurring attribute at

all.

There are several types of object classes:

- Abstract Object Classes

Abstract object classes are used only to derive other object classes. Top is an abstract
object class from which every structural object class is directly or indirectly derived
(auxiliary object classes are usually derived from Top, too, but this is not mandatory). In
many real world schemata, it is the only abstract object class you will encounter.

- Structural Object Classes

Each entry must have at least one structural object class. If an object class happens to
be derived from of another object class, the affected entry has both object classes and
inherits all attribute types from the parent object class. However, not counting "parent
classes", each entry has one and only one structural object class.

- Auxiliary Object Classes

In addition to structural object classes, entries may have one or more auxiliary object
classes. As opposed to structural object classes, auxiliary object classes can be added to
and removed from an entry at any time. Auxiliary attributes are associated with a
(possibly empty) set of attribute types. Auxiliary classes provide a convenient means to
add attribute types (the ones that are associated with that auxiliary object class)
dynamically to entries that are already defined by a structural object class. So, auxiliary
object classes allow you to dynamically extend the permissible attribute set of entries
beyond the one defined by their structural object classes. If the set of associated
attribute types is empty, the auxiliary object class is an object class that at the same
time is sort of an ordinary attribute. It may however serve as a filter for access control
definitions in case the access control provided by the server follows the X.500
specification.

In the previous example, you can find the object classes top, person, organizationalPerson
(usually derived from person), inetOrgPerson (usually either derived from
organizationalPerson or an auxiliary object class).

LDAP provides several ways of searching:

- Subtree search (an "all level" search)

Searches within the whole subtree rooted at the current entry.

If you refer to the previous example, a subtree search below c=BY with the search filter
cn contains chag returns the entry cn=Marc Chagall, ou=modern painters, o=painters,
c=BY as the search result.

- One level search

Searches among the "children" of the current entry (disregarding "grand children" and
their "descendants"). If you refer to the previous example, a one-level search below c=BY
with the search filter cn contains chag returns "successful" with the search result being
empty.

- Base object search (a "zero level" search)
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Searches, particularly subtree searches, allow you to pass a more or less complex search
filter in order to restrict the number of entries returned by the server. You may also pass a
size limit and/or a time limit to save the server's resources and to avoid slow reaction times
and too many entries in the search result. Note, however, that LDAP servers usually use
their own limits; LDAP clients cannot exceed these limits.

What is returned as search result depends upon the conditions under which the software
considers a value presented by a user to correctly match a value stored in the directory. This
is where matching rules come into play. Matching rules are assigned to attribute types and
must be compatible with the corresponding attribute syntax. A matching rule specifies
how attribute values are to be matched for equality, ordering, or substring comparison. You

cannot use attributes with no matching rule assigned (like fax in the examples to follow) in
search filters.

Here are some examples of matching rules:

Table 2. Table : Matching Rules

Attribute Matches for
Type Syntax Equality Substring Ordering
department DirectoryString Case- Case- —
lgnore- lgnore-
Match Substring-
Match
createTimeStamp GeneralizedTim Generalized- — Generalized-
e Time-Match Time-
Ordering-
Match
jpegPhoto OctetString Octet- — —
String-
Match
headCount Integer Integer- — Integer-
Match Ordering-
Match
userCertificate Certificate Certificate- — —

Exact-Match

facsimileTelepho facsimileTeleph — — —
neNumber oneNumber

There are many more possible matching rules.

What is returned in a search result also depends on the attributes that are requested to be
returned:

- Requesting All attributes means all user attributes of all entries matching the search
filter are requested to be returned

- Requesting All operational attributes means all operational attributes are requested to
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be returned. Note that this option is not necessarily recognized by all LDAP servers

- Itis also possible to request exactly those attributes that are listed in a list of requested
attributes passed with the search request. This is normally the most resource-saving
way, since it avoids transferring unneeded data

Moreover, missing access rights (see below) may cause a search result to be incomplete.

At last, what is returned in a search result depends on the data that can be accessed: As
mentioned above, a server does not necessarily store all the data itself. If not, in order to still
be able to return complete search results, it relies on configuration provisions such as
"Chaining" (i.e. the server "chains" to other servers, to get additional information) or
"Referrals" (i.e. the server does not provide the complete search result itself, but leaves it to
the client to complete it by providing referrals to it; the client may or may not "follow
referrals").

Because this application is written in Java, the characters of string attributes assumed by
this application are based on Unicode (http://www.unicode.org; Java specifies the character
encoding form "UTF-16", which is one of a number of possible Unicode encoding forms);
Unicode includes Latin, Cyrillic, Middle East, Far East characters and much more. Note
however that some - not necessarily significant - issues still remain open:

- Your computer may be missing the installation of respective fonts and therefore be
unable to render the corresponding characters. E.g. to have characters like these
Fit8IEA displayed on an operating system installed for English usually requires some
additional provisions.

- Unicode is still evolving and - since new characters are continuously being invented -
may never stop evolving. The Unicode support of the Java version you are using may be
more or less behind the latest version of Unicode, e.g.

Java 1,4 supports Unicode 3.0
Java 1.5 supports Unicode 4.0

- In LDAP, Unicode support has been "officially" introduced with LDAP protocol version 3,
i.e. running LDAP protocol version 2 might cause problems with certain characters.
Again, the Unicode version the LDAP server supports is not necessarily the latest one. As
opposed to Java, LDAP specifies the character encoding form "UTF-8", which is
automatically converted to UTF-16 and back without loss.

Other - occasionally used - search options include:

- "Types only"
You can have the search return only attribute types rather than types and values (which
is the default).

- Dereference Aliases
Indicates how alias objects are to be handled in searching. The semantics of the
possible values of this field are:

- neverDerefAliases (default)
Do not dereference aliases.

- derefinSearching
Dereference aliases in the search result.
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- derefFindingBaseObj
The search base is de-referenced if it happens to be an alias.

- derefAlways
Dereference aliases both in the search result and in the search base.

Other requests specified in LDAP include:

- Add entry
- Modify entry
- Rename entry

- Delete entry

LDAP controls provide a mechanism for extending an LDAP operation. A control is a way to
specify additional information as part of an LDAP request and an LDAP response.

A control specifies the following information:

- A unique object identifier (OID), as defined by the creator of this control
The OID identifies the control. If you plan to use a control, you need to make sure that
the server supports the control. Servers usually list all or some of the controls they
support in the supportedControl attribute in the root DSE. You can acquire the root DSE
by doing a search where the scope is "Base", the base DN is "' (empty string) and the
search filter is (objectclass=*). Alternatively, you can have tools like DirX Directory
Manager display the root DSE including its supportedControl attribute.

- An indication of whether or not the control is critical to the operation
- Optional data related to the control (for example, for the server-side sorting control, the
attribute to be used for sorting search results)
If an LDAP request contains a control, the server may respond in one of the following ways:
- If the server supports this control and if the control is appropriate to the operation, the
server should make use of the control when performing the operation

- If the server does not support the control type or if the control is not appropriate, the
server is supposed to do one of the following:

- If the control is marked as critical to the operation, the server should not perform the
operation and should instead return the result code "Unavailable critical extension".

- If the control is marked as not critical to the operation, the server should ignore the
control and should perform the operation.

Servers can react to some sorts of controls by sending controls back to clients. Example:
"Server Side Sorting" is provoked thru the "Server Side Sorting Request Control", which
specifies details such as the attribute type to use for sorting. The server is to send back a
"Server Side Sorting Response Control", which tells whether the result is sorted or not - and
if not why not.

This application inspects the LDAP Root subentry to find out what controls the server
supports and implicitly makes use of all or some of the available controls. Details are
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available in the section "LDAP Root Subentry" (provided the DirX Directory Manager plug-in
is installed).

The LDAP server may refuse to handle a request because of missing access rights. Access
rights depend on the user’s authentication. A user authenticates himself through a bind
(called login in this application). The default bind "Anonymous" is implied. The LDAP server
usually configures an anonymous bind to permit read access for anyone to a well-defined
subset of the data stored in the server's database. More comprehensive access rights
typically require a DN and a password to be passed (basic authentication). Particularly for
access from the Internet or an extranet, it might be a good idea to use secure
authentication by combining basic authentication with SSL (secure socket layer) or its
designated successor TLS (transport layer security). Note that the LDAP server does not
necessarily reveal the fact that it did not handle a particular request due to missing access
rights. Instead, it might return an error code like "not found", for instance.

The hierarchical structure of the DN suggests that you consider the directory to be a tree.
Also, the tree-like collection of all DNs that comprise a particular, possibly distributed
directory is called the Directory Information Tree (DIT). This is justified to some extent;
however, alias entries allow the tree structure to be circumvented.

7.1.1. Available LDAP Functions

Unless disabled, the core component typically makes its LDAP functionality available in one
or more view groups which you can access through:

- The menu

- The toolbar

- The right mouse button
These functions include:

- Browsing the LDAP directory tree

- Creating new LDAP directory entries

- Deleting LDAP directory entries

- Exporting/Importing LDAP directory entries

- Displaying administrative information on the server (the so-called LDAP root DSE,
where "DSE" stands for directory-specific entry)

- Logging in/out to/from an LDAP directory
- Moving LDAP directory entries to a different parent
- Copying LDAP directory entries

- Showing and modifying properties of LDAP directory entries
Note that some rather uncommon properties (like MHS OR address) are not or not fully
supported.

- Changing passwords (your own password as well as somebody else’s password)

- Renaming LDAP directory entries
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- Searching the LDAP directory by specifying simple or complex search conditions
(see the Search pane and search dialog topics)

- Abandoning an in-process, but uncompleted search operation.

In order to be able to access an LDAP directory, you must provide some information like
the address and port number (default: 389) of the LDAP directory server. This information
may already be pre-configured, but you may also be able to edit this information by right-
clicking on the top node of a tree and selecting "Server" (alternatively, you may find this
functionality in the tool bar/menu bar).

Additional administrative functionality (e.g. schema management) may be available in
addition to the functionality the core component provides, depending on what plug-ins are
installed.

The core component’s LDAP access functionality can be generic or customized.

- Generic LDAP access means that the core component has no built-in knowledge about
the LDAP directories to be accessed. If the core component is unable to retrieve the
schema from an LDAP server, the functionality that is based on the knowledge of
schema information - like objects classes and attributes - is unavailable unless the
missing information is supplied in the application’s configuration files. In particular,
searching may become unusable.

- Customized LDAP access means that the core component has pre-configured
information about the objects and attributes of one or more LDAP directories to be
accessed.

LDAP directories are organized in a tree-like manner. This organization may or may not be
visible in a particular view.

7.1.2. SSL/TLS

For in-depth information on this topic please refer to https:;//docs.oracle.com/javase/8/docs/
technotes/guides/security/ (search for appropriate key words, e.g. "keytool").

SSL stands for Secure Socket Layer. It is a common technique to have TCP/IP network
communication encrypted based on "trusted" certificates. TLS stands for Transport Layer
Security; it is a not overly significant, evolutionary advancement over SSL and has de facto
replaced SSL. What is used in a particular connection (TLS or SSL) is the result of a
negotiation between client and server. Possibly more important, the key length is
negotiated, too.

There are two security stages:

- Stage 1 ("certificate-based server authentication"): if you want to make sure the server
you are talking to is actually the one you think it is. This application supports Stage 1.
Stage 1implies encryption

- Stage 2 ("certificate-based client authentication"): if the server asks you to authenticate
yourself through a certificate.

In order to get SSL/TLS working, you must
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- Ensure the server supports it and is configured appropriately

- Ensure that a suitable certificate is available in your local "keystore". By "suitable", we

mean that the certificate transmitted by the LDAP server must be trusted by at least
one of the certificates stored in the keystore that is assigned in the function "Options"
(menu "Tool"). Note that

- This application ships with a keystore file called cacerts that contains a demonstration

certificate that is aligned with the demonstration certificate DirX Directory brings along.
With this demonstration certificate you are able to run SSL/TLS out-of-the-box in
conjunction with DirX Directory by way of trial.

- The Java Runtime Environment, too, ships with a keystore (also a file called "cacerts")

containing a number of root Certificate Authority (CA) certificates in its keystore.

- You can assign only one keystore for all secure connections within this application, i.e. it

is not possible to assign one keystore for server A and another one for server B.
Choosing a different keystore requires this application to be exited and started again to
get the new keystore effective.

- The function "Options" allows for managing keystores. Alternatively, you can use the

keytool command that ships with the Java Runtime Environment. If your certificate is
stored in a file called, for example, myCA.der and you want to know it from other
certificates stored in the same keystore by the name myName and if your keystore
resides in, for example, C:\jre\lib\security\cacerts, you use it like this:*

keytool -import -file myCA.der -keystore C:\jre\lib\security\cacerts -alias myName*
You will be asked for a password. The default password for the keystore shipping with
this application is "dirx". The default password for the keystore shipping with Oracle’s
JRE is "changeit".

You may find the command keytool -help useful, too.

For more detailed information on the keytool command, please refer to the URL given
at the beginning of this topic.

- Activate SSL/TLS in this application. Note that the default port for secure connections is

636. To activate SSL/TLS (more exactly, certificate-based server authentication), check
v Use secure connection (LDAF version 3 only) in the Server dialog as shown in the following
example of the server dialog. Note that this checkbox is not available if the Java
Runtime Environment you are using does not support SSL/TLS.

Here is an example:
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General | options | Wisibility | Password | LDAP Raot

General

Mame: IMy-CDmpany (54L)

Descripkion: Ipan';.f sample using secure conneckion Color: !
Host Info

Host: II::u:thu:usI:

Paort: 636 LDAP wersion: IS - I
Server bype: IDirX Directary LI
Search base: ||:|=M';.-'-C|:|mpan~;.-' _l
¥ Use secure connection (LDAP version 5 anly) Test |

Authentication
 gnonymous bind % Simple bind ) SA45L EXTERMAL bind

Default User DM:  |cn=admin, o=My-Company . |

Location to store server profile

Global {available to all users) ;I

] I Cancel | Help |

Figure 66. Server Properties General Tab for SSL/TLS

7.1.3. Smart Card Login

From the LDAPV3 protocol view Smart Card Login (SCL) maps onto an LDAP SASL bind
with the mechanism type EXTERNAL. This means the security services of the underlying
TLS/SSL layer is used to perform the client authentication that is based on strong

cryptography.

After a successful bind the DSA determines the Authorization Identity of the user. This is
the basis for the Access Control decisions made in all subsequent operations. By default,
the Authorization Identity is mapped to the DN specified in the subjectDN from the user’s
certificate.

The following sections describe how to set-up Smart Card login with DirX Directory
Manager.

7.1.3.1. Software Requirements

SCL requires that the software product Eviden CardOS API (64-bit) is installed. After a
successful default installation of CardOS API the PKCS#11 library named "cardosl1_64.dll" is
in the folder
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- C\Windows\System32

7.1.3.2. Configuring the PKCS#11 Library for DirX Directory Manager

In order to successfully perform SCL logins the path to the PKCS#11 library cardos11_64.dll
must be specified in DirX Directory Manager. In menu Tools -> Options specify the path in
the Smart Card frame:

Securiby

Mote that the keystore assignment made here applies to the entire application. You
cannot have different keystores for different views. Re-assignments take effect
only after restarting this application.

Location of keystore that provides the certificates used for server authentication

{* This application's installation Foldes € Java Rurtime Ervironment (7 Other

IC:'I,F'rugram Filesakos)Diry Managercacerks Set password. ..

Certificates

St cett_|dapserver Details. .. |
dirx direckary v&.0 Imnpart... |
keskca Expart... |

Delate |
Smart Card
PECS#11 Library: |C:\Windows\System32\cardos11_g4.dl _l Diefault |

Figure 67. Configuring the PKCS#11 Library for DirX Directory Manager

7.1.3.3. Setting up the LDAP Server and the DSA for Smart Card Login

In order to successfully perform a sasl EXTERNAL bind the LDAP server must meet the
following preconditions additionally to those that are required for SSL binds without client
authentication:

- The LDAP server must request from the client to perform client authentication when
SSL/TLS is used. This behavior is specified in the LDAP SSL Client Authentication
Required attribute.

- The value of the LDAP SASL Authz Id Mapping (LSAIM, IdapSaslAuthzldMapping) must
specify how the DSA determines the requestor used for all operations following the
bind. The default is Use subjectDN from Certificate as the bind initiator.

- The LDAP server must trust the CA that issued the clients userCertificates; that is the CA
certificate must be added to the LDAP Trusted CA Certs (LSTCC, |[dapTrustedCACerts)
attribute.

- Depending on the value of the LDAP SASL Authz Id Mapping attribute an INITIAL index
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must be created for the attribute that the mapping is based on.

- The SSL-External-DAP bind between the LDAP server and the DSA that the Idap sasl
bind is mapped upon must be a local one, that is the LDAP server and DSA must run on
the same host. Otherwise the environment variable DIRX_SSL_HOSTS can be used to
specify the IP address that the DSA accepts as initiator hosts for LDAP SASL bind with
the mechanism type EXTERNAL.

Perform the following steps to prepare the LDAP server and the DSA for Smart Card login:

7.1.3.3.1. Configuring the LDAP Server:

- In the Configuration View, edit the LDAP SSL configuration subentry to specify the
values for the attributes:

- LDAP SSL Client Authentication Required
- LDAP SASL Authz Id Mapping
- LDAP Trusted CA Certs

- In the Client Authentication tab check Client Authentication Required to set the LDAP
SSL Client Authentication Required (LSCAR, requireSSLClientAuth) attribute to TRUE.
The LDAP server now requests from the client to perform client authentication when
SSL/TLS is used.

- The value of the LDAP SASL Authz Id Mapping attribute is managed together with the
Client Authentication. In our example the DSA uses the subject name of the
userCertificate that the client provides in the context of the sasl bind operation. So leave
the value Use subjectDN from Certificate as the bind initiator for SASL Authorization
ID mapping unchanged.

- Finally add the CA certificate to the LDAP Trusted CA Certs (LSTCC, ldapTrustedCACerts)
attribute that the LDAP server trusts the CA that issued the clients userCertificates. In
the Client Authentication tab -> Trusted CA certificates, press|&,|and import the CA
certificates.

- Press the Save button to save the changes to the LDAP SSL configuration subentry.

The following figure illustrates the relevant settings of the LDAP SSL Configuration
subentry:
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2 ISSLcfgSASL
General | Cipher Suites Details 1 Client Authentication | All Attributes

Client Authentication
" Not required ' Required

SASL Authorization ID mapping:

IUse subjectDN from Certificate as the bind initiator ﬂ

Trusted CA certificates

Issued to: test-CA El ii %
=" Issued by:
ﬁlidﬁ'nbnv; ﬁﬂfion to 10.0... El ﬁ
=]
Issued to: VW-CA-OTHR-08 gl

=1 Issued by: VW-CAROOT-04
valid from 06.02.2008 to 05.0... [@|L|

Personal Security Environment (PSE) in files
Note: These fields are obsolescent. Use the above fields instead.

Valid root CAs file: I

Certificate revocation list checking
" Disabled * Enabled
CRL file list:

[ [6m

[ Tolerate missing CRL

[ Allow not yet valid CRL
Refresh CRLs

Save I Reset | Help |

Figure 68. LDAP SSL Configuration Subentry Client Authentication Tab for Smart Card Login

7.1.3.3.2. Configuring the DSA:

- Recall from the settings of the LDAP SSL configuration subentry that the LDAP SASL
Authz Id Mapping attribute specifies how the DSA determines the DN of the bind
requestor from the sasl bind credentials:

- For the default Use SubjectDN from Certificate of the bind requestor no additional
index is necessary.

- For Use the directory entry that owns the Certificate as bind initiator an initial index
for the userCertificate Attribute is required.

- For Use the directory entry that owns the email attribute of the Certificate Extension
altName as bind initiator an initial index for the email Attribute is required.

In our example it is not necessary to create an additional index because the default value is
used.

- If the LDAP server and the DSA are not colocated add the IP address to the
environment variable DIRX_SSL_HOSTS. (See "Environment Variables" in the DirX
Directory Administration Reference for details.)
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Now the DSA and the LDAP server are prepared to accept LDAP SASL binds with the
mechanism type EXTERNAL.

7.1.3.4. Setting up the Client

From the LDAP client perspective SCL is one flavor of SASL EXTERNAL binds. In the General
tab of the Server properties -> Authentication check SASL EXTERNAL bind and select
Smart Card (PKCS#11) for Client Keystore:

Elserver x|

General | options | wisibilicy | Password | LDAP Raot |

General

Mame: IMy-CDmpany (SCL)

Descripkion: I:mpany sample using smart card loging Color: !
Host Info

Hosk: IIu:ucthu:ust

Part: IF LDAP version: |3 i I
Server bype: IDirx Directory LI
Search base: ||:|=M~;.-'-C-:|mpan';.-' _l
¥ Use secure connection (LDWAP version 3 only) Test |

Authentication
{ Anonymous bind €7 Simple bind % SASL EXTERMNAL bind

Client Kevwstore: | Sl ene=lg R mst-S 0 ]

Location bto store server prufﬂe

Usetr Home

I

(04 I Zancel | Help |

Figure 69. Server Properties General Tab for Smart Card Login

Now DirX Directory Manager and the DirX Directory service are prepared to accept smart
card logins.

See the Release Notes for information about supported smart card types.

7.2. Basic Patterns/LDAP Functionality

This chapter provides information on the basic patterns supplied by the core component of
this application. It also covers the "core" LDAP functionality that forms an integral part of
the core component. Note that some advanced LDAP features like schema management
or subentry management are not supplied by the core component; they are only available,
if the corresponding plug-ins are installed.
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It is divided into the sub chapters

- Main Window

- Special Mouse Operations

- Positioning

- Abandoning an in Process Search
- View Panes

- Property Editors

- Standard Dialogs

7.2.1. Main Window

Windaw caption

Menuy bar
Tool bar
Wiem title

Yiews bar _
“Wiew area

Status bar

Figure 70. Main Window
The main window typically contains:
- The Window caption. The window caption is configurable. By default, it displays the
name of the profile and the name this application has been given.
- The menu bar
- The tool bar

- The view title. The view title repeats the name of the view that is currently selected in
the views bar

- The views bar
- The view area. The view area consists of view panes.

- The status bar

7.2.1.1. Menu Bar

The menu is configured in a file called menubar.xml. Plug-ins can modify and extend the
menu.
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Example:

File Edit Wew Schema Tools Help
Figure 71. Menu Bar

The core menu typically includes:

- File

- Edit

- View

- Schema (requires an additional plug-in, as it is shipped by DirX Directory Manager)
- Tools

- Help
Note that:

- Some menu items are available through
- The right mouse button, too
- The right mouse button only

- Drag and Drop is a way to move/copy entries you may find more convenient than the
clipboard functions cut/copy/paste.

- Plug-ins may refine the behavior of certain menu items to their requirements.

- Menu items may be gray if they are available but do not apply to or are not
implemented for the actual context.

- Certain menus or menu items, although implemented, may be absent because they
have been disabled.

7.2.1.1.1. File Menu
Here is an example of the file selection:
File Edit ew Schema Tools Help

@ DpeEn Server.. . Skrg+C
By Close Server

1 Sarver. ..

Re-login. ..

Change Password. ..

Irnportk. ..

Export...

% Properties. .. #Alt+Eingabe

Exit

Figure 72. File Menu
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- Open Server/Manage Server Profiles
- Server
- Login/Logout/Re-login
- Change Password
- Import/Export
- Properties
- Exit
Open Server/Manage Server Profiles

These two functions offer nearly the same functionality. For details refer to the description
of the "Standard Dialog" Open Server.

Allows you to add, delete, and change server profiles.

There can be several server profiles per server. Server profiles can - depending on
configuration data - apply to

- An entire view group
- A particular view
- A particular node in a tree pane

- A particular search pane
Note that the server profiles you need may come pre-configured with your installation.

For details refer to the description of the "Standard Dialog" Server.

Server

Allows you to enter the data required to connect to an LDAP server, especially the host
name and port number of the server to be addressed.

For details refer to the description of the "Standard Dialog" Server.

Login/Logout/Re-login

Allows you to bind/unbind from the LDAP server currently addressed. You are likely to
come across one of these alternatives:

Re-login

Disconnects from the LDAP server and does another bind then.
Login/Logout

Another Login assumes a preceding Logout and vice versa.

Logout disconnects from the LDAP server.
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For details refer to the description of the "Standard Dialog" Login.

Change Password

Allows you to change the password that belongs to the distinguished name that was used
for the currently active login. The topic "Changing Your Own Password" provides details.

Changing or deleting somebody else’'s password is possible, too, provided you have the
required access rights. See the topic User Password in Basic GUI Functions for details.

See also: Property Tab "All Attributes", Server, Reset Password, User Password

Import/Export

Allows you to export data from the LDAP server that is currently addressed into a file or
import data from a file into the LDAP server currently addressed.

Export
Export files can be:

- LDIF content files (http://www.ietf.org/rfc/rfc2849.txt)

- DSML VI files (http://www.oasis-open.org/)
Values only containing ordinary ASCII letters (with minor exceptions) are exported as is,
while others get base64 encoded. Exception: In case of DSML v1, DNs are always exported in
"native" UTF-8. Baseb4 (see also RFC 2045) regulates how to transform binary data into

printable data using nothing but the 64 characters "A-Z, a-z, 0-9, +, /". Base64 increases the
original size by 33%; it is not an encryption.

Notes

- The export of collective attributes is to be taken with a grain of salt, since it is impossible
to find out beyond all doubt whether an attribute is collective or not. So, as a substitute,
all attributes whose type starts with "collective", are taken as collective attributes.

- Access Control may keep you from getting certain entries or certain attribute values.

- Administrative restrictions configured at the LDAP server may cause the export
function to terminate uncompleted.

The advance button offers additional options.
Import
Import files can be:

- LDIF change files (http://www.ietf.org/rfc/rfc2849.txt)
- LDIF content files (http://www.ietf.org/rfc/rfc2849.txt)
- DSML VI files (http://www.oasis-open.org/)
- DSML v2 files (http://www.oasis-open.org/)
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As for the character encoding, the same regulations as with export apply; additionally,
"native" UTF-8 is recognized for attributes, too.

The advance button offers additional options.
See also:
- Exporting/importing certificates
- Exporting/importing JPEG images
Properties
Allows you to display the attributes of the entry currently selected in a separate window.

May also allow you to edit them. In edit mode, the layout of this window may or may not
change considerably. Push buttons explained through tool tips simplify the handling and
make it more convenient.

For details refer to Property Dialog, Property Editors, Property Pane and All Attributes/Right
Mouse Button.

Exit
Allows you to exit the application.

Note that this application will try to present itself at the next start-up just the way it
appeared at the time you exited it. For this reason, it tries to store related information on
disk or in the directory before finally exiting.

7.2.1.1.2. Edit Menu
Here is an example of the edit selection:

Edit  Wiew Schema Tools

bl Skrg+
Copy Skrg+C

B paste Strg+Y

> Delete EntF

Eemame... F2

Select Al

Figure 73. Edit Menu

- Cut/Copy/Paste
- Delete
- Rename

- Select All
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Cut/Copy/Paste

Allows you to use typical clipboard functions on currently selected entries. Works in list
panes and tree panes (crosswise, too). Works also between different instances of this
application.

See also: Drag&Drop.

Delete Entry

Allows you to perform standard "delete" functions:

- Deletes the entry/entries currently selected

- Checking off the "with all children" check button will cause all children to be deleted,
too (recursively)

- Note that a delete operation may fail due to the existence of administrative children
that are invisible to the client

Rename

Allows you to rename the object that is currently selected.

Notice the special LDAP feature "Retain old name". It allows you to let the old name survive

in the attribute that stores the last RDN. For the DN itself, however, only the new name

counts. Repeated execution of the rename function with "Retain old name" checked leads

to a number of values in that attribute.

For details refer to the description of the "Standard Dialog" Renaming

Select All

Allows you to select all entries in the list that is currently active.

7.2.1.1.3. View Menu

Here is an example of the view selection:

| Wiew Schema Tools Help
v [ Yiews Bar
Views b

W Tool Tips

Refresh FS
SMMP Trap Viewer
E Trace Outpuk

Figure 74. View Menu

. Views Bar im|

- Views
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- Tool Tips

- Refresh

- SNMP Trap Viewer
- Trace Output [&]

Views Bar

Allows you to display a window that offers access to views that are grouped into view
groups.

The views bar shows the available views and allows you to switch between views. In simple
configurations (for example, when there is only one view group that contains one view), the
views bar is not very useful. Selecting this menu item alternately checks the views bar (the
views bar becomes visible) or unchecks it ( the views bar is absent).

Views

Provides a cascading menu that allows you to select a view group and then a view. You can
also select a view in the views bar (if it is not hidden).

Tool Tips

Allows you to turn on or off tool tips.

Refresh

Allows you to refresh the data displayed in the current view by re-reading it from the server.

This function is usually also available in the tool bar.

SNMP Trap Viewer

Allows you to open the SNMP Trap Viewer.

Trace Output

Allows you to enable, disable and configure trace information and display it in a window.
This selection is only visible if the Trace Window plug-in is installed.

7.2.1.1.4. Tools: Options

This dialog allows for

- Locating the keystore that is to use for authenticating a server, if the client-server
communication is to be run based on a secure connection. By specifying a keystore that
doesn't yet exist, you can cause an empty keystore to be created.

- Managing keystores.
You can view details of certificates, delete certificates from, export certificates from,
import certificates into the keystore currently selected. You can change the password
that is required for managing the keystore.
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- Managing the smart card library.

:'h Options ﬂ

Security |

Mote that the keystore assignment made here applies to the entire
application. You cannot have different keystores for different views.
Re-assignments take effect only after restarting this application.

Location of keystore that provides the certificates used for server auth...

{* This application's installation folder € Jawa Runtime Environment {7 Other

IC:'I,F‘rn:ngram Filesiakasi Diry Managericacerts Set password, .,

Certificates

L e

=""1| cert_|dapserver Details.. . |
L';e'-_- dirx directory «8.0 Impart... |
2 testca Export... |
Deleke |

Smarkt Card

PECS#11 Library: IC:'I,WINDOWS'I,SystemSE'I,carst11.|:||| | Defaulk |
(4 I Cancel | Help |

Figure 75. Tools: Options Dialog Box

See also: SSL/TLS.

7.2.1.1.5. Help Menu

Here is an example of the help selection:

Help

&% Help F1

I;? Contextual Help  Umschalt+F1

abouk, .,

Figure 76. Help Menu

The help menu gives you access to:
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- Help system
- Contextual Help

- About box

Help

Gives you access to the Help System. It may take a little while to display help information
the first time you use it because it needs to perform some initialization tasks.

Contextual Help

Allows you to display contextual help information. When you use this function, the cursor
changes to K?. Now you can right-click anywhere within this application to display pop-up
help information that is specific to the context you selected by right-clicking on it. For
example, you can right-click an empty spot next to the toolbar to display pop-up help
information on the tool bar. If there is no context-sensitive help available for the selected
context, the cursor returns to its original shape.

About

Allows you to obtain information about:

- The version of the core component ("Framework")
- The versions of the installed plug-ins
- The version of the Java Runtime Environment (JRE) that started this application

- Additional data that is primarily used for maintenance purposes
Plug-ins may extend the about dialog.

7.2.1.2. Tool Bar

The tool bar is configured in a file called toolbar.xml. Plug-ins can change and extend the
toolbar and add additional toolbars.

Example:

EH | F 2400 |F|D| s 2@ X | SN

Figure 77. Tool Bar

Tool tips describe the menu items that a tool represents. Tools may be gray if they are
available, but do not apply to or are not implemented for the actual context. The tools
provided by the core component typically include:

. History buttons e =

- Back |s«g
Steps back one step in the history recorded for the currently selected view. The number
of steps you can go back is limited to avoid excessive memory consumption.
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" Forward | =
Steps forward one step in the history recorded for the currently selected view.

. Stop button €
Cancels the operation currently in progress. Not every potentially time-consuming
operation may offer to be cancelled. A plug-in may or may not support this feature, or it
may support it to some extent. Dialogs may block the main window. In this case, the
stop button is not accessible in the main window while the dialog is being displayed.
However, dialogs may offer their own stop buttons, typically a button like this one
| sStopsearch | Note that the button| Searchnow | may automatically change to

Stop search each time a search is initiated.

- Additional buttons, which are typically available both as tools and as menu bar
selections. Just take a look at the button’s tool tip.

7.2.1.3. Views Bar

Here is an example of the views bar:

Dirx Manager

My-Company

Configuration

L ]
L ]

Schema

Replication

Monitoring

Figure 78. Views Bar

The views bar is a window that offers access to views. You can also switch to a different view
with the view menu (unless this menu has been disabled).
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In the sample shown here (which, by the way, comes from a plug-in), you can see the view
groups called "DirX Manager", "My-Company" and "My-Company (SSL)", and the views of
view group "My-Company", called "Directory Entries", "Quick Search", "Configuration",
"Schema", "Replication", and "Monitoring". Possible differences between different views
include:

- Access to different LDAP servers

- Different restrictions, like different search bases, visibility of objects/attributes

- Different presentation (tree browsing, searching, ...)
A view is organized in

- aviewtitleandina

- view area made up of view panes.

7.2.1.4. View Area
Directory Entries & My-Comparry
Browse I e | Mame Phane Ernail azl
™ ;I
BB dxmC=Dirsmetahub 2| @ Hohner +F40(E9)2I5-42967
G- dwmC=Configuration (B Maver +49(59)235-42358
G- g cn=server_admin {# Reichel +43(89)235-64526
[ cn=DirkmetaRole-Svystembomair r@i Richker +49059)2 35~ 43456
=1t o=My-Campany 23 90, +1Z2 3... | John. Smithi
-3 ou=Accounting ng cmith John
By cn=admin
=184 ou=Development General | Info | &l Attributes |
----- i iy cr=Digger ]
----- rQ, cn=Filler Name
ﬂ cn=Marton Cormmen name: |Smith Jobin
----- rQ, cn=Tinker

-3 ou=Human Resources Eirst name: I Surnarme: ISmith
-0 ou=Payrol THe: I— Initials: I—
-3 ou=Product Development A initals:
[

-] au=Product Testing Description: ISaIes IManager

""" ﬁ th= F‘bEIE Communication
cn=Hohner
..... @) cn=Mayer Phane: [+12 34 567 890 Hame: |
----- i iy cn=Reichel ) .
----- i (i cri=Richter Faxi | Hobie; | [

il ..... @i cn=3mith John - | il Llpl

Figure 79. View Area Directory Entries

The view area presents the view that is currently selected in the views bar. The view area
consists of a "view title" and of "view panes".

A particular view typically offers a search pane or a tree pane, or a combination of both (as
shown in the previous screen shot), with an associated search result list pane and/or
property pane (also shown in the previous screen shot).

7.2.1.5. Status Bar

Here is an example of the status bar selection:
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localhost rQ, cn=admin, o=Myw-Company é & Ikem(s)

Figure 80. Status Bar

The status information provided by the core component includes:

- Context-dependent transient information such as the number of entries copied, upon

copying entries

- Connection information, such as the server currently accessed and the DN used for

login.
Use the tool tip mechanism to display server name and port number:

localhost 9 cr=admin, o=My-Comparny 2 B Itemis)

Sarver: My-Company (S5L)
Host: localhost:636

User: cn=admin, o=My-Compary

Figure 81. Status Bar with Tool Tip

An indication of a secure connection: é

- The number of entries displayed in the currently selected pane

- The number of selected entries displayed in the currently selected pane

Plug-ins may provide additional information in the status bar.

7.2.2. Special Mouse Operations
Some functionality is available through special mouse operations:

- Drag & Drop

- Tooltips

- Right Mouse button

- In tree and list panes

- In text fields

- In the All Attributes Tab of property dialogs/panes

- In the column headers of list panes

7.2.2.1. Drag&Drop

Drag and drop allows you to copy or move currently selected entries to different nodes.
Drag and drop works in list panes and tree panes (crosswise, too); and it works also

between different instances of this application.

See also: Clipboard functions in the Edit menu and in the property pane/dialog.

7.2.2.2. Tool Tips

This application makes extensive use of tool tips. Tool tips are contextual annotations that
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are briefly displayed when the mouse cursor remains on a context-sensitive spot, for
example, on a property value.

7.2.2.3. Right Mouse Button
The places where the right mouse button is functional include

- Tree and list panes
- Text fields
- The All Attributes Tab of property dialogs/panes

- The column headers of list panes

7.2.2.3.1. Tree & List Panes

Some menu items are additionally available through the right mouse button.
Some functions are solely available through the right mouse button:

- Copy to

- Filter (not implemented)

- Lock Account/Unlock Account
- Move to

- New

- Reset Password

- Search

Plug-ins can add menu items to the right mouse button and modify right mouse button
menu items.

Here is an example of the right mouse button selection (right-clicking the mouse on an
entry):
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" Dlew Erkry. ..

Search...

= @) Group
C',"D Cut Skrg+-s rQ, Internet Organizational Person
Copy Skrg+-C ,9, Crganizational Persan
@ Paste Skrg+i O] rganizational Linik
# Delete Entf
Rename. .. F2

Reset Password, .,
Lock Account. ..

nlock Account

Mowe Ta...
Copy To...
Export...

Y Propertiss. .. AlE+Eingabe

Figure 82. Context-sensitive Menu for a Selected Entry

Copy To

Copies a node including all its children to a different parent. Note that if the LDAP server
does not support simple paging, restrictions like time/size limit may keep this operation
from completing.

Filter

Filter (not implemented)

Displays a dialog that permits you to specify search restrictions for a one level search. Some
fields already contain contextual data taken from the currently selected entry. The search
result will appear in the tree as children of the actual node. That node is marked “(...)" to
indicate that the list of children is likely to be incomplete.

Move To

Moves a node including all its children to a different parent. Note that not all LDAP servers
support this feature.

New

Creates a new entry in the server currently addressed below the node to which the right
mouse button has been applied. Note that this operation may fail for several reasons, for
example:

- You do not have the required access rights.

- The LDAP server is configured so that it does not permit you to create a DN like the one
you have chosen.

Usually, the function offers a limited selection of possible types of objects:
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- Non-specific entry

- Customized object classes:

- Group

- Internet Organizational Person
- Organizational Person

- Organizational Unit

Depending on the number of possible types of objects, the core component provides four
variants (which plug-ins may or may not use).

Entry

If the type of object is not pre-specified, you must first complete a dialog like this:

L8rewbntry x|

Object class: Auxiliary object classes:
|;.- peErson ! O accessControlSubentey -
[ certificationauthority
icatinnEntity [ certificationauthorityy'z
?Dpsll_llira:nnF‘rncess [ callectiveAttribukeSubentry
cRLDistributionPoint [ cooperatingDsasSubentry
device [ databaseConfigurationsube
j':'m:i”t_ " O deobject
ernfckivity
JemictivityStatuspat |3 SXmADsGroup
HxmaAdaptar O dxmabsUser
dxmAgent [ dxmattributeConfig
dxm.ﬁ.TS. ) O dxmDataFile
:cmaktribukeMapping ]
dxmEindProfile L dxmExzkMailbos:
dxmiZentralZonfig O dxmEXgroupOfiannes
dxmChannel [0 dxmExmailbioz
dxmChannelbefinitior > | — o . ... . bl
1 | B Kl [ »

Ik I Zancel |

Figure 83. Selecting Object Class of New Entry

It allows you to specify (based on information provided by the server):

- One structural object class and (left half of dialog)

- A number of auxiliary object classes (right half of dialog)

For your convenience, the last recently used structural object classes are repeated in the
upper part of the left half of the dialog.

After you complete this dialog, you can complete the creation of the entry in a dialog like
this:
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Tab: Info:

E,u =My-Company Properties il

f# cn=,0=My-Company

f General | A2 Entry &CT T Info | Al Attributes |

Parent DN
ID=My-CDmpany |
Last RDMN

cn. I ﬂ

Mandatory attributes

sn I

Object classes

pErson - |

Lop

Ik I Cancel Help

Figure 84. o=My-Company Properties Dialog with Info Tab of the New Entry

This tab displays

- The Parent DN (read-only)
- The last RDN (red shadowed)

- All additional mandatory attributes (red-shadowed; there are no additional mandatory
attributes in the screenshot above)

- All Object Classes (read-only)

Tab All Attributes:
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E,u =My-Company Properties 5'

## cn=,0=My-Company
!Generall 5 Enkry .ﬂ.CIl ¥ Info T Al Attribukes |

Mame £ |'u'a|ue %l
cn
createTimestamp il
creatarsManme

ors =1
descripkion
[y cn=,0=My-Company I_ﬂ- |
rnodifiersMare —
rnadify Timestamp |

petson

objeckClass (2 values)
kop

seeflso

&n
kelephonetumber
userPassword

(] I Zancel Help

Figure 85. o=My-Company Properties Dialog with All Attributes Tab of the New Entry

This tab displays all attributes. The mandatory ones are highlighted in red.
You can assign multiple naming attributes, too. For details refer to "Renaming".

Group

If the object class "Group" is pre-configured, the dialog should look like this:
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r‘3,r|:|1u=5£|lu=_-s,v|:|n =My-Company Properties EI

# cn=,ou=Sales,0=My-Company

¥ General | /2 Entry ACT | 1Infa | ¥ Al Attributes

GraUp nane: I

Description: I

Members:

A

X [gm

DN/ |

| (0] I Cancel Help

Figure 86. Group Properties Dialog Box for ou=,0=My-Company with General Tab

The "Info" and "All Attributes" tabs have the same meanings as the Info and All Attributes
tabs of the "Entry" dialog.

Internet Organizational Person

If the object class "Internet Organizational Person" is pre-configured, the dialog should look
like this:
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E,u =My-Company Properties ) EI

# ch=,0=My-Company

¥ General | 22 Entry ACT | #Infa | 1 All Attributes

Mame

Cammon narme: I

Firsk name: I Surname: I
Title: I Initials: I

Descripkion: I

Communication

Phaore: I Horme: I
Fa:: I Mu:ul:uile:l
Address

Ik I Cancel Helm

Figure 87. New Internet Organizational Person Dialog Box with General Tab

The "Info" and "All Attributes" tabs have the same meanings as the Info and All Attributes
tabs of the "Entry" dialog.

Organizational Person

If the object class "Organizational Person" is pre-configured, the dialog should look like this:
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E,u =My-Company Properties

& cn=,0=My-Company

t General | 2 Entry ACT | 1Infa | § Al Attributes

Mame

Carmmaon narme: I

Surname: I

Title:

Description: I

Communication

Phone: I

Figure 88. New Organizational Person Dialog Box with General Tab

The "Info" and "All Attributes" tabs have the same meanings as the Info and All Attributes

tabs of the "Entry" dialog.

Organizational Unit

If the object class "Organizational Unit" is pre-configured, the dialog should look like this:

o]

Cancel

Help
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E,u =My-Company Properkties EI

] ou=,0=NMy-Company

¥ General | 22 Entry ACT | #Infa | 1 All Attributes

Organizational Unit:

Description:

Phiore:

Fax:

|
|
|
|
Address; |

(] 4 I Cancel Help

Figure 89. New Organization Unit Dialog Box with General Tab

The "Info" and "All Attributes" tabs have the same meanings as the Info and All Attributes
tabs of the "Entry" dialog.

Variants

Depending on the number of possible types of objects, the core component provides four
variants (which plug-ins may or may not use):

1. Objects of only one type can be created below the current node.
Here is an example (only persons can be created):

S:a@ Scenario

Figure 90. Only One New Object Type

2. Allimited selection of object types can be created.

Here is an example (only four types of objects can be created):
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Enkry. ..

Search... Iﬁ Graup
C',"D Cut Skrg+-s rQ, Internet Organizational Person
Copy Skrg+-C ,9, Crganizational Persan
Iﬂ Paste Skrg+i O] rganizational Linik
# Delete Entf
Rename. .. F2

Reset Password, .,
Lock Account. ..

nlock Account

Mowe Ta...
Copy To...
Export...

Y Propertiss. .. AlE+Eingabe

Figure 91. Four New Object Types

3. Alarge selection of object types can be created.

Here is an example
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(PNew ]

Select:

b ADS =
ﬁx ampaigniaener akor
ﬁx Dashboard

Ehb Dswin

a EventManager

ﬁx Exchange

Eh Flushitility

Ex GEnetic

Z4 HOMs

ﬁx History

ﬁx IdentityPalicy

Ex IdenkityService

2k JoEC

ﬁx MetaController

ﬁx Motes

E& Motification
b NT

E4k ODBC

ﬁx Feport

Ex Furtorkflow b
b SAPEPUM

b SAPR3HR =

S anrmo e

o I Zancel | Help |

Figure 92. Large Selection of New Object Types

4. The type of the new object can be entered via the keyboard.

Lock/Unlock Account

Allows to prevent logins with the distinguished name (DN) of the currently selected entry
or - if the entry is locked out already - to re-admit logins with that DN. Note that the server
may lockout the DN as well implicitly, e.g. after a configured number of incorrect logins.

Here is an example of the context menu:

168



E}E o=My-Company
[+ ou=~Accounting

=B ou=Development
- iy cn=Digger
[& W=

foenee

-] ou=Hurnan Search...

#-M] ou=Payral
_ -] ou=Product ® cut Strg+
Copy Strg+iC
B paste Strg+Y
> Delete EntF
Rename... Fz

Reset Password., ..

Lock Account, .,

LInlock. Account

Move Ta...
Copy Ta...
Export. ..

4 Propetties. . Alk+Eingabe

Figure 93. Lock/Unlock Account Context-sensitive Menu

In this example, the entry cn=Morton is marked (see note below!) locked out (visualized
through the prohibitory sign). Note that in a network being comprised of several DSAs
(supplier and consumers) the entry might be locked or marked locked at some DSA(s)
other than the one, this application is currently bound to. An entry being locked out at
some different DSA(s) only is not visualized through the prohibitory sign!

The context menu provides two items of interest here: Lock Account... and Unlock
Account....

- Both items are grayed out and not selectable, if the server does not appear to support

this functionality (more precisely: if the operational attribute pwdAccountLockedTime is
missing in the schema).

- Unlock Account... is offered even if the entry appears to be unlocked anyway, since it
cannot be excluded that the entry is locked out at some other DSA(s) (see above). The
chaining and shadowing mechanisms of DirX Directory are supposed to propagate the
unlock operation to all participating DSAs, particularly to the ones that are affected (if
any).

- Lock Account...

You can lock an account indefinitely or you can lock it till the "lockout duration" expires.
The lockout duration is an attribute of the "Password Policy" subentry that is supported
by DirX Directory. You also can revise your decision and switch between these choices

anytime.

Here is an example of your choices, when the entry is currently locked out indefinitely:
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ELDEI( account of selected enktry x|

= Laock account Bl lockout duration” expires

% Lock account indefinitely

K I Zance| Help

Figure 94. Lock account of selected entry dialog box for a entry locked out indefinitely

Same situation, but account lockout is not enabled or it is uncertain, whether account
lockout is enabled or not (because e.g. the password policy subentry could not be read):

ELDEI( account of selected enktry |

Account lockout takes only effect if enabled in
the server's password policy.

= Lack account Bl loclkout durakion” expires

% Lock account indefinitely

K I Zance| Help

Figure 95. Lock account of selected entry dialog box for lockout not enabled or uncertain

- Click Lock account till "lockout duration" expires, if you want to lock out the entry

temporarily for the time specified as Lockout duration; Lockout duration is one of the
settings the password policy subentry provides (find more about this in the chapter
"Password Policy").

- Click Lock account indefinitely, if you want to lock out the currently selected entry till

you possibly decide to re-admit logins by this entry or to lock it till the lockout duration
expires.

Notes:

- The functionality described here presupposes that (as DirX Directory do) the server

supports a password policy subentry that provides a number of settings to control how
passwords are used and administered, particularly a setting named "Lockout duration"
(more exactly: an operational attribute named pwdLockoutDuration). If the DirX
Directory Manager plug-in is installed, you are supposed to find more information on
the password policy subentry in the according chapter within this help. Moreover, you
may also have a look at the server documentation.

- Since Lock Account... and Unlock Account... only mark the DN to be" locked" or

"unlocked", in order to get your setting effective, make sure, that another password
policy subentry setting, namely the "Enable account lockout" (owdLockout) flag is
checked off.

- You are supposed to find the operational attribute pwdAccountLockedTime in the "All

170

attributes" tab of the Properties dialog of the entries of interest.
pwdAccountlLockedTime being



- absent means "not locked"
- set to the Ist of January 1970 00:00:00 means "locked indefinitely"

- set to any other time/date means "locked, till this time/date + lockout duration has
expired". So, changing the lockout duration in the password policy subentry affects all
temporarily locked-out entries. A successful login after lockout expiry causes
pwdAccountlLockedTime to be removed by the server, which means the entry is not
affected by modifications of Lockout durations any more

Reset Password

Allows an administrator to reset a user’s password. Causes a dialog like this one to pop up:

w4 Reset Password x|

Entry DR Icn=.ﬁ.bele,nu=5ales,D=My-Cnmpan';.f

Mew Password: I

Confirm Mew Password; I

(] I Cancel Help

Figure 96. Reset Password Dialog Box

Note that there is a subtle difference between this function and the modify password
functionality that is available as an ordinary attribute modification in all properties
dialog/pane:

When changing a user’s password with the reset password functionality, the server will be
informed of this modification being a "reset". The server will in turn - depending on the
password policy currently in place - force the user to update his password before granting
him any "productive" operation.

Note that this function is only available if the server indicates its support in the LDAP Root
DSE ("Password Policy Control"; Object Identifier, displayed directly or through tooltip:
1.3.6.1.4.1.42.2.27.8.5.1) and if an operational attribute named pwdReset can be set.

Furthermore, if the server keeping the DirX Identity users is set up, the mirrored
administrator user must be present in the Connectivity under the RDN
dxmC=Users,dxmC=DirXmetahub.

See also: Property Tab "All Attributes", Change Password, Server, User Password

Search

Opens a standard dialog as described in "Searching".

7.2.2.3.2. Text Fields

The right mouse button applied to a text field offers:
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. Select all
Selects the entire content of the text field

- Clipboard functions like Cut, Copy, Paste

- Occasionally, property-specific additional functions like "Check Number" in the example
to follow

& My-Company
General | 2 Subentry ACT| Infa | &l Attributes

Qrganization: IMy-CDmpany

Description: IM':.-'-CDmpan',.f Company

Phane: [+43 12 345 67 590
Check Mumber. ..
Fax: I
(i Strg+a
Address: My~ Comparsy Compal -
AEC Street 123 By Copy Shro+C
D-01234 City B paste Stra-+y
GErmany
Select All Skrg+&
ede | Help |

Figure 97. Property Specific Operation for Text Fields

7.2.2.3.3. All Attributes Tab

The all attributes tab that is available at some property panes and property dialogs has a
number of functions on the right mouse button:

172



r;F‘Smilzh John Properties

%, Smith John
Generall A2 Entry ACT | Info Al Attributes |

Mame | Walue

postal”ode
postofficeBox
preferredbeliveryMethod
preferredLanguage
registeredAddress
roomiurnber

secretary

seefilso

an Smith
st

street

telephoneMumber (2 walues)

telephoneMumber (2 walues) +12 34 5¢ % Bew
=

keletexTerminalldentifier

Einfg

kelexMumber
title dh Cut

wid Copy
userCertificate

Skrg+=
Skrg+C
Skrg+y

userPassword i
userPECS12
userSMIMECertificate

. Delete

Delete properky

EnkF

x1Z1Address
x¥500URIqueldentifier

||
=

o]

Zancel | Help |

Figure 98. Properties dialog box with All Attributes Tab for Smith John

- Click "New" to insert a new value into a property.

- Click "New Property" to create a new property.

. Click "Cut"/"Copy"/"Paste" for clipboard operations that affect the selected property

value.

- Click "Delete" to delete the selected property value.

- Click "Delete Property" to delete the entire property (same as "Delete", if property is

single-valued)

Note the menu changes to the text field menu if you click in the value field of a property

that is a text field.

7.2.2.3.4. Column Headers of Lists

Applying the right mouse button to a column header in (most) lists allows you to configure
the columns that are to be presented. Here is an example:
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Mame 7/

|Ph0ne

| Ernail

ﬂ Abagail McRonald
rQ, abdullah Davis
ﬂ abele

f# Action Maginley
ﬂ ada Kuehn

f# Adaline Tankavich
[Qi Adan Bartram

@i Adelaida Torberk
[Qi Adey Mavea

@i Adiana Qstifichuk
[Qi Adina Kolos

@i admin

[Qi Advance Wery
@i Agnella Anker

rQ, Agnesse Solodko

k. Anneces Troanlew

+1 206 209-6005
+1 303 263-4103

+43(80)235-67543

+1 804 350-1630
+1 815 239-8543
+1 513 462-5815
+1510916-1752
+1 804 913-8613
+1 415 133-5502
+1 804 642-7860
+1 206 439-6432

+1 615 659-2159
+1 303 670-2029

+1 13 507-3507
41 7MA 440-2705

I a=}
v
Abagail_Mc AmE —
bdullsh_ o DM
Last ROMN
fiction_Mac  Parent DI
p'da_—K"'Ehr v telephoneMumber
Adaine_To FacsimileTelephonehumber
Adan_Bark i
fdelaida_1 ¥ M
Adey_Maye description
Adiana_os! "
Adina_kolo OFE. .
Reset bo defaulk
ad W
VErEE v Auko resize mode
Agrella_an

Agnesse_Jolodko@airiuscom . com

-, -
fnneccs Trwnlewimdiviozearm com J

Figure 99. Context-sensitive Menu for Column Headers of Lists

If the number of possible columns exceeds a certain limit, the option "More..." is offered.
This option leads to a dialog that offers the complete choice available for the current list.

Recurring (=multi-valued) attributes display no more than the 10 values.

Note that the attribute value(s) can also be viewed thru the related tool tip.

The "Auto resize mode" automatically resizes all other columns, if you resize one column. If
switched off, only the column to the left of your mouse cursor resizes.

7.3. Positioning

A significant number of GUI elements present large enumerations of items, like entries in
tree or list panes or elements of combo boxes. The larger the list, the more tedious it can be
to scroll down or up to a particular position. In these cases, you can use this application’s
positioning abilities to make it easier to handle these enumerations: in tree panes, in list
panes and in many non-editable combo boxes, you can position just by typing in one or
more characters. A tool tip briefly indicates your typing. When using positioning:

- Make sure the GUI element in question has the focus.

- Type, for example,. "j" to position to the first item beginning with "j". Repeatedly typing
"" will position to the subsequent items starting with "jjj.." .

- Type, for example, "joe" to position to the first item beginning with "joe". Don't pause
when typing "joe". Otherwise you will position to "j" then to "o" and finally to "e".

7.3.1. Abandoning an In-process, yet Uncompleted Operation

Searching

There are several ways to initiate an abandon operation, depending on the context:

. By clicking @ in the Toolbar:

&

& 3

2> @QB | FD)s maXx|&N
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- By clicking | Stop search
Note that the| Searchnow |button may automatically change to each

time a search is initiated.

Browsing

Browsing the tree can be abandoned by clicking & in the Toolbar:

B e dQOB | F|0) s ma X|&N

Properties

Reading the properties of an entry is usually not an operation that lasts for too long.
However, there are exceptions:

- Network problems or server overload may occasionally prevent the server from reacting
as usual.
- Bulky entries (for example, entries having recurring attributes with numerous values)

may take a while to get transferred.

For those reasons, you can abandon read property operations by clicking "Cancel" in a
dialog-box displayed. Note that this dialog-box is not displayed if the server returns the
result rather quickly; and it automatically disappears as soon as the result arrives.

7.3.2. View Panes

View panes are the major building blocks for defining the overall appearance of this
application. Their arrangement is defined in a number of configuration files.

Plug-ins may include their own view panes.

This application’s core component provides a number of view panes (note that views
normally use only varying subsets of the panes provided), including:

- The tree pane

- The search pane (closely related to the search dialog)

- The list pane

- The simple list pane

- The property pane (closely related to the property dialog)

- Container panes, which organize the layout of other panes and do not display any data.
The core component provides the following container panes:

- The border pane
- The split pane

- The tabbed pane
- The titled pane
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7.3.2.1. Tree Pane

The tree pane allows you to browse hierarchical structures contained in the LDAP directory
in a tree-like manner. The tree view is typically accompanied by a list pane or a property
pane or a combination of both.

Here is an example of a tree pane:

- e=BY
EI @ o=Camposers
------ & cn=lgor Stravinsky
o=Fainters
B- ﬂi;l ou=Madern Painters
P L & crn=Marc Chagall
EI @ o=Yyriters
------- & cn=Alexander Green
------- & cn=Fedor Dostoevsky
EI@ [=Thessalaniki
- cn=Distribution List Sales

Figure 100. Tree Pane

E‘

If the server has implemented operational attributes such as "numSubordinates" and
"numAllSubordiates" and if access control grants read access to those attributes, the tree

pane may look like this:
-l demC=Dir<metahub

--.@j ch=admin

gl demC=Agents

g dermC=Configuration

g dymC=Connected Directaries

B dxmC=Groups

B@ dxmC=Scenarios

g dxmC=Schedules

g cr=server_admin

ﬁﬁgj dermC=uid-86b19a1c1-1c9d1 Fe-f767E27510--3000
g dymC=lsers

g dernC=\Warkflows

- ch=DitmetaRale-SystemDomain

o Cch=hlyv-Company

o=hly-Campany
l B gu=Accounting

9 o o=hy-Company

B ¢ has 15 one-level subordinates
01 o has 1150 all-level subordinates

xﬁﬁ

---IIEI o Mote: Entries may appear to be mizsing hecausea

[+ of - Timelsize limit has occured

[+ o - Subentries are counted in but are not shown

H-M o - Entries protected by access control are counted in but are not shown
+-Of] pu=Sales

....... L@ ch=user

Figure 101. Tree Pane Displaying Number of Subordinates and Number of All Subordinates

- Some entries (like cn=admin in the example above) do not show E in the first place,
since the server tells that there are no subordinates (do a refresh, if you expect that one
or more entries have been added below)
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- Tool tips show how many direct subordinates and how many overall subordinates an
entry has

- A sort of a pseudo entry may indicate in red that not all entries are available (which
typically happens due to a time or size limit or due to access control restrictions)

In combination with searching, you can use the tree for determining a search base -
depending on how it is configured - either automatically or by clicking a button located
next to the search base field.

To make a multiple selection:

- Click the first entry, press the shift key and click the last entry while keeping the shift
key pressed.

- Click any - not necessarily adjacent - entries while keeping the ctrl key pressed

Click a selected entry while keeping the ctrl key pressed to de-select it.

A problem of “flat” trees is that size or time limit typically prevents all "children" from being
displayed. On the other hand, with unlimited size and time, the number of entries returned

by the LDAP server may just be too big to be handled reasonably. This problem can be
approached in several ways:

- There is a search function available on the right mouse button

- There is a filter function available on the right mouse button

7.3.2.2. Search Pane

The search pane allows you to specify a search filter and initiate a search causing the server

to return all entries (or a subset if there are too many) that match your search filter.

Here is an example of a search pane and a Tree (=Browse) pane combined through a
tabbed pane:
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Browse Search

Search Base:

ou=>5ales, o=My-Cormpany

Object Class{es)

ftarwy) | _I
Search For: il j

IIZI'I

Iu:-:untains arry word af

ENNEN K]

Ial:uele hohner

Iand "I

IuserCertiFicate

Im}t is present

Ll L L

[T advanced Filker

Search now | Clear |

Ackive Search Profile:

(none) ll E él

Figure 102. Combined Search Pane Tab

This example shows three panes:

- A search pane
If the search pane is combined with a tree pane (like in this example), a special feature is
available: you can take over the search base from the currently selected entry in the tree
pane by clicking the button E‘ ("Get search base form tree"). Alternatively, the search
base may be configured to take the current selection automatically from the related
tree pane. In any case, you can overwrite this by clicking the button| ... | (the one to the
left of the E button); this button opens a window offering to select a value from a tree.
The optional server selection field is not configured.
Read about the other search options in section Standard Dialogs: "Searching".

- A tabbed pane, which allows you to switch between browsing and searching

- A tree pane (indicated)
Here is an example of a "slimmed down" search pane:

Search For: IanI Il:uegins withj |a| j Search now |i|

Figure 103. Slimmed Down Search Pane

Note that the button| Searchnow | may automatically change to each timea

search is initiated.
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7.3.2.3. List Pane

The list pane allows having entries (typically search results), more detailed: your choice of

their attributes, listed in a table and sorted by the attribute(s) of your choice.

Here is an example of a list pane:

Mame £ Phone Email |E'i',
ﬂ Abagail McRonald +1 206 209-6005 Abagail_McRonald@airiuscom. com il
,Q, abdullah Davis +1 303 283-4103 Abdullah_Davis@airiuscom. com

,Qi Abele +49(89235-67543

,9, Action Magirley +1 804 330-1630 Action_Maginley@airiuscom, com

[Qi Ada Kuehn +1 815 239-8543 Ada_Kuehn@airiuscom, com

[Qi Adaline Tankovich +1 813 4625315 Adaline_Tonkovichi@Airiuscom. com

@, Adan Bartram +1510916-1752 Adan_Bartram@airiuscom, canm

ﬂ Adelaida Torbert +1 804 913-3613 Adelaida_Torbertiairiuscom, com

,Q, fdey Mavea +1 415 133-5802 Adey_Mavea@airiuscom, com

{& adiana Ostifichuk +1 804 adz-7aa0 adiana_Ostifichuk@airiuscom, cam ;I

Figure 104. List Pane

- Double-click an entry to display a details dialog for the entry.

- Click an entry in the list with the left mouse button and (without releasing it) draw it
downwards or upwards in order to make a multiple selection. This way of making a
multiple selection is not available in the tree pane. Other ways (that are available in the
tree pane, too) of making a multiple selection include:

- Click the first entry, press the shift key and click the last entry while keeping the shift

key pressed.
- Click any - not necessarily adjacent - entries while keeping the ctrl key pressed.
- Click a selected entry while keeping the ctrl key pressed to de-select it.
- Right-click a column header to redefine what columns are to be displayed.
- Click a column header to sort the list according to that column.

- Click several column headers while pressing the shift or ctrl key to sort by multiple
columns in the order you select them:

Mame £ 1 Phone /3 Email /2

In the example shown here, the list is sorted by three columns in this priority:
1. Priority: Name

5. Priority: Email
6. Priority: Phone

7.3.2.4. Simple List Pane

A simple list pane is like a list pane, but has only one column.

Here is an example of a simple list pane:
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r@, Abagail McRonald ﬂ

r@, abdullab Davis

r@, abele

r@, Action Maginley

r@, ada Kuehn

r@, Adaline Tonkowvich

r@, Adan Bartram

r@, Adelaida Torbert

r@, Adey Mayea

## Adiana Ostifichuk ﬂ

Figure 105. Simple List Pane

7.3.2.5. Property Pane

The property pane allows you to read and edit the properties of an entry.

Double-click an entry to display a property dialog (as opposed to a property pane that is
embedded into the main window: A property dialog is a separate window that you can
resize up to the full screen).

The property pane usually has two modes (read and edit). In read mode, you cannot edit

any data.

The clipboard functions cut/copy/paste (cut and paste only in edit mode) are available on a
per attribute value basis. These functions also work between different instances of this
application. Note that (in tree and list panes) clipboard (and drag and drop) functions are

also available for currently selected entries.

Here is an example of a property pane in read mode:

f## Smith John
eneral  Info | all .ﬁ.ttril:uutesl

DM

Object classes

cn=armith John, ou=5ales, a=My-Campany

kop

person
organizationalPersan
inetorgPerson

Creation / modification

Creation bime: |13.DS.2IZII33 16:17:49

Figure 106. Property Pane in Read Mode
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Modified by I
[
Edit | Help |




For information about the buttons shown on the right-hand side in the figure, see the topic

Property Editors: Summary. This topic also describes how to view property values that do

not fit into the value field.

Click Edit to change to edit mode. Click Save or Reset (these buttons appear when you
click Edit) to change back to read mode. The property pane may change its appearance

significantly between edit mode and read mod

Read-only mode: ﬂl (you cannot change to edit mode)

Read mode: __ Edt | Help |
Edit mode: Save Reset | Help |
blocked.

Note that plug-ins may add additional buttons

e.

Note that in edit mode the rest of the GUI is

here.

Here is an example of a property pane in edit mode:

f# Smith John
General | 22 Entry ACT | Info Al Attributes

Mame | Yalue

audio -
businessCategory

carLicense

cn Smith John

departmentiumber

descripkion

destinationIndicator

displayMame

employestumber 003000
emploveeType
fFacsimileTelephoneMurnber

givenklame

hiomePhone

homePostaliddress

initials ;I

| Save I Reset |

Help |

Figure 107. Property Pane in Edit Mode

For Password modifications, see also "Reset Password".

7.3.2.6. Container Panes

Container panes, which organize the layout of other panes and do not display any data. The

core component provides the following container panes:
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- Border
- Split

- Tabbed
- Titled

7.3.2.6.1. Border Pane

Border panes are used when the size of a pane is to dynamically extend/shorten, as soon as
one or more other panes need less/more room due to some action performed on them.

Here is an example of the use of a border pane:

Search Far: Icn;l Ibegins with;l IQ ;I Search now |i|

Mame ¢ | Phone | Emnail |Ii'f'.r

rgi Abagail McRonald  +1 206 209-6005 | Abagail_McRonald@airiusconn, ..
rgi Abdullab Davis +1 303 253-4108  Abdullah_Davis@airiusconm, com

i Abele +49(E9)235-67 ..,
rgi Ackion Maginley  +1 804 330-1630  Action_Maginley@airiuscanm, com
rgi Ada Kuehn +1 813 239-85943  Ada_Kuehn@Airiuscomm, com

rgi Adaline Tonkovich  +1 818 462-5815 | Adaline_Tonkowvichi@airiuscom, .
rgi Adan Bartram +1510916-1752  Adan_Bartrami@Airiuscom, com
rgi Adelaida Torbert  +1 804 913-8613  Adelaida_Torberb@airiuscom.c, .,

rgi Adey Mayea +1 415 133-5802  Adey_Mawea@Airiuscon, com

rgi Adiana Ostifichuk,.  +1 804 642-7860  Adiana_Ostifichuk@airioscam, ..

rgi Adina Kolos +1 206 439-6432  Adina_Kolos@airiuscom, com LI
T [

Figure 108. Border Pane with Invisible Part

In this example, the border pane (which is invisible) separates a search pane ("Search for ...")
from a list pane so that the space that the search pane is to occupy is minimized. The next
screen shot shows what happens when you fade-in the search base by clicking the button

# | A new line appears in the search pane causing it to expand automatically just as much
as needed, while the list pane automatically shrinks accordingly.

Clicking the button again (in this situation it looks like | ¥ |) makes the search base
disappear, the size of the search pane automatically shrinks while the size of the list pane
expands; that is, the layout returns to the one previously shown.
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Search Base: |3=r~'1';.f-Cu:umpan':.f

ll J Search now |i|

Search Far; IanI Ibegins withLI

P

Mame 4 | Phone

A

| Ernail |

rgi Abagail McRonald  +1 206 209-6005
r@i Abdullah Davis +1 303 253-4105

) Abele +49(591235-67 ...
rgi Action Maginley +1 804 350-1680
() Ada Kuehn +1 815 239-8543

rgi Adaline Tonkovich  +1 813 462-5515
rgi Adan Bartram +1510916-1752
rgi Adelaida Torbert  +1 804 913-3613
rgi Adey Mavea +1 415 133-5802

Abagail_McRonald@diriuscom. ... ﬂ
Abdullah_Davisi@airiuscom. com

Action_Maginley@airiuscom, com
Ada_Kuehni@diriuscon, com
Adaline_Tonkovichi@airiuscom. ..
Adan_Barkram@airiusconm, com
Adelaida_Torberb@airiuscom.c...
Adey_Mavea@Airiusconm, com

Figure 109. Expanded Border Pane

7.3.2.6.2. Split Pane

A split pane separates two other panes and allows you to increase the size of one pane at

the expense of the size of the other one.

Here is an example of a split pane:

Mame £ Phone Ernail |E'3
() Action Maginley +1 504 380-1680 Ackion_Maginley@airius. ., ﬂ
,Qi Adina Kaolos +1 206 439-5432 Adina_Kolas@airiuscom. ...

,Qi Advance Wery +1 518 A59-2159 Advance_‘Wery@airiuse, .

,Qi Akin Ankaft +1 408 110-5713 akin_Ankofe@Airiuscon, . ..

,Qi AlFans Inniss +1 71 195-2555 Alfons_Inniss@airiusca, .,

,Qi Alison Basu +1 415 797-2865 Alison_Basu@airiuscon, ... 'I
D Al = Thi L1 Cin a0 cnTT All Thi HTH

] Accounting
General | infa | All Attributes |

Qrganizakional Unit: I.ﬁ.ccnunting

Description: I

Phone: I

Fax: I

address;

Help

LEI—L

Figure 110. Split Pane with List Pane and Property Pane

This example shows three panes:

- Above: a list pane

- In the middle: the split pane (the horizontal bar)
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If the mouse button hovers above a split pane, it changes its appearance like this I or
like this +—. If you left-click the split pane with this appearance of the cursor, you can
resize the related panes (enlarging one at the cost of the other one).

- Below: a property pane

7.3.2.6.3. Tabbed Pane

A tabbed pane allows you to switch between two or more other panes thru clicking tabs.

Here is an example of a tabbed pane:

Browse | Search |

[ty dxmiC=Dirsmetabub =
-- cn=Dir¥metafole-Swsteml
=- o=My-Company

-3 ou=accounting

E]I]{j ou=Development
rQi -n=Digger

fgi cn=Filler
fgi cn=Morkon
; fgi cn=Tinker
El{gl oll=Huran Resources
El{gl ou=Payral .
ﬂ{j ou=Product Developr
El{gl ou=Product Testing
-3 ou=5ales

> rgi cn=Abele -
Kl T

Figure 111. Tabbed Pane

This example shows three panes:

- On top: a tabbed pane
The tabbed pane allows you to switch between two or more different panes by clicking
the tab for the pane you want to display.

- Below: a tree pane

- Another pane (indicated)
Clicking the search tab causes the search pane to be displayed while the tree pane
currently on display is hidden.

7.3.2.6.4. Titled Pane

A titled pane adds a title to another pane, usually on top of the other pane.

Here is an example of a titled pane:
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Figure 112. Titled Pane
This example shows two panes:
- On top: a titled pane: "Shadowing Graph"

Titled panes serve just for descriptive purposes.

- Below: the shadowing graph of a shadowing agreement.

7.3.3. Property Editors

When you click a property value in the edit mode of a property dialog or a property pane,
this application will show one of the following responses:

- No response at all, because the property cannot be changed this way.
Here are some examples:

- DN (Distinguished Name)
Use the Rename and/or MoveTo function to change a distinguished name

- cn (Common Name)
Use the Rename function to change a common name

- CreateTimeStamp; CollectiveTelephoneNumber
Changing operational or collective attributes is usually not possible

- The affected property becomes editable. The core component provides property editors
for the following attribute types:

- Attribute with DN Syntax
- Boolean

- Country String

- The default: Directory String
- Generalized Time

- Fax Number

- 1A5

- Integer

- Jpeg Photo

- Numeric String

- Object Class

- Postal Address
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- Printable String
- Telephone Number
- User Certificate

- User Password

There is a number useful buttons located on the right-hand side of the property dialogs, as

shown in the following figure (also indi
mouse key):

riﬁﬁmith John Properties

{# Smith John
Generall A2 Entry ACT | Info Al Attributes |

cated are the operations available at the right

descripkion

Mame £ | Yalue %l
cn Srnith John ;I
createTimestamp 13.05.2003 16:17:49 ﬁl
creatarsMame J E|
departmenthumber =
4|

destinationIndicator B hew Einfg
displayMame % ey Properky
DM cn=
employeshumber 00: dh Cut Strg+a
emploveseType Capy Skrg+C
FacsimileTelephoneMumber B paste StrgHY
givenhamne
homePhone > Delete Enkf
homePostaldddress Delete property lI

(0] 4 I Zancel | Help |

Figure 113. Properties dialog box with All Attributes Tab for Smith John

Use these buttons to:

=

e

- Insert a value

(also available through the right mouse button). This function may not

be present, depending on what type of node is currently selected.

- Delete the selected property value

X

(also available through the right mouse button)

=

- Create a new property |,

(also ava

ilable through the right mouse button)

£

- Display only editable properties

- Exclude empty properties from being displayed

If a property value is too long to be displayed in the visible part of the display field, you can
resize the column or the entire window, or just position the cursor in the value field and

wait for the tool tip to appear:
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displayhame
LIl ch=amith John, ou=3ales,0=M...

employeetumber OrE000
| cn=amith John,ou=5ales,0=My-Company

emploveeType
facsimileTelephone. ..

Figure 114. Tool Tip for Long Value

Note that the tooltip will be on display only for a while. Alternatively, properties with
directory syntax typically offer to view/edit lengthy values in a re-sizeable dialog.

7.3.3.1. Attribute with DN Syntax

The attribute with DN syntax editor allows you to assign a DN to an attribute with DN
syntax:

MIEH=REiEhE|, ou=5Sales,o=Mv-Company

Figure 115. DN Syntax Editor for the seeAlso Attribute

Click"| ... |'" to open a dialog that offers searching and browsing facilities for the DN of
interest. Altematwely, you can just type the DN into the value field.

Click to display the referenced entry.

7.3.3.2. Boolean

The boolean attribute editor allows you to edit boolean attributes. A boolean attribute
shows one of the following appearances:

Figure 117. Boolean Editor with Value TRUE

7.3.3.3. Country String

The country string editor is a combo box like:
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Albania (ALY

Algeria (DF)

American Samoa (A5
Andarra (AD)

Angola (AC)

Anguilla (Al

Antarckica (A0

Antigua and Barbuda (AE)
Argenting (AR

Armnenia (A

Aruba (AW

Auskralia (ALD

Auskria (AT

Azerbaijan (A7) -

Figure 118. Country String Editor

7.3.3.4. Directory String

The directory string property editor is the default editor. It applies to attributes with syntax
Directory String and to all attributes with a syntax that does not have a corresponding
dedicated property editor.

This editor provides a simple editable text field. In order to make reading and editing
lengthy directory strings more convenient, the context menu offered through the right
mouse button typically includes an "Edit" function that pens a re-sizeable dialog:
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LM Digger Properties x|

f# Digger
General | 2 Entry T | Info | Al Attributes |

Mame

Cammon narne: IDigger

Firskt nare: I Surname: IDigger
Title: I Initials: I
Description: ISaIvage Clerk
Edit

Communication

& cut Strg+x
Phiore: I+44 1902 111111 % Gy SEYgHC
Eam: |+44 190z 111112 ﬂ Faste Skrog+y
Address Seleck all Strg+a
FLAT S6E
24 Dougan Streek
Fordhouses

Wi olverhampton
West Midlands
Wil 0FF

K I Zance| Help

Figure 119. Digger Properties Dialog Box General Tab

r‘3||:|\=_-5|:ri|.'|ti|:|n 3 il

Salvage Clerk

[+ 'waord wrap

Ik I Zancel

Figure 120. Directory String Editor Edit Operation

7.3.3.5. Generalized Time

The generalized time editor allows you to edit the date and (local) time.
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03.05.2012 12:539:35 ER

4 Mai 2012 b
So Mo Di Mi Do Fr Sa
291 2 3 405
& 7 |E|9 1011 12
13 14 15 16 17 18 19
20 21 22 23 24 25 26
FEEEI0FL | 2

K] el
®he tfo e :

Figure 121. Generalized Time Editor

Click to use your mouse to edit the date/time. Alternatively, you can just type the
date/time in the value field.

The line that allows you to edit the time is not available under all conditions.

7.3.3.6. IA5

The IA5 editor provides a simple editable text field that is restricted to the character set
defined by IA5 (http://www.itu.int/rec/recommendation.asp?type=folders&lang=e&
parent=T-REC-T.50).

Hex 20 to hex 7E, including “@”.

7.3.3.7. Integer

The integer editor provides a simple editable text field that does not take any characters
other than digits that comply with a number in the range 0 to 2** -1 (=4294967295).

7.3.3.8. Jpeg Photo

Use the Jpeg editor to perform the following actions on JPEG images:

- View | &
- Export | IH
- Import | (&
- Delete |

Here is an example of a Jpeg editor:

|0 @ |
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Figure : Jpeg Editor

7.3.3.9. Numeric String

The numeric string editor provides a simple editable text field that does not take any
characters other than digits (O to 9) and space.

7.3.3.10. Object Class

The object class editor allows you to edit object classes:

'nkiLlser| ;I

accessControlSubentry
certificationAukhority
certificationAuthority'z
collectivesttributeSubentry
cooperatingDsassubentey
databaseConfigurationsubenty
dcObijeck

dxmADsGEroup

dxmaDslser
dxrattributeConfig
dxmDataFile

dxmEX2kMailbo;
dxmEXgroupOfMames
dxmExmailbo
dxmExremoteaddress
dxmHDpersan

dxmIniFile

dxrLMgroup

dxmLMuser

dxrmMappingScript -

Figure 122. Object Class Editor

Note that you cannot add, delete or change structural object classes; only auxiliary object
classes can be added, deleted or modified.

7.3.3.11. Phone/Fax

The phone/fax editor allows you to edit a phone/fax attribute. Click the value field to change
it to inline edit mode. Right-click the value field and select "check number..." to have a
dialog displayed like the one shown in the following figure:
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w8 Check Phone Number _ |

Mumber details

[+43 89 43 36

CounkryfRegion: |Germany (+49) ;I

CitwArea code: Gabnr‘ (+241) -
Gambia (+220)

Local number; Georgia (+995)

W Check number faNana (+233)
Gibraltar {+350)

Great Britain AMD RLI (+34)

Greece (+30) el I |
I |

Figure 123. Phone/Fax Editor Check Phone Number Dialog Box

7.3.3.12. Postal Address
The postal address editor allows you to edit a Postal Address (6 lines a 30 characters):

My-Corpany Company
BB Street 123
D-012354 Ciky

Germarny

postaladdress

Figure 124. Postal Address Editor

7.3.3.13. Printable String

The printable string editor provides a simple editable text field that is restricted to the
character set known as printable string (http://www.itu.int/rec/recommendation.asp?
type=folders&lang=e&parent=T-REC-X.208):

Ato Z, ato z, 9-0, <space>, ‘)(+,-./:=?

This editor cannot be applied to email addresses, because the "at" character (@) is not
available.

7.3.3.14. User Certificate

Use the user certificate editor to perform the following actions on user certificates:

- View
- Import | i
- Export |[E
- Delete |

Here is an example of a user certificate editor:
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Issued to: - )

Issued by: byC Issuing C& EE Auk, ..

userCertificate ralues) ¥alid from 30.05.2014

=== Issued to: &bele @rl
oy )
= Issued by: MpCom Issuing CA EE Enc...

userCertificate (2 values) valid from 30.05.2011 to 30.05.2014

Figure 125. User Certificate Editor

When clicking the view button |Ef|the Certificate Details are displayed:

w8 Certificate Details x|

General | petails |

Issued to: Apkele
| Issued by: hiyCom Issuing CA EE Enc 2011
¥alid from 30.05.2011 to 30.05.2014

O

Certification Path

) CN=MyCom Issuing CA EE Enc 2011
# Ch=2Ahele

Figure 126. Certificate Details Dialog Box

7.3.3.15. User Password

The user password editor allows you to change your own or someone else’s password
(depending on the selected entry). Click the value field to display the editor, which is shown
in the following figure :

Ethange Password ; x|

Mew Password: I****

Coanfirm Mew Passward: I****

Ik I Zancel

Figure 127. User Password Editor

Deleting a password works the same way as deleting any other property.
Note that multivalued user passwords are not supported by this application.

See also: Reset Password.
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7.3.4. Standard Dialogs

The core component provides the following standard dialogs:

- Binary Attributes

- Changing Your Own Password

- Choosing a Distinguished Name

- Exporting

- Importing
- Login

- Naming

- Properties
- Renaming
- Searching

- Server

7.3.4.1. Binary Attributes

Binary attributes other than certificates and jpeg photos are indicated in the all attributes

tab like this ("audio"):

Enctiun Maginley Properties

% Action Maginley

Generall B Entry ACT | Info Al Attributes |

cn
createTimestamp
creatarsMame
departmentMumber
descripkion
destinationIndicator
display®ame

(el
emplovestumber

EERLEE DRty Fpethe

Marne £ | Yalue %l
audio BIMNARY (518576 Bytes) Elglj El
husinessCategory

carlicense Br2T3aL0 %l

Action Maginley
20.02,2003 14:54:45

el

5342
This is Action Maginley's descripkion

cn=Action Maginley, ou=Accounting, ...

=

T

Figure 128. Properties dialog box with All Attributes Tab and binary audio value for Action

Maginley

Clicking the
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Help

o]

Cancel |

button allows to save the currently selected value in a file.



Clicking the | {Z| button allows to import a binary value from a file.

Clicking the || button displays a window that shows the value as hexdump:

Olfes0 e a6 10 45 &7 41 ad 42 &4 ca cb
Olfefl 7f &8 ag 21 EZ8 Zh ZE 4 09 Ea a4
Ol£f00 cEZ L& 14 00 77 59 Ebh e0 Za 20 93
Ol£fl0 04 c4 b0 &4 44 52 04 &1 24 1% 57
Olffz0 af 48 a9 0% 04 258 Z4 &4 &2 55 Eb
Olff30 zb 08 08 1% 0 EE 02 &4 11 04 c2
Olff40 14 04 4b 40 24 11 Za d& &6 b7 =3
OLE£ED af la b0 db 36 2b B7 01 £fc 38 27
OlffE0 dbh al 3e 7f 21 91 6f ca 56 ad a3
OLlE£70 38 TE 21 fd 3e 9 ed e? £33 53 41
Olf£s80 zd 26 42 ol E8 29 ca ZE 48 cof 73
Olff90 31 ZE E9 41 48 14 E4 &l Ea 28 59
Olffal Oz 08 E4 12 EZ A0 56 a8 a4 1d ac
Olffb0 04 c4 do da af 28 00 a2 40 7e &4
Olffe0 dl 48 af 0f % Sc b4 34 46 bd 41
Olffd0 ae cZ lb 01 45 94 50 28 20 al dc
0lffel 12 0c 1lb dl 41 &c c2 0c 20 &6 09
Olff£0 G0 92 cZ2 00 b3 b0 Ob 44 b4 44 04

Qzoooo 41l ee 45 ae e0 ee 00 && ad 57 bO
Kl

Ea
23
11
&l
ol
bE
23
e’
a1
oL
az
40
da
la
40
54
b2
31

2ec

21
&l
ac
ad
20
o1
£z
a7
3f
£2
&0
l4
oz
1d
&l
=l
1]
45
70

dl
Oe
31
z0
ae
0g
d3
z7
al
91
e
78
fe
Sa
ff
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a8
1a
d7?

cE
da
Ze
ch
11
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1z
Th
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LE
za
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2d
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=
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22
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Oa
z8
oo
Sz
ol
15
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O00E
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ovoo
oooT
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oooo
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oooo
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oooo
oooo
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Figure 129. Binary Value Window

7.3.4.2. Changing Your Own Password

(To change somebody else’s password, see the topic User Password).

This dialog allows you to change your own password; that is, the password that was used in

the previous Login.

Here is an example:

r';:"4"‘l:h;:mlgne Password

User DM Icn=admin,n=My-CDmpany
Old Password: ||
Mew Password: I

Confirm Mew Passward: I

o |

Cancel

Figure 130. Change Password Dialog Box

Note that multivalued user passwords are not supported by this application.
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7.3.4.3. Choosing a Distinguished Name

This dialog allows you to choose a distinguished name that contains all valid values, either
by browsing a tree or by searching. Here is an example:

Search Base: ||3=My-CDmpany ﬂ J Search now | ﬂ
Search far: I vl Ibegins with LI Ia LI

Mame ¢ | Phiorne | Email ‘EF',

Figure : Choosing a Distinguished Name Dialog

7.3.4.3.1. Exporting

The Export dialog allows you to specify details regarding the current export, including the
file format for the export, the name of the export file, and the entries to be exported. Here is
an example of the Export dialog:

Farmak: LCIF -
File: IC:'I,Expcurted'l,DeveImeent.Iu:IiF ;I v |

Selection: In:nu=DeveIn:npment,D=M';.f-C-:|m|:|an':.f

Expork

{* Zelected entries and all children
i Selected entries
{" Selected entries and intermediake children

{" Intermediate children

" All children

™ Filcer |

More Settings

(none) Edit... |
Clear |

Ik I Cancel |

Figure 131. Export Dialog Box

More settings are available through the "Advanced Export Options" dialog. This dialog is
composed of two tabs: the General tab and the Attribute Restriction tab. Here is an
example of the General tab.
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& Advanced Export Dptions I

Genetal | Attribute Restriction

[T Export collective attributes

[~ Expart operational attributes:
% 4l operational attributes

{0 The following operational attributes:

& Creator's Name
& Creation Time
& Modifiet's Mame
& Last Modified

Maximurn charackers per line: I??

(0] 4 I Cancel

Figure 132. Advanced Export Options Dialog with General Tab

The available selections are:

- Export collective attributes

- Export all operational attributes
Note that, apart from access control restrictions, the server may decide not to return
certain operational attributes, e.g. operational attributes that are expensive to locate.
Some servers do not support this option at all.

- Export a named set of operational attributes

- Limit the number of characters per line (default is 77)

Here is an example of the Attribute Restrictions dialog:
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Endvanced Export Dptions x|

General  Attribute Restriction

fvailable attributes; Selected attributes:

accessControlche = | C
adrministrativeRole—
aliasedObjecttanm
altServer
applicationEntity
approximateMatch
associatediame

attribukelnde:: i |
atkributeTypes RV B
audio
auditPalicy - Remove |
aukthorityRevocati
businessCategory < <- Remove all |
A ertificate

carlicense

certificateRevocat

cn

collectiveExclusion
allarbiveaF s cirila il
4 3

% Ignore selected attributes during the export

{ Export only selected attributes

K, Cancel

Figure 133. Advanced Export Options Dialog with Attribute Restriction Tab

7.3.4.4. Importing

This dialog allows you to specify details regarding the current import:
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5=Hl_ . 'E xported ! Development. Idif ;I |
Import operations {applicable only to LDIF content files)

Entry related:
% add entry only (impart Fails For already existing entries)

= Modify entey only (import Fails For inexistent entries)
{ Modify entrey if entey exists, Add entry otherwise

Attribute related {applicable only to attributes that are ko be modified):
{* Replace attribute values

{0 Add atbribote values

Error handling

[T Record rejected entries in a text file

[~ Stopimport after first errar

More Settings
(rone) Edit... |
Clear |

O I Zancel | Help |

Figure 134. Import Dialog Box

- The radio buttons "Add entry only", "Modify entry only", "Modify entry if entry exists,
Add entry otherwise" apply to LDIF content files only and are ignored otherwise ( if the
file is recognized as a DMSL vl file, which is sort of a DMSL content file, only Add entry is
possible). In case of modify entry, the affected attribute values, as they exist in the
servers' database, will be replaced by the ones found in the file. Attributes that are
missing in the import file do not affect the corresponding attributes in the server’'s
database at all, particularly they do not cause those attributes to be deleted.

- The radio buttons Replace attribute values and Add attribute values apply only to
entries that are to be modified. Add attribute values fails with error

- For attributes that are single-valued and have already a value in the server's database

- For attributes that are multi-valued and the set of values possibly stored already in the
server's database and the set of values found in the import file are not disjoint.

- Check Record rejected entries in a text file if you want to save rejected entries together
with the associated error message in an LDIF file. The error messages pre-pend the
respective entries in the form of comment lines. Just before it completes, the import
function pops up a file selection dialog if there is at least one erroneous entry. If you do
not check off this check button, erroneous entries are only displayed in the progress
dialog.
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- Check Stop import after first error, if you want to have the import operation
discontinue as soon as the first error occurs.

- More settings are available through the push button More settings...

- A progress dialog like the one depicted below displays the DNs of the rejected entries
and the belonging error messages and allows you to cancel the import any time.

Errars:

ou=Development, o=My-Company: 63, Already exists il
Error message returned by server:
"[DSA]Enkry already existsiou=Developrment, o=My-Campany”

4 o il

Figure 135. Import Progress Dialog Box

Note: If the file that is to be imported does not appear to be LDIF or DSML compliant, the
import will be refused with an error message. There is one exception: multi-line attributes
in LDIF files must be base64 encoded; however, they are also accepted here, if they appear
as text with the individual lines being separated by hex "O1".

7.3.4.4.1. More Import Settings

This dialog allows you to restrict the import operation to a specified set of attributes (the
ones that appear or - depending on the radio button at the bottom of the dialog - do not
appear in the Selected attributes field)
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Endvanced Import Options

Attribute Restriction |

fvailable attributes;

access_ontrolschemne il
aliasedObjecthame
altServer

applicationEntity
approximateMatchingPoli

associatediarne fdd -=

atkributeInde:x

add all -= =

atkributeTypes

audio <- Remove

auditPalicy
authorityRevocationlist

- Remove all |

businessCategory
C
A ertificate

carlLicense o
4 | | 3

{* Ignore selected attributes during the impaort

{7 Import only selected attribukes

Selected attributes:

administrativeRole

Ik

Cancel

Help

Figure 136. Advanced Import Options Dialog with Attribute Restriction Tab

7.3.4.5. Login

The login dialog allows you to exchange authentication information between you and the

LDAP server.

Here are examples for the Login dialog:

- Performing a simple authenticated or anonymous bind:
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Server: IMy-CDmpany (localhost: 339% LI

User DM l:n=admin,D=My-CDmpany ;I

Passwoard; I

Ik I Cancel Anonymaus | Help |

Figure 137. Login Dialog Box for Simple Authenticated or Anonymous Bind

- Performing a smart card login:

Eoon

Server: Ié My-Company (SASL: Smart Card Logind (localhosk: 1638} LI |

Client Kewstore: ISmart Card (PECS#11) ll |

Figure 138. Login Dialog Box for Smart Card Login

- Performing a file based SASL EXTERNAL bind:
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Server: Ié IMy-Company (SASL: File Mayer) (localhosk: 1656) LI |

Client Kewstare: |Fi|eﬂ IPKCS#IZ: Chakos\ClienthConfimayver.pl12 |

Password: I

Figure 139. Login Dialog Box for File Based SASL EXTERNAL Bind

In order for this application to be able to connect to a server, you must:

- Specify a server
Click the Bew. .. button in the Manage Server Profiles dialog to create a server
profile, if no suitable profile is available, or click the button to edit the currently
selected profile.

- Specify login information

- Specify a DN (Distinguished Name) and a password for a simple authenticated bind or
alternatively log in "anonymously"
If "anonymous" is checked in the selected server profile, the DN and password fields
should be grayed out and are not editable.

- For smart card logins, insert the smart card into the reader and specify the PIN.

- For file based SASL EXTERNAL binds, press the| ... | button and browse to the file
location of the JavaKeyStore (jks) or PKCS#12 formatted container (.p12) with your
private key and public key certificate(s) and specify the local passphrase (the password)
that protects the jks or .p12 file.

Note that you may be offered read access only, or read and write access- depending on
the access policy settings in the server dialog.

7.3.4.6. Naming

Use the naming dialog to assign a name to an object that you are creating.

Here is an example:
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ENEW Collective attribute subentry i x|

Camman name: ||

Administrative poink; ID=My-CDmpany |

(] 4 I Zancel |

Figure 140. New Collective attribute subentry dialog box

7.3.4.7. Properties

7.3.4.7.1. Summary Properties

Properties are typically displayed and edited in

- A property pane (embedded into this applications main window)

and/or

- A properties dialog (popping up in an own window you can resize up to the full screen,
when right-clicking an entry and selecting "Properties" or when double clicking an
entry).

For the functionality provided for properties, it does not really matter, if you work with
property panes or prefer property dialogs. The use, however, may be different in details:
while the property pane typically distinguishes between a read mode and an edit mode,
the property dialog usually knows only one mode.

By default, a generic property dialog/pane has these tabs:

- An Info tab

- An "All Attributes" tab
The properties dialog/pane may be "generic" (i.e. it has the default tabs mentioned above)
or customized. It displays details of the currently selected entry and may allow you to edit
some of them (editable fields are ones that are not grayed out). A Close button in place of
the OK and Cancel buttons indicates that the entry itself is not editable. Alternatively, the

property dialog may make a distinction between view mode and edit mode. In this case
you are to face buttons like the ones described in property pane.

The clipboard functions cut/copy/paste (cut and paste only in edit mode) are available on a
per attribute value basis. Note that (in tree and list panes) clipboard (and drag and drop)
functionality is also available for currently selected entries.

The properties dialog is usually available by:

- Right-clicking the entry of interest
- Double clicking the entry of interest

- Using the menu
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See the topic Property Editors:Summary to learn about the buttons shown in the right-
hand side of the properties dialog, as shown in the figure here.

Also see the topic Property Editors:Summary to learn how to view property values that do
not fit into the value field.

Customized tabs

This application provides a customized tab for some types of objects (Group, Internet
Organizational Person, Organizational Person, Organizational Unit) that adds to the Info
and all attributes tab. Plug-ins may provide property panes/dialogs that are even more
customized.

See also: Property editors.

7.3.4.7.2. Property Tab "General"

For a number of common object classes, additionally a "General" tab is shown
accommodating the attributes considered most interesting. If more than one object class
applies, the most specific one wins.
Examples:

- Person

- organizationalPerson

- inetOrgPerson

- organization

- organizationalUnit

- groupOfNames

- groupOfUniqueNames

Person

The pre-configured "General" tab for entries whose object class is "Person" looks like this
(unless the entry has additional object classes like organizationalPerson):
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E,u =My-Company Properties El

{# Smith John
General | J® Entry ACI | Infa | ll Attributes

Mame

Comman name: ISmith John

Surname: ISmiI:h|

Descripkion: I

Communication

Phone: I

(] 4 I Cancel Help

Figure 141. Person Dialog Box with General Tab

organizationalPerson

The pre-configured "General" tab for entries whose object class is "organizationalPerson"
looks like this:
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E,n =My-Company Properties ! ﬂ

% Smith John
General | J® Entry ACI | Infa | ll Attributes

Mame

Comman nanme: ISmith John

SuFnane: ISmith Title:

Description: I

Communication

Phione; I

Fax: I

Address

Ik I Cancel Help

Figure 142. Organizational Person Dialog Box with General Tab

inetOrgPerson

The pre-configured "General" tab for entries whose object class is "inetOrgPerson" looks like
this:
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E,u =My-Company Properties ' El

& Smith John
General | o Entry ACI | Infa | ll Attributes

Mame

Comman nanme: ISmith John

Firsk name: I Surname: ISmiI:h
Title: I Initials; I
Description: I

Communication

Phiore: I Horme: I
Fa: I Mobile: I
Address

| Ok I Zancel Help

Figure 143. inetOrgPerson Dialog Box with General Tab

organization

The pre-configured "General" tab for entries whose object class is "organization" looks like
this:
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EMy—Enmpany Properties : 5[

E My-Company
General | /2 Subertry ACT| 2 Entry ACI| Info | All Attributes |

Qrganization: IM':.-'-CDmpan',.f

Description: IM';.-'-C:::mpany Camparny

Phone: I+"r‘5I 12 345 67 890

Fax: I

Address: My-Comparty Company

ABC Street 123
D-01234 Ciky
(3Ermarny

Ik I Cancel Help

Figure 144. Organization Dialog Box with General Tab

organizationalUnit

The pre-configured "General" tab for entries whose object class is "organizationalUnit" looks
like this:

E,n =My-Lompany Properkties il

0 Sales

General | J® Entry ACI | Infa | ll Attributes

Qrganizakional Unit: ISaIes

Descripion: ISaIes Department
Phone: I

Fax: I

address;

| K I Cancel Help

Figure 145. Organization Unit Dialog Box with General Tab
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groupOfNames

The pre-configured "General" tab for entries whose object class is "groupOfNames" looks
like this:

8 ,0=My-Company Properties : e

& AN

General | 2 Entry act | Info | Al Attributes

GroUp name: IP.II

Description: I

Members:

Al

[0 I

rQ, cn=Abagail McRonald, ou=Product Development,o...
rQ, cn=Abdullah Davis, ou=Product Testing,o=My-Co...
rQ, cn=Abele,ou=35ales, o=My-Comparny

rQ, cn=Action Maginley,ou=Accounting, o=My-Comparry
rQ, cn=Ada Kuehn,ou=Product Development, o=My-C, ..
rQ, cn=Adaline Tonkovich, ou=Product Development, o...
rQ, cn=Adan Bartram,ou=Product Development,o=M...
rQ, cn=Adelaida Torbert, ou=Product Testing, o=My-C. ..
rQ, cn=Adeyv Mavea,ou=Human Resources,o=My-Co...
rQ, cn=Adiana Ostifichuk, ou=Pavroll, o=My-Comparry
rQ, cn=Adina Kolos, cu=Accounting, o=Myw-Company

rQ, cn=admin, o=My-Comparry j

L3

x|

K, I Zancel | Help |

Figure 146. Group of Names Dialog Box with General Tab

groupOfUniqueNames

The pre-configured "General" tab for entries whose object class is "groupOfUnigueNames"
looks like this:
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E,n =My-Company Properties ) El

& An

General | o Entry ACI | Infa | ll Attributes

GErOUp name:! I.ﬁ.II|

Descripion: I

rique members:

d

[ |m

DN/ |
rQ, cn=Abagail McRonald, ou=Product Development,o=... il
rQ, cn=Abdullah Diavis, ou=Product Testing,o=My-Com...

rQ, cn=Abele, ou=3ales, o=My-Compary

rQ, cn=Action Maginley,ou=accounting, o=My-Comparry

rQ, cn=Ada Kuehn,ou=Product Development, o=My-Co,.,

rQ, cn=Adaline Tonkovich, ou=Product Development,o=...

rQ, cn=Adan Bartram,ou=Product Development, o=My-, .,

rQ, cn=Adelaida Torbert, ou=Product Testing, o=My-Co..,

rQ, cn=Adey Mavea,ou=Human Resources, o=My-Com, .,

rQ, cn=Adiana Qstifichuk, ou=Payroll, o=ky-Comparry

rQ, cn=Adina Kolos, ou=Accounting, o=My-Compansy

rQ, cn=admin, o=My-Comparry ;I

kK I Zancel | Helm |

Figure 147. Group of Unique Names Dialog Box with General Tab

7.3.4.7.3. Property Tab "All Attributes"

The "all attributes" tab displays all attributes including the ones that are shown on the other
tab(s).
Example:
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r;F‘Smilzh John Properties ﬂ

%, Smith John
Generall A2 Entry ACT | Info Al Attributes |

Mame | Walue

postal”ode ;I
postofficeBox

=
x|
preferredheliveryMethod %l
&

preferredLanguage

registeredAddress

roomiurnber

secretary

seefilso

an Smith
st

street

telephoneMumber (2 walues)

telephonetumber (2 values) +12 34 5¢ % P Einfg
keletex Terminalldentifier =

kelexMumber
bitle 3 Cut Skrog+3

uid Copy Stro+C

userCertificate a Paste S
userPassword Aok
UserPKCS12 # Delete Entf

userSMIMECertificate Delete property
x121Address | ]
*S00Uniqueldentifier |

Ik I Zancel | Help |

Figure 148. Smith John Property Tab All Attributes

See also Property Editors (for a description of the right-hand convenience buttons),
Property Pane, Property Dialog and All Attributes/Right Mouse Button.

For Password modifications, see also: Change Password, Reset Password, User Password,
Server.

If the name column is selected, it is possible to position to a particular attribute by typing
the initial letter(s).

For attributes with more than one value, the number is displayed in the name column -
usually the first column - to the right of the attribute name (administrativeRole (4 values)):
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r:3r'*"l1,,I'—lZv|:||n'||:|na|n1,,r Properties

E My-Company

General | J2 Subentry ACT| /2 Entry ACI | Info Al Attributes

Marme £

| Yalue

accessi_antrol3cheme

administrativeRole (4 values)

businessCategory
createTimestamp
creakarsMame

descripkion
destinationIndicator

DM
fFacsimileTelephoneMurnber
internationalIS0MMumber

I
rnodifiersame
radify Tirmestamp

n

Simplified-Access-Control-3cheme
Prozey-Authentication-Specific-Area
Autonomous-Area
Arccess-Conkrol-Specific-Area
Colective-Attribute-Specific-drea

13.05.2003 16:17:47

My-Company Comparny

o=My-Campany

cn=admin, o=My-Company
27042012 11:35:26

Tl nimnnARs

[ |& |gm | |im

(0] 4 I Cancel

Help

Figure 149. My-Company Property Tab All Attributes

If the attribute name is outside of the currently visible part of the pane/dialog the number
of values is displayed as tool tip:
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EMV-Eumpanr Properties 5[

& My-Company
Generall A2 Subentry F'.CII A2 Entry ACT| Info Al Attributes |

Mame | Yalue

accessControlScheme | Simplified-Access-Control-Scheme =
Procey-Authentication-Specific-Area
Aukanomous-Area

administrativeRole -
Arccess-Control-Specific-Area

[ adrinistrativeRols (4 values) |-5pecific-Area

& |& [gm | |im

businessCategory

createTimestamp 13.05,2003 16:17:47 |
creaktarshlame

descripkion My-Company Company'
destinationIndicator

DM o=My-Company

fFacsimileTelephonel. ..

internationallSOMMU. .

I

modifiersMame cn=admin,o=My-Comparry

modify Timestamp 27.04,2012 11:35:26 ;I

K I Cancel | Help |

Figure 150. My-Company Property Tab All Attributes Displaying Number of Values as Tool Tip

7.3.4.7.4. Property Tab "Info"

In the following example the "Info" tab of a new entry with object class person is displayed:
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E,u =My-Company Properkties 5'

& cn=,0=My-Company

t General | 2 Entry AT 1Info | ¢ all Attributes |

Parent DM

In:n=r'-'1':.-'-Cn:|mpan',.f |
Last RDN

cr: I ﬂ
Mandatory attributes

EH I

Object classes

person . |

kop

(]34 I Cancel | Help |

Figure 151. Property Tab Info of a New Entry

This tab displays

- The Parent DN
- The last RDN (pink, if missing because this is a mandatory field)

- All additional mandatory attributes (pink, if missing; there is just the mandatory
attribute surname (sn) in the screen shot above). Mandatory attributes get additionally
inserted automatically, as soon as another auxiliary object class with mandatory
attributes is added.

- All Object Classes

See also Property Dialog, Property Editors and Property Pane.

7.3.4.8. Renaming

The renaming dialog allows you to rename the currently selected object. Note that the
checkbox "Retain old name" does not appear unless you are renaming an LDAP entry. The
same holds true for the button j which allows you to assign additional naming attributes.

Here is an example (which illustrates renaming an LDAP entry):
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Eﬂename cn=5mith John |

e ISmith Johin ﬂ Add Maming Attribute. ..

departmentumber: |4?11 Remove Maming Attribute "cn”...
Remove Maming Attribute "departmentMumber”, ..

[T Retain ald narne
LDAP Mode

Save Mame Farm...

(04 I Cancel | Help T

Figure 152. Renaming Dialog

The menu item contains the following selections (the menu appears when you right-click
the ﬂ button)

- Add Naming Attribute
Adds an additional line that is to pick up an additional naming attribute (in the example
dialog, the line "I: Atlantis" resulted from a previous use of this function)

" "

- Remove Naming Attribute "...
Only present if there is more than one naming attribute on display

- LDAP Mode
Changes the appearance of this dialog according to the screen shot shown next.

- Save Name Form...
Stores the current name form locally for reuse when another object of the same type is
to be created.

ERenamE cn=5mith John _ x|

RDM: Iu:n=5mith John+departmentMumber=4711

[~ Retain old name

Ik, Cancel Help

Figure 153. Renaming Dialog in LDAP Notation Mode

This is the same menu item as the previous example, but in LDAP notation. In this mode,
there is only one function available through the right mouse button. This function changes
the appearance of the dialog back to the look shown in the previous example.

7.3.4.9. Searching

There are two sorts of search dialogs available (may occur combined, too):

- The rather simple search that is supposed to be sufficient for most cases
This dialog has a sub dialog that allows you to specify "compound object classes"

- The full featured advanced search that allows you to express quite complex searches
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7.3.4.9.1. Simple Search

This dialog is displayed for example by the search function that is usually available on the
right mouse button. The elements used in this dialog may likewise show up in a search
pane (except for the search result, which is shown separately in an associated list pane).

Here is an example:

WNsearch o [=[
Server: IMy-CDmpany (lacalhosk: 35390 LI Search now |
Search Base: |3=My-CDmpany ll _l
Object Class{es): IInternet Organizational Person LI _l il j

Search for: In:n ;I Ibegins with ;I Ismill [T advanced Filker

I LI ItelephuneNumberj Iends with LI IBEII:ILI
and IuserCertiFicate ;I Im}tis present;l I ;I

Search result Tatal: 1 Selected: 0
Mame | Phone | Email iz}
ﬂ amith Jobin +12 34 567 890, +12 34 5... John.Smith@sales. mmy-com. .

Figure 154. Simple Search
This dialog contains all or a subset of the following elements:

- Afield to select the server to be addressed (suggested: the current server)

- Afield to define the search base (suggested: the current entry)
Click] ... | (the one located to the right of the search base field) to display a dialog that
allows you to choose a value from a tree.

As opposed to the dialog, the search pane has an additional feature: If combined with a
tree browsing pane, the search base may be taken from the entry currently selected in
an associated tree pane - either automatically after switching back to the search tab or
by explicitly clicking a button like E

- Afield to choose the object class(es) the returned entries must have
The choice of filter attributes offered in the "Search for" combo boxes that follow
beneath depend on the object class(es) chosen here. If only one object class is selected,
all filter attributes are offered that are (directly or indirectly) assigned to this object class
(disregarding that attributes may generally be disabled). If more than one object class is
selected (like in the example above), all filter attributes are offered that are (directly or
indirectly) assigned to at least one of those object classes. Regarding to the sample, all
filter attributes are offered that are assigned to object class "InetOrgPeron" or to object
class "pkiUser" (or both).

If the object classes are associated with "AND", a corresponding search result contains
only entries having each of those object classes. If they are associated with "OR", a
corresponding search result contains only entries having at least one of those object
classes.
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Not really an object class is "(any)": Choosing "(any)" causes all available filter attributes
to be offered. The object class used behind (any) is "™*" (LDAP jargon). Note that this
means that only entries having an object class can be found. LDAP entries must have at
least one object class anyway, violations of this rule are rather uncommon.

By default, the object class(es) combo box allows you to choose one single object class
(or the pseudo object class "(any)"). However, you can define kind of "compound object
classes" after pressing the| ... | button that is located to the right of the object class field.
The object class composmons you define this way are sorted ahead of the ordinary
object classes in the object class combo box. You can assign a name to your definition.
In this case, you can check how you have defined the current compound object class by
looking at the tooltip of the object class(es) combo box. Regarding the sample above,
the name is "People", the tooltip shows "inetOrgPerson OR pkiUser"

Auxiliary object classes are identified by a suffix such as "(aux)", whereas structural
object classes lack any characteristic suffix.

- Fields to specify a filter attribute, filter type and filter value, e.g. Common name begins
with Smith Jo
This element may appear several times (controlled by two buttons that enable you to
expand or collapse the number of these elements: ﬂ ;l). You can associate these
elements by either logical "and" or logical "or". Mixing "and" and "or" is not possible.
Filter types usually also offer negations (indicated thru a prefixed "not") as shown in the
picture below:

beqins with

ends with

equals

cankains

contains any word of
contains each word of
is present

not begins with

not ends wikh

not equals

nak contains

ot is present

Figure 155. Filter Types

- Buttons to initiate a search or to cancel a search that has not yet completed:
Search now Ior | sStopsearch | Note that the button| Searchnow | may automatically

changeto| stopsearch | each time a search is initiated.

- A button that causes the attribute filter elements to collapse to one element and delete
its filter value:| Clear

The dialog depicted above is technically a "frame", not a "dialog" (for example, it has no OK,
Cancel or Close button), a differentiation that is generally ignored in this help. Alternatively,
it can also occur as a real dialog; in that case, the search result field would be missing.
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7.3.4.9.2. Compound Object Classes

A dialog like the one depicted below is popping up after pressing the| ... | button that is
located to the right of the object class(es) field in the simple search d|alog or in the search
pane. It allows you to define a logical association (AND or OR) of several object classes to be
used as a filter element in a search.

The main idea is that you compose one structural object class with one or more related
auxiliary object classes. For example, you could specify "inetOrgPerson AND pkiUser". In this
case, you would search for entries having both object classes and you would only be offered
the filter attributes that are (directly or indirectly) assigned to inetOrgPerson or to pkiUser,
e.g. you would be offered "telephoneNumber" (which is commonly assigned directly to
organizationalPerson and - by way of inheritance - indirectly to inetOrgPerson) as well as
"userCertificate" (which is commonly assigned to pkiUser). This would otherwise only be
possible with object class "(any)".

You can also compose two or more auxiliary object classes or two or more structural object
classes, respectively. The latter makes sense at most if you associate them with "OR"
(otherwise all object classes but one would be superfluous (if they are all in one inheritance
line) or you would never get a search result (if not)).

EEdit current object class composition ' x|

% Edit currenE 0 Add new object class composition

Internet Organizational Person
CDrganizational Person

Persan

Fki User {au:x)

Residential Person
RFcE2Zmailboz User {aux)
Strong Authentication User (aux)

1 alias

] application Entity

[0 application Process

[0 cCertification authority (auw:)
[ cCertification suthority ¥2 {aux)

[0 Counkry
1 ¢RI Mickriba Finn Baink LI

Email Address User {awx) ﬂ

Filter For entries having: % Each & Any checked object class

Mame; IF‘DepIe

K I Zancel Delete Help |

Figure 156. Edit current object class composition dialog box

Auxiliary object classes are identified by a suffix such as "(aux)", whereas structural object
classes lack any characteristic suffix.

Check the Edit current check box if you want to edit a previously defined compound object
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class. Check the Add new object class composition check box if you want to create a new
one.

Check the Each check box if you want to associate the checked object classes with "AND".
Check the Any checked object class if you want to associate them with "OR"

Click the Delete-button if you want to delete the currently selected object class definition
(note that you cannot delete an "ordinary" object class that was not defined by yourself but
was obtained from the schema).

You may or may not assign a name to your object class definition that is to be shown in the
object class(es) combo box of the search dialog or the search pane instead of a list of the
checked object classes. The tool tip will still provide you with information concerning the
involved object classes and their logical association.

7.3.4.9.3. Advanced Search

At appropriate places, a search dialog like the one depicted below may be present; it is
intended to allow for both, composing filters complex enough to meet even the most
sophisticated needs as well as for comfortably composing rather ordinary filters. Unlike this
filter type, the simple filter is somewhat restricted in order to be able to satisfy the majority
of use cases particularly conveniently.

Example of an advanced search (without supplementary simple search tab):

Advanced | LDAR |

Aktribute Operakor Yalue @6
—e_HF Sk =
= Iand LI Icn LI Icontains LI ':rel LI j
’Jj Inot ;I IdepartmentNumber ;I Iends with ;I |7 LI j j
d -
™ = =] [regre i =] = ]

Preview:

I( { cn="a*" and cn="*bel*" } and { not { departmenthumber="*7") and |="M*" } )

ok I Cancel | Delete Help

Figure 157. Edit filter dialog box with Advanced Tab

The advanced search allows to:

- Associate attributes with values thru operators like "begins with", "ends with", "equals",

mn n

'contains", "is present"

- Combine such associations with "not", "and", "or", "and not", "or not" (use the "inner" *
buttons)

- Group such associations and combine those groups analogously (use the "outer" ¥
buttons)
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- Recursively nest groups (use the "outer" k| buttons)

- Delete the current row or group row (use the j buttons)
Use the button @& toundoand & toredo your previous action.

The tab completes with a preview field that shows the resulting logical expression is
intended to help you keep track.

The text entered in the Value field is treated as the search value itself. If the value contains
the special characters backslash "\", left parenthesis "(" or right parenthesis ")" they are
internally changed to the corresponding escape sequences "\5c", "\28" or "\29". However, if a
backslash is followed by two hexadecimal digits, it is treated as a valid escape sequence
and the backslash is kept as it is.

For example:

- "\abc" will be kept as "\abc" because "\ab" is a valid escape sequence. The filter will then
search for a two-character text beginning with a character with hexadecimal code AB
followed by the character "c".

- "\a\b\c" will be replaced with "\5ca\5cb\5cc" since none of "\a\", "\b\" or "\c" is a valid
escape sequence. The "\" character will then be replaced with "\5c".

The Attribute field can also contain virtual attributes; for example, “dxrOptions(location)”.
When converting these attributes to the LDAP search expression, the name part in the
parenthesis is converted to the attribute value.

When parsing the virtual attributes from the LDAP search expression to the Attribute
combo, it is first verified whether the search expression matches some of the virtual
attributes in the Attribute combo list. If the LDAP search expression matches a virtual
attribute, it is treated as a virtual attribute. If the LDAP search expression doesn't match any
virtual attribute, it is treated as standard attribute.

For example:

- If the search expression is "dxrOptions(location) equals Munich", the resulting LDAP
search expression is "(dxrOptions=location Munich)".

- Parsing the LDAP search expression "(dxrOptions=location Munich)" results in
"dxrOptions(location) equals Munich" since the "dxrOptions(location)" is present in the
combo box selection list and thus recognized as a virtual attribute.

- Parsing the LDAP search expression "(dxrOptions=locate Munich)" results in "dxrOptions
equals locate Munich" since the "dxrOptions(locate)" is not present in the combo box
selection list. Thus, the attribute is recognized as pure "dxrOptions" without any further
specification.

The dialog also offers a tab addressing those who are accustomed to genuine LDAP syntax.
This tab allows you to enter the filter in the LDAP filter expression format. The search
expression is taken "as is" and you are fully responsible for its correctness.
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advanced  LDAP I

LDAP search Filker:
(E:J{&(cn=ﬁ.*){cn=*l:uel*]l]l{&(!l[deparI:mentNumber=*?)}{|=M*)}}l|

Preview:

I( { cn="t*" and cn="*bel*" J and { not { departmentMumber="*7" and I="1"*" J )

Ik I Cancel Delete | Help |

Figure 158. Edit filter dialog box with LDAP Tab

When switching from the LDAP tab to the Advanced tab, the search structure in the
Advanced tab is reconstructed from the LDAP filter expression in the LDAP tab.

When switching from the Advanced tab to the LDAP tab, the LDAP search expression is
created from the search structure only if some modifications were made - the "undo"
button in the Advanced tab is enabled. If the "undo" button is disabled, no changes were
made and the LDAP search expression in the LDAP tab remains unchanged. This feature
allows you to enter any search expression without overwriting from the Advanced tab.

7.3.4.10. Server

The server dialog allows you to specify server-specific information in a "Server Profile",
particularly information needed to connect to an LDAP server. Server profiles often
correspond to view groups or views. However, it is also possible to address different servers
(or the same server with different server profiles settings) within a single tree pane.

Plug-ins may categorize server profiles; that is, they can ensure that you can only see server
profiles of a certain category within the view groups, views, nodes in tree panes under
control of a plug-in. Category names are not displayed. New server profiles you create in a
context where a category is in effect already, implicitly inheriting that category.

The settings you can make here are organized into these tabs:

General
Deals with LDAP connection related settings

Options
Primarily deals with controls that are to be passed to the LDAP server along with respective

LDAP operations

Visibility
Deals with the visibility of attributes and object classes in search panes and search dialogs

Password
Allows you to specify, if

- the additional password of DirX Identity users should be managed
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- affected users should be notified by mail on password reset

LDAP Root
Displays what the server returns if asked for "LDAP Root".

General

Here is an example of the dialog’s "General" tab:

General | options | visibility | Password | LDAP Raot

General

Mame: IMy-CDmpany

Descripkion: IMy-CDmpany sample Color:
Host Info

Hosk: IIu:ucthu:ust

Portk: 389 LDAP version: |3 - I
Server bype: IDirx Directory LI
Search base: ||:|=M~;.-'-C-:|mpan';.-' _l
[~ Use secure connection (LDWAP version 3 only) Tesk |

Authentication
 anonymous bind € Simple bind € SASL EXTERMAL bind

Default User DM |cn=admin, o=My-Company - |

Location to store server profile

Global (available to all users) ;I

O Cancel | Help |

Figure 159. Server Dialog LDAP Root General Tab

This tab deals with LDAP connection related settings and contains the following fields:
Name: name of this server profile

Description: any additional information you might consider helpful

Color: the color for this server profile

Host: host name or IP address

Also possible: a blank-separated list of hosts with or without complemental port number,
e.g. "localhost:389 111.222.333.444 666.777.888.999:636"

In this case, this application will connect to the first address it can successfully connect to,
starting with the first one. If the port number is missing, the value specified in the following
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field (Port) will be used.*
Note: when changing Host or Port here, the settings related settings in the password tab
may need to be changed as well.*

Port: port number
By default, the server listens to port 389 or - if SSL is enabled - to port 636.
Note that

- The designated port may be occupied by a different program. In this case, the LDAP
server cannot start up with that port and must be assigned a different one.

- The server side configuration may have been changed to correct a conflicting port
problem or for another reason. In this case, the LDAP server should be able to start up,
but you need to specify the corresponding port number here.

LDAP version: LDAP protocol version (normally: 3)

Server Type

This field is only present, if the "DirX Manager" plug-in is in place. There are two possible
values: "DirX Directory" and "Other". The functionality DirX Directory Manager offers
depends on this selection:

- The subsequent field is called "Base DN, if server type is "Other" and "Search Base"
otherwise.

- Several functional areas work only with suitable versions of DirX Directory. These
functional areas include:

- Database (found in the DirX Directory Manager "Schema" view)
- LDAP cache configuration (found in the Dirx Directory Manager "Configuration" view)
- Password Policy (found in the DirX Directory Manager "Configuration" view)
- Replication (DirX Directory Manager "Replication" view)
- Schema is editable (DirX Directory Manager "Schema" view)
What functional areas ("features") are mapped to what vendor versions is specified in the
file config\DirX.policy. Note that this release of DirX Directory Manager is not necessarily

able to interwork with future releases of DirX Directory particularly regarding the functional
areas mentioned above.

- Also affected by the server type is the following field (Search Base/Base DN).

Search Base (displayed if server type is "DirX Directory") resp. Base DN (displayed, if server
type is "Other" or if the DirX Directory Manager plug-in is absent)

- Browsing
Ineffective, if Server type is "DirX Directory": Regardless of what is specified here, the tree
panes always display the context prefixes as top nodes.
Server type is "other": The DN specified here is used as (only) top node in tree panes.

- Searching
The DN specified here is used as the default search base.
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Use secure connection

In order for a secure connection to work, you must ensure that a suitable certificate is
available in a local key store. By default, a test certificate is used that matches the default
the DirX Directory LDAP server uses. Note that this certificate is only meant for
demonstration. Read more about this in the chapter SSL/TLS.

Anonymous bind: to have this application try to connect without credentials
(@anonymously)

Simple bind: to have this application try to connect over a simple authenticated bind with
credentials

SASL_EXTERNAL bind: to have this application try to connect over a SASL-authenticated
external bind. If you select this option you must specify the client keystore. The client
keystore is either stored in a File or on a Smart Card (PKCS#11). Using a file is intended for
demonstration or testing purposes. For details on how to perform a smart card login with
DirX Directory Manager, see "Smart Card Login" above.

Default User DN: The DN you typically use to log in

Location to store server profile: the choice of locations may vary depending on the plug-in
that is behind this dialog. Generally, the available choices should be all or a subset of:

- User Home: This profile is to be used only by you
(the profile will be stored in your home directory)

- Global: This profile is to be offered all users using the same machine
Options

Here is an example of the dialog’s "Options" tab:
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% Server @

General | Options | Referrals | visibility | Password | LDAP Root |

-Search [ Browse

Size limit: 2000 entries (0=unlimited)
Result page size: 1000 entries (D=disable paging)
Time limit: 0 seconds (0=unlimited)

Exceeding server limits is impossible!

- Other Limits
Operation time limit; i seconds (0=unlimited)
Connection idle time: 300 seconds (0=unlimited)

- Dereference Aliases

i@ Mever () Searching ) Finding () Always

- Access Policy of Client
i@ Automnatic (Read-Onlyif bound anonymously, Read-Write otherwise)

(71 Read-Only  7) Read-Write

QK H Cancel ][ Help

Figure 160. Server Dialog LDAP Root Options Tab

This tab primarily deals with controls that are to be passed to the LDAP server along with
respective LDAP operations:

Limits

. Size limit: the maximum number of entries the LDAP server is to return as the result of

a search or browse operation. The value 0 is unlimited number of entries. Note that the
server may return fewer entries, since it may have a more restricted server-side size
limit. As for DirX Directory, specify a size limit for the LDAP server in the LDAP
configuration subentry, for the X.500 server in the user policy attribute(s).

- Result page size: the maximum number of entries of one page of the search result. The

value 0 disables paging.

- Time limit: the maximum period of time granted to the LDAP server to complete a

search or browse operation. The value 0 is unlimited number of seconds. Note that the
LDAP server may have a more restricted server-side time limit. Also, the server may not
observe this limit strictly.

- Note that if a size or time limit takes effect, the remaining (unread) entries can come
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- Operation time limit: under rare conditions, a server may fail to return any result within
a reasonable amount of time, even if other limits have been set. The operation time limit
limits this application’s "patience" with the duration of an LDAP operation. If the
patience is exhausted, this application, in order to avoid getting blocked, displays a
message and discards the result. Once the operation time limit has been reached, a
corresponding result that arrives late will be disregarded. The value 0 is unlimited
number of seconds.

- Connection idle time limit: Limits the amount of time this application is to maintain a
connection with the server when there is no traffic on the connection. The value O is
unlimited number of seconds. Note that the server may have a more restrictive
connection idle time limit and cancel the connection on its own.

Note that if a connection has been cancelled and the user initiates another operation,
this application will normally try to implicitly re-establish that connection.

De-referencing aliases. Possible values are:

- Never: specifies that aliases are never de-referenced

- Searching: specifies that possible aliases are de-referenced in the search result
Note that when intending to manage (particularly delete) alias entries, you should not
have checked Searching or Always, since then the server does not return any alias
entries. Otherwise you run the risk of mistakenly deleting the original entry rather than
the alias with the alias pointing to an entry that no longer exists.

- Finding: specifies that the search base is to be de-referenced if it happens to be an alias

- Always: specifies that aliases are always de-referenced
Note that when intending to manage (particularly delete) alias entries, you should not
have checked Searching or Always, since then the server does not return any alias
entries. Otherwise you run the risk of mistakenly deleting the original entry rather than
the alias with the alias pointing to an entry that no longer exists.

Access Policy

An LDAP server primarily grants and denies access rights based on access control
information stored at the server side. This application normally cannot determine a
particular user’s access rights. By default, the GUI does not offer any add/modify operations
to users logging in anonymously and does offer those operations to users logging in with
credentials. This behavior is not always appropriate and can therefore be changed. Possible
values are:

- Automatic: Apply the default policy.

- Read-only: Do not offer add/modify operations no matter how the user has been
logging himself in.

- Read-Write: Offer add/modify operations even if the user has been logging himself in
anonymously.

Referrals

Here is an example of the dialog'’s "Referrals" tab:
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Wy Server £ |

| General | Options | Referrals | visibility | Password | LDAP Root

r Referrals
(") Follow automatically @) Ignore

r Bind type for Referrals
(@) anonymous useloginCredentials useQtherCredentials

Credentials for Referral bind (useOtherCredentials)
User:

Password:

Lok J[ Cencel || Heip

Figure 161. Server Dialog LDAP Root Referrals Tab
This tab deals with the handling of referrals.

Referrals
A server may return referrals pointing to other servers as part of a search result, thus
indicating that one or more other servers should be consulted in order to complete a

search operation.

- Follow automatically: the application automatically follows any referrals returned by
the server that points to a different server until the "referral hop" limit is exceeded. The
referral hop limit defaults to 10. This application does not support modifying the referral
hop. Note that following referrals automatically does not work unless the server to
which the request is referred accepts anonymous binds.

- Ignore: Referrals returned by the server are discarded.

Bind type for Referrals
Here you specify which bind you want to use for following the referrals.

- anonymous: an anonymous bind is used for following referrals. This is the default.

- useLoginCredentials: The same credentials you used for login to DirX Directory
Manager are used.
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- useOtherCredentials: the credentials defined in “Credentials for Referral bind” are used.

Credentials for Referral bind (useOtherCredentials)
Here you specify the credentials used for bind to follow the referrals. Only active if
useOtherCredentials is selected in “Bind type for Referrals”

- User: the user for bind to follow referrals.

- Password: the password for bind to follow referrals.
Visibility

Here is an example of the dialog’s "Visibility" tab:

ceneral | Options  Yisibility | Password | LDAP Root |

Attributes to be hidden,/shown in search panes and dialogs

carlicense Edit... |

collectiveExclusions
finternationallsCMMNumber
w12 1address

% Hide
= Show

Object classes to be hidden/shown in search panes and dialogs

applicationEnkity
applicationProcess
device

{* Hide
= Show

(8]0 Zancel Help

Figure 162. Server Dialog LDAP Root Visibility Tab

This tab deals with the visibility of attributes and object classes in search panes and search
dialogs.

The schema usually provides quite a number of object classes and attributes you never
intend to use in searches - and whose appearance in the respective combo boxes of search
panes and search dialogs you may find bothersome. This dialog along with the subdialogs
that pop up when you click one of the "Edit..." buttons allows you to hide unwanted object
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classes and attributes in those combo boxes. You can either select all elements you want to
have hidden (which means that all remaining ones are shown) or you can select all
elements you want to have shown (that means all remaining ones are hidden).

Notes:

- Certain object classes, particularly object classes of subentries, are a priori hidden in
search panes and search dialogs and cannot be made visible.

- Hiding all attributes of an object class (exactly: all attributes but the attribute "object
class" that every object class has, at least if derived from object class "top") implicitly
causes that object class to be hidden, too.

Password

Here is an example of the dialog’s "Password" tab:

General | Options | visibiley Password | LDAP Root

Password management of DirX Identity users

Server keeping the Diry Identity configuration database:

Host: flocalhost|

Port: 389

Motify affected users by mail about password reset:

Mail server and own credentials

Host: |
Port: s
Mail account: I
Password: |

(0] 4 I Zancel Help

Figure 163. Server Dialog LDAP Root Password Tab

Password management of DirX Identity users

Only of interest if the server addresses a DirX Identity database. Among many other things,

DirX Ildentity deals with DirX Identity users that are characterized by an additional password
stored in the attribute dxmPassword. This password must - depending on the DirX Identity
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configuration - either be scrambled or two-way encrypted. If you modify the ordinary
attribute userPassword through DirX Identity functionality, dxmPassword will be implicitly
modified, too.

The core component of this application has generic password management functionality
that is originally not DirX Identity aware. However, by completing the settings you can do
here, you can have the core component behave like DirX Identity when modifying
userPassword. The Host/Port fields relating to the password management of DirX Identity
users are editable, if the schema contains the attribute dxmPassword (note that this can
only be found out, if the schema can be read). In this case, the core component will
consider this server a DirX |dentity database. To be able to do so, the core component must
enquire the DirX Identity configuration to find out, whether dxmPassword is to be
scrambled or to be encrypted; in the latter case, also the key must be picked up. Note that
the DirX Identity configuration may reside in a different server. By default, the server storing
the DirX Identity database is assumed to also store the DirX Identity configuration.

If you leave the respective Host/Port fields empty or if dxmPassword cannot be detected in
the schema, the core component will not implicitly deal with the attribute dxmPassword.

Furthermore, if the server keeping the DirX Identity users is set up, the mirrored
administrator user must be present in the Connectivity under the RDN
dxmC=Users,dxmC=DirXmetahub.

Mail notification on password reset

If the affected users are to be notified by mail on password resets, you must specify host
and port of the mail server as well as your credentials, i.e. your mail account and the
belonging password. Note that the format of the mail account varies depending on the
mail server in use. Common formats include: "<your domain/your name>", <your email
address>, <a number>.

Note that the reset password functionality is only available, if the server indicates its
support in the LDAP Root DSE ("Password Policy Control"; Object Identifier, displayed
directly or thru tooltip: 1.3.6.1.4.1.42.2.27.8.5.1) and if the operational attribute pwdReset can
be set.

See also: Property Tab "All Attributes", Change Password, Reset Password, User Password.
LDAP Root

Here is an example of the dialog's "LDAP Root" tab:
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Generall Optiu:unsl '-.-'isil:-iIiI:';.-'I Password  LOWAP Root

LOW®P Root:

Marme  / | Yalue

cn |[dapRook

DM
o=My-Campany

) daemC”=D0ir ¥rmet ahub

namingConkexts - -
crn=Dir ¥metaRole-Systembomain
ch=My-Company
|dapRookDSE

objectClass subEnkry
Lop

ogSupportedProfile 1.2.826.0,1050,11.1.1

subSchemasubentry cn=schema
1.2.840.113556.1.4.319
1.2.840.113556.1.4.473
1.2.840.113556.1.4.474

supportedContral 1.3.6.1.4.142.2.27.8.5.1
1.3.6.1.4.1.7628.5.101.1
2.16.840,1,115730.3.4.15
1.3.12.2.1107.1.3.2.12.5
1.3.12.2.1107.1.3.2.12.6

supporkedFeatures 1.3.12.2,1107.1.3.2.14.1

SupportedLDAPYersion 2

Cancel Help |

Figure 164. Server Dialog LDAP Root Tab

This tab displays what the server returns if asked for "LDAP Root" (which is done by reading
an entry with its DN being empty, i.e. DN=""). Details may vary from server to server, mainly
depending on the vendor. Refer to the server's original documentation for properties that
are not self-explanatory. Note that modifying the LDAP Root is not supported. This
application uses LDAP Root itself for a number of purposes; for example, to:

- Locate the server's schema

- Find out what controls the server supports
Open Server/Manage Server Profiles

The "Open Server" dialog may be configured in the menu (typically in the file menu). It
allows you to open a pre-configured server profile. It also allows you to add new and
delete/edit existing server groups profiles. New profiles can also be created based on
existing ones ("Copy").
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Eﬂpen Server i ll

Open a server by double-clicking an entry in the list, or select the entry and press the "Open” butkan,
To create a new server, press the "Mew, " butkon and enter a name and hast nane.

Server Profiles:

MName # Description Hosk:Pork Ease DN Server bype B Mew, ..
any ocalhost: 389 | o=My-Com... |Dirk Directory
My-Company (... My-Company s... localhost:389 o=My-Com... Dir¥ Directaory Delsts... |
éMy-Compa... My-Company s... localhosti636 o=My-Caom... | Dirx Directary Praperties... |
Copy... |

Open I Cancel | Help |

Figure 165. Open Server Dialog Box

The slightly different "Manage Server Profiles" dialog may be available in the Login dialog.
It has a "Close" button rather than an "Open" and a "Cancel" button, since an open button
would not make sense in that context.

7.4. Pitfalls

If the reaction on an operation you have initiated is not as you expected, check if one of the
following instances applies:

Login

- IP filtering (to be configured in the LDAP configuration subentry) offers a powerful way
to keep clients from connecting to the server from unwanted IP addresses. However,
improper settings may lockout authorized users including yourself, too.

If the DirX Directory Manager plug-in is installed, you may have access to the LDAP
configuration subentry from within this application (probably from a different IP
address); otherwise use a tool provided by the server like dirxadm

- SSL is a powerful way to secure the client/server communication. It presumes however
that a keystore with a suitable certificate is configured.

Retrieval operations

- Access control may hide the existence of any subset of the directory information. So, not
finding certain entries or attributes in a read/search/export operation does not
necessarily mean that those entries or attributes are not there.

- Access control may cause the entire search functionality to be unavailable. Typical
reason: Schema cannot be read.

- If tree browsing does not work, check, if the naming context is administered in the LAP
Root DSE.

- If an administrative limit like time or size limit restricts the search result, the entries
returned are not necessarily the alphabetically leading ones. So, in this case it is
absolutely normal if an entry you are expecting because it matches your search criteria
does not appear in the search result list.
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Administrative operations like Add/Modify/Rename/Delete

If you run your directory with shadowing in order to balance communications traffic and
increase reliability, be aware of the following possible effects: when
adding/modifying/renaming/deleting an entry while connected to a shadow DSA, the
operation may appear to have failed, since the entry might be missing/out-dated/still there
when searching for it later on. This is because administrative operations always affect the
master, while the search operation may address a shadow that is not yet up to date

Moreover, if the server does not support simple paging, a delete subtree may have trouble
completing at all within a reasonable period of time, since it has to search the shadow for
entries to be deleted and might receive the same entries again and again, as long as the
shadow is not updated.

These effects are mitigated if you:

- Connect directly to the master (this may however not always be viable).

- Have the master update the shadow "on change". In this case, the shadow should
become synchronized rather quickly (this may not always be viable either).

- Set up dedicated LDAP servers to be contacted by administrators and make sure they
directly address the master DSA or the service control "Don't use copy" (corresponding
LDAP configuration subentry) is set to "true" for all operations.
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8. Trace Window

The trace window allows you to enable, disable and configure trace information and display

it in a window. The trace window provides a convenient way to track down and solve

problems between this application and the server, either with some assistance from your
vendor's support organization, or on your own.

The View » Trace Output operation displays the Trace Output window.

Click the Trace Enabled = | button of the Trace Output toolbar to enable or disable
displaying of trace information.

Here is an example of a Trace Output window:

101
Q‘}(|F.nd| | & R w2 e

L5/24/2012 ldap. search. request Search: connection 1 _:J

5/24/2012 ldap. search. request Baze ch=adnin, o=My-Conpany

L/24/2012 ldap. search. request Lewvel : BAXE_OBJECT (0}

5/24/2012 ldap. search. request Fllter [obhjectclazss=%)

5/24/2012 ldap. search. request AtLr *

5/24/2012 ldap. search. request Aty createTimestanp

L/24/2012 ldap. search. request Attr @ creatorsName

5/24/2012 ldap. search. request Attr @ modifvyTimestanp

5/24/2012 ldap. search. request Attr @ modifiersName

5/24/2012 ldap. search. request Attr @ pwddccountLockedTime

L/24/2012 ldap. search. request Aty entryalCl

572472012 ldap. search. request AtLr subentryalCI

L5/24/2012 ldap. search. request Attr adninistrativeRole

5/24/2012 ldap. search. request Aty accessControlichene

L/24/2012 ldap. search. request Attr @ numSubordinates

L5/24/2012 ldap. search. request Attr : numdllBubordinates

L5/24/2012 ldap. search. request Sizelimit 2000

5/24/2012 ldap. search. request TimeLimit: 0 ms

572472012 ldap. search. request ServerTimelLimit: 0 ms

5/24/2012 ldap. search. request Feferrals: false

L5/24/2012 ldap. search. request Derefdliases: DEREF _NEVER (0]

5/24/2012 ldap. search. request ServerControls[0] LDAPControl

5/24/2012 ldap. search. request -->= 0k

5/24/2012 ldap. search. result l. Entry: connection 1

5/24/2012 ldap. search. result DN : cn=adwmin,o=M—

572472012 ldap. search.result obhjectllass i top

L/24/2012 ldap. search. result obhjectClazs : person

5/24/2012 ldap. search. result ohjectClazs organization

CA2AMTMNT T 1 Amas Aasmsasals assmaa 1+ e o LR

| | i

Figure 166. Figure : Trace Output Window

Use the following buttons to:

"

- Save the trace output in a file.

- Specify which trace information is displayed.

- Copy the trace information to the clipboard.
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* | Clear the trace information currently displayed in the trace window.

- Search specific information currently displayed in the trace window:

|Find: Sales - |

Use the Find Next # button to go to the next occurrence of the specified string.

Use the Find Previous # | button to go to the previous occurrence.
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DirX Product Suite

The DirX product suite provides the basis for fully integrated identity and access
management; it includes the following products, which can be ordered separately.

DirX Identity

DirX Identity provides a comprehensive,
process-driven, customizable, cloud-
enabled, scalable, and highly available
identity management solution for
businesses and organizations. It provides
overarching, risk-based identity and access
governance functionality seamlessly
integrated with automated provisioning.
Functionality includes lifecycle
management for users and roles, cross-
platform and rule-based real-time
provisioning, web-based self-service
functions for users, delegated
administration, request workflows, access
certification, password management,
metadirectory as well as auditing and
reporting functionality.

DirX Access

DirX Access is a comprehensive, cloud-ready,
scalable, and highly available access
management solution providing policy- and
risk-based authentication, authorization
based on XACML and federation for Web
applications and services. DirX Access
delivers single sign-on, versatile
authentication including FIDO, identity
federation based on SAML, OAuth and
OpenlD Connect, just-in-time provisioning,
entitlement management and policy
enforcement for applications and services in
the cloud or on-premises.

DirX Directory

DirX Directory provides a standards-
compliant, high-performance, highly
available, highly reliable, highly scalable, and
secure LDAP and X.500 Directory Server and
LDAP Proxy with very high linear scalability.
DirX Directory can serve as an identity store
for employees, customers, partners,
subscribers, and other 10T entities. It can also
serve as a provisioning, access management
and metadirectory repository, to provide a
single point of access to the information
within disparate and heterogeneous
directories available in an enterprise
network or cloud environment for user
management and provisioning.

o nva

DirX Audit provides auditors, security
compliance officers and audit
administrators with analytical insight and
transparency for identity and access. Based
on historical identity data and recorded
events from the identity and access
management processes, DirX Audit allows
answering the “what, when, where, who and
why" questions of user access and
entitlements. DirX Audit features historical
views and reports on identity data, a
graphical dashboard with drill-down into
individual events, an analysis view for
filtering, evaluating, correlating, and
reviewing of identity-related events and job
management for report generation.

For more information: support.dirx.solutions/about
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Eviden is a registered trademark © Copyright 2026, Eviden SAS — All rights reserved.

Legal remarks

On the account of certain regional limitations of sales rights and service availability,
we cannot guarantee that all products included in this document are available
through the Eviden sales organization worldwide. Availability and packaging may
vary by country and is subject to change without prior notice. Some/All of the features
and products described herein may not be available locally. The information in this
document contains general technical descriptions of specifications and options as
well as standard and optional features which do not always have to be present in
individual cases. Eviden reserves the right to modify the design, packaging,
specifications and options described herein without prior notice. Please contact your
local Eviden sales representative for the most current information. Note: Any
technical data contained in this document may vary within defined tolerances.
Original images always lose a certain amount of detail when reproduced.
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