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Release Notes Windows Password
Listener



1. General

This Readme file contains important information about changes and enhancements of the
Windows Password Listener for DirX ldentity that are not described in the DirX Identity user
documentation. Familiarity with the DirX Identity user documentation will make this
Readme file easier to understand.

The Windows Password Listener is not a separate product. It belongs to DirX Identity V8.10
(SP2). Windows Password Listener version 8.10 (SP2) can only exchange messages with DirX
Identity version 8.10 and 8.9.

1.1. Licenses

The End User License Agreement must be accepted to use the DirX Identity software
products. Please refer to the file license.txt.

1.2. Windows Password Listener Highlights

1.2.1. General Features

The Windows Password Listener (WPL) comprises these features:
- ADLL is installed on a Windows domain controller that catches all password changes in
the Windows domain. It writes the password in encrypted format into the file system.

- A service component takes the encrypted password information and sends it to the
message server DirX Identity is using.

- If the message server is not available, the service logs the situation in the Windows
event log and waits until the message server is available again.

- The service component retrieves the latest certificate for password encryption from the
DirX Identity Java-Server by sending the related request to the message server.

- The DLL encrypts passwords with a default certificate if the certificate from the
message server could not be retrieved.

- The service component does not send passwords with default encryption. If a certificate
could be retrieved from the message server, it decrypts passwords that were encrypted
with the default certificate and encrypts it with the correct certificate before sending it.

- The Windows Password Listener supports client-side SSL connections to the message
server.

1.2.2. DirX Identity V8.10 SP2 Windows Password Listener

This section lists changes compared to DirX Identity V8.10 SP1 Windows Password Listener.

1.2.2.1. New Features

- None.



1.2.2.2. Bug Fixes

- OpenSSL: Update to OpenSSL 3.1.0 due to various OpenSSL vulnerabilities.

1.2.2.3. Information About Discontinued Features

DirX Ildentity V8.10 SP2 does no longer support these features:

- None.

1.2.3. DirX Identity V8.10 SP1 Windows Password Listener

This section lists changes compared to DirX Identity V8.10 Windows Password Listener.

1.2.3.1. New Features

- Windows Password Listener now supports Microsoft Windows Server 2022 (Tickets DXI-
10289, DXI-10330, DXI-10415).

1.2.3.2. Bug Fixes

- The installation of Windows Password Listener has been extended to offer an input field
to put in the domain name that has to be used in messaging if the flag “Include domain
into topic” is enabled for the Identity domain.

Note that the domain name must be the technical domain hame. See the section
"Domain Configuration" in the chapter "Configuring DirX Identity" in the DirX ldentity
Installation Guide for details on technical domain names (Ticket DXI-10415).

- An internal certificate used by the Windows Password Listener Plug-in has been
updated. This internal certificate is only used if no customer specific one is available on
the system where WPL is installed.

(see Support Note DirX-19).

1.2.3.3. Information About Discontinued Features
DirX Identity V8.10 SP1 does no longer support these features:

- None.

1.2.4. DirX Identity V8.10 Windows Password Listener

This section lists changes compared to DirX Identity V8.9 Windows Password Listener.

1.2.4.1. New Features

- Installation requires a valid Java environment (Java SE 11) on the system PATH.

1.2.4.2. Bug Fixes

- Windows Password Listener (WPL) documentation has been updated regarding the
topic that WPL needs an encrypted password in the password.properties file (Ticket
DX1-9685).



1.2.4.3. Information About Discontinued Features

DirX Identity V8.10 does no longer support these features:

- Platform Microsoft Windows Server 2012 R2 (x86-64 Intel architecture).

- Installation with Java environment Java JRE 8.

1.2.5. DirX Identity V8.9 Windows Password Listener

This section lists changes compared to DirX Identity V8.7 Windows Password Listener.

1.2.5.1. New Features

- Windows Password Listener now supports Microsoft Windows Server 2019.

- Installation requires a valid Java environment (Java JRE 8, Java SE 11) on the system
PATH.

1.2.5.2. Bug Fixes

- In DirX Identity: UserPasswordEventManager controller uses a configurable attribute
(samAccountNameAttribute) to retrieve the account (default is still "dxrName").
Extension required in XML section of controller:
<property name="samAccountNameAttribute" value="<your attribute name>"/> (Ticket
DX1-8200).

- OpenSSL: Update to OpenSSL 1.0.2p due to various OpenSSL vulnerabilities.

1.2.5.3. Information About Discontinued Features

DirX Identity V8.9 does no longer support these features:

- None.

1.2.6. DirX Identity V8.7 Windows Password Listener

This section lists changes compared to DirX Identity V8.6 Windows Password Listener.

1.2.6.1. New Features

- Windows Password Listener now supports Microsoft Windows Server 2016.

1.2.6.2. Bug Fixes

- OpenSSL: Update to OpenSSL 1.0.2| due to various OpenSSL vulnerabilities.

1.2.6.3. Information About Discontinued Features

DirX Identity V8.7 does no longer support these features:

- None.



1.3. Supported Platforms

The Windows Password Listener is available on the following platforms:

- Microsoft Windows Server 2016 (Long-Term Service Channel - LTSC, x86-64 Intel
architecture)

- Microsoft Windows Server 2019 (x86-64 Intel architecture; with Desktop Experience)

- Microsoft Windows Server 2022 (x86-64 Intel architecture; with Desktop Experience)

1.4. Supported IMS Messaging Servers
DirX Identity supports the following JMS messaging servers:

- Apache ActiveMQ message broker.

1.5. Delivery Packages

This section provides information about delivery packages on the supported platforms.

For Windows platforms a single installation package is provided that allows to selectively
install the Windows Password Listener. The installation package is available

- as part of the actual DirX Identity version on the DVD

- for updates as separate installation package

For a detailed description of the installation prerequisite and procedure see the relevant
installation guide according to the section “User Documentation” in this document.

1.6. Restrictions

1.6.1. No IPv6 Address support

There is no IPv6 address support for DirX Identity Windows Password Listener. Instead, DirX
Identity Windows Password Listener supports IPv4 only. There are these pre-requisites:

- Enabled IPV4 stack for each host of an installation of DirX Identity Windows Password
Listener.

- Enabled IPV4 configuration for the JMS Messaging Server used by DirX Identity
Windows Password Listener. This includes an enabled IPv4 stack on the related host.

1.7. User Documentation

If the Windows Password Listener is separately distributed, a separate installation guide is
provided:

identwplinstall.pdf



If the Windows Password listener is distributed as part of a DirX Identity version, the
identical information is delivered as chapter in the DirX Identity installation guide.

You need Adobe Acrobat Reader to view PDF files. For a free copy of Adobe Acrobat Reader
please refer to

http://www.adobe.com/prodindex/acrobat/readstep.html
or to

http://www.adobe.com


http://www.adobe.com/prodindex/acrobat/readstep.html
http://www.adobe.com

2. Installation

The installation procedure for the Windows Password Listener is described in the
installation guide.

2.1. Installation Procedure on Windows Platforms

The base directory for installation is under administrator control on Windows platforms.
The administrator can choose a pathname (the Windows system variable ProgramfFiles
contains the fully qualified name of the directory defined by Windows to store
applications).

The default pathname on Windows platforms is:
%ProgramFiles%\DirX\WindowsPasswordListener
Notes:

- The default pathname has changed starting with 8.10 SP2.

- With an update or upgrade installation the folder INST_PATH\security will be deleted
because the files are of no use anymore.

- Installation requires a valid Java environment (Java SE 11) on the system PATH.

2.1.1. Initial Installation

Read the installation guide and perform the necessary steps.

2.1.2. Update Installation

You can perform an Update Installation at any time. Create a back-up of the installation
folder. Read the installation guide and perform the necessary steps.

2.1.3. Upgrade Installation
Upgrade installations are supported from all Windows Password Listener versions.

Allowed combinations of DirX Identity and Windows Password Listener versions are
described in chapter 1in this document.



3. Known Problems

None.



DirX Product Suite

The DirX product suite provides the basis for fully integrated identity and access
management; it includes the following products, which can be ordered separately.

DirX Identity

DirX Identity provides a comprehensive,
process-driven, customizable, cloud-
enabled, scalable, and highly available
identity management solution for
businesses and organizations. It provides
overarching, risk-based identity and access
governance functionality seamlessly
integrated with automated provisioning.
Functionality includes lifecycle
management for users and roles, cross-
platform and rule-based real-time
provisioning, web-based self-service
functions for users, delegated
administration, request workflows, access
certification, password management,
metadirectory as well as auditing and
reporting functionality.

DirX Access

DirX Access is a comprehensive, cloud-ready,
scalable, and highly available access
management solution providing policy- and
risk-based authentication, authorization
based on XACML and federation for Web
applications and services. DirX Access
delivers single sign-on, versatile
authentication including FIDO, identity
federation based on SAML, OAuth and
OpenlD Connect, just-in-time provisioning,
entitlement management and policy
enforcement for applications and services in
the cloud or on-premises.

DirX Directory

DirX Directory provides a standards-
compliant, high-performance, highly
available, highly reliable, highly scalable, and
secure LDAP and X.500 Directory Server and
LDAP Proxy with very high linear scalability.
DirX Directory can serve as an identity store
for employees, customers, partners,
subscribers, and other 10T entities. It can also
serve as a provisioning, access management
and metadirectory repository, to provide a
single point of access to the information
within disparate and heterogeneous
directories available in an enterprise
network or cloud environment for user
management and provisioning.

o nva

DirX Audit provides auditors, security
compliance officers and audit
administrators with analytical insight and
transparency for identity and access. Based
on historical identity data and recorded
events from the identity and access
management processes, DirX Audit allows
answering the “what, when, where, who and
why" questions of user access and
entitlements. DirX Audit features historical
views and reports on identity data, a
graphical dashboard with drill-down into
individual events, an analysis view for
filtering, evaluating, correlating, and
reviewing of identity-related events and job
management for report generation.

For more information: support.dirx.solutions/about


https://support.dirx.solutions/about
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Legal remarks

On the account of certain regional limitations of sales rights and service availability,
we cannot guarantee that all products included in this document are available
through the Eviden sales organization worldwide. Availability and packaging may
vary by country and is subject to change without prior notice. Some/All of the features
and products described herein may not be available locally. The information in this
document contains general technical descriptions of specifications and options as
well as standard and optional features which do not always have to be present in
individual cases. Eviden reserves the right to modify the design, packaging,
specifications and options described herein without prior notice. Please contact your
local Eviden sales representative for the most current information. Note: Any
technical data contained in this document may vary within defined tolerances.
Original images always lose a certain amount of detail when reproduced.
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