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Preface

This manual is an introduction to DirX Identity. It consists of the following sections:

- Chapter 1 provides information about the challenge of user and access management.
- Chapter 2 provides a DirX Identity overview.

- Chapter 3 provides a glossary that defines terms and concepts that relate to identity
and access management and DirX Identity.


ch1_challenge.pdf
ch2_identityOverview.pdf
ch3_glossary.pdf

DirX Identity Documentation Set

The DirX Identity document set consists of the following manuals:

- DirX Identity Introduction. Use this book to obtain a description of DirX ldentity
architecture and components.

- DirX Identity Release Notes. Use this book to understand the features and limitations of
the current release. This document is shipped with the DirX Identity installation as the
file release-notes.pdf.

- DirX Identity History of Changes. Use this book to understand the features of previous
releases. This document is shipped with the DirX Identity installation as the file history-
of-changes.pdf.

- DirX Identity Tutorial. Use this book to get familiar quickly with your DirX Identity
installation.

- DirX Identity Provisioning Administration Guide. Use this book to obtain a description of
DirX ldentity provisioning architecture and components and to understand the basic
tasks of DirX Identity provisioning administration using DirX ldentity Manager.

- DirX Identity Connectivity Administration Guide. Use this book to obtain a description of
DirX Identity connectivity architecture and components and to understand the basic
tasks of DirX ldentity connectivity administration using DirX Identity Manager.

- DirX Identity User Interfaces Guide. Use this book to obtain a description of the user
interfaces provided with DirX Identity.

- DirX Identity Application Development Guide. Use this book to obtain information how
to extend DirX Ildentity and to use the default applications.

- DirX Identity Customization Guide. Use this book to customize your DirX Identity
environment.

- DirX Identity Integration Framework. Use this book to understand the DirX Identity
framework and to obtain a description how to extend DirX Identity.

- DirX Identity Web Center Reference. Use this book to obtain reference information
about the DirX Identity Web Center.

- DirX Identity Web Center Customization Guide. Use this book to obtain information
how to customize the DirX Identity Web Center.

- DirX Identity Meta Controller Reference. Use this book to obtain reference information
about the DirX Identity meta controller and its associated command-line programs and
files.

- DirX Identity Connectivity Reference. Use this book to obtain reference information
about the DirX Identity agent programs, scripts, and files.

- DirX Identity Troubleshooting Guide. Use this book to track down and solve problems in
your DirX Identity installation.

- DirX Identity Installation Guide. Use this book to install DirX Identity.

- DirX Identity Migration Guide. Use this book to migrate from previous versions.


introduction:prf_identintroduction.pdf
release-notes:ReleaseNotes.pdf
release-notes:HistoryOfChanges.pdf
tutorial:prf_identtutorial.pdf
prov-admin-guide:prf_identprovadm.pdf
conn-admin-guide:prf_connectivity.pdf
user-interfaces-guide:prf_identgui.pdf
appl-dev-guide:prf_appldevgd.pdf
custom-guide:prf_identprovcustom.pdf
integration-framework:prf_identframework.pdf
web-center-ref:prf_identwebref.pdf
web-center-custom-guide:prf_identwebcustom.pdf
metacp-ref:prf_identcontref.pdf
conn-ref:prf_identagent.pdf
troubleshooting-guide:prf_identtrouble.pdf
install-guide:prf_install.pdf
migration-guide:prf_identmig.pdf

Notation Conventions

Boldface type
In command syntax, bold words and characters represent commmands or keywords that
must be entered exactly as shown.

In examples, bold words and characters represent user input.

Italic type
In command syntay, italic words and characters represent placeholders for information
that you must supply.

[]

In command syntax, square braces enclose optional items.

{}

In command syntax, braces enclose a list from which you must choose one item.

In Tcl syntax, you must actually type in the braces, which will appear in boldface type.

In command syntax, the vertical bar separates items in a list of choices.

In command syntax, ellipses indicate that the previous item can be repeated.

userlD_home_directory

The exact name of the home directory. The default home directory is the home directory of
the specified UNIX user, who is logged in on UNIX systems. In this manual, the home
pathname is represented by the notation user/D_home_directory.

install_path

The exact name of the root of the directory where DirX Identity programs and files are
installed. The default installation directory is userlD_home_directory/DirX Identity on UNIX
systems and C:\Program Files\DirX\Identity on Windows systems. During installation the
installation directory can be specified. In this manual, the installation-specific portion of
pathnames is represented by the notation install_path.

dirx_install_path

The exact name of the root of the directory where DirX programs and files are installed. The
default installation directory is userlD_home_directory/DirX on UNIX systems and
C:\Program Files\DirX on Windows systems. During installation the installation directory
can be specified. In this manual, the installation-specific portion of pathname is
represented by the notation dirx_install_path.

dxi_java_home

The exact name of the root directory of the Java environment for DirX Identity. This location
is specified while installing the product. For details see the sections "Installation" and "The
Java for DirX |dentity".

tmp_path



The exact name of the tmp directory. The default tmp directory is /tmp on UNIX systems. In
this manual, the tmp pathname is represented by the notation tmp_path.

tomcat_install_path
The exact name of the root of the directory where Apache Tomcat programs and files are
installed. This location is defined during product installation.

mount_point
The mount point for DVD device (for example, /cdrom/cdromO).



1. The Challenge of User and Access
Management

Today's business environment is a challenging one for user and access management in the
enterprise. Business relationships are growing more complex, blurring the line between
internal and external business processes. They are also more dynamic, requiring greater
flexibility and responsiveness in the enterprise’s business practices, policies and processes.
Companies are under pressure to open their IT infrastructure to an ever-increasing number
of users, both inside and outside the company, and to ensure the highest productivity and
privacy for these users, all while controlling IT administrative costs and leveraging existing
investments wherever possible. To this end, companies are increasingly looking to external
cloud services as a way to complement their on-premise IT services and address time-to-
market and cost containment concerns. Now more than ever, granting the right people the
right access to the right resources at the right time for the right reasons is an essential
element of enterprise security as companies strive to protect their corporate data and
systems and remain innovative, productive, responsive, compliant and cost-effective
business entities.

Several key business objectives are driving governance over the user and access lifecycle on
the enterprise IT network:

Regulatory compliance. Secure user access to corporate information has become a major
legal issue for business as governments worldwide continue to pass laws intended to
ensure the security, privacy, and integrity of sensitive data like consumer and financial
records. Domestic and international regulations for financial services, healthcare
organizations, pharmaceutical companies and other industries require a secure access
control infrastructure, and non-compliance can result in legal action against the enterprise,
resulting in heavy financial penalties, even criminal proceedings. The more global a
company's reach, the more complex the requirements for regulatory compliance can be
and the greater the cost of failure. To prove compliance, companies must be able to show
"who did what, and when, with what information", which requires a single view of a user's
access rights to all IT systems, a way to track this access automatically on an on-going basis
- identity-based audit - and a way to archive this information securely for long-term access
and analysis.

The move to e-business. The use of the Internet to provide content and business processes
to employees, subscribers, customers, and trading partners is now an essential tool for
increasing user productivity and streamlining business-to-business collaboration.
Companies are offering Web portals and services for everything from personalized
employee access to company information to B2B access to supply chain management
processes. As a result, more and more enterprise IT applications and content are going
online, and access to these applications and content is required by a larger and more varied
set of users. And, while consuming the services made available by cloud providers can off-
load the need to provide them on premises, it also issues new challenges to maintaining
security governance, managing risk, demonstrating accountability and proving regulatory
compliance.

Fast and flexible change management. User and access management need to be flexible
and responsive to dynamic changes in user populations and business processes brought



about by mergers, acquisitions, and the move to e-business. To maximize productivity and
guard against security risks, companies must be able to react in real time to changes in
their users and the access rights these users need to do their jobs. New users and users
changing job functions must immediately get the access rights they need to be up and
running quickly, while departing users must have their access rights revoked immediately
to close security holes. The governance of users and their access rights must remain
consistent and effective across the ever-changing business and user landscape.

Improved information security. Although e-business fosters productivity, personalization,
and collaboration, it also exposes the corporate infrastructure to greater security threats
from malicious users. To combat this problem, companies need to clearly define corporate
security policies - "who is allowed to access what information, and how" - and consistently
enforce them across the heterogeneous systems in the enterprise IT infrastructure. This
task becomes even a bigger challenge when cloud services are used.

Cost control. Companies need to control or reduce costs to keep competitive, and they are
increasingly focusing on IT as an area for cost-cutting. Companies are looking for ways to
minimize the number of calls made to their help desks and hotlines for things like
forgotten passwords, and they are looking to reduce the administrative costs associated
with user management and provisioning - the process that makes the enterprise’s IT
resources available to its users. Corporate budgets are cutting investment in IT systems as
companies seek to get better returns on the IT systems they already have. Companies also
need transparency into the assets they provide to their users and the costs associated with
these assets. Service providers need to track the costs associated with users such as disk
usage, mailbox size, application packages used and base remote access fees, while sales
organizations need to track the costs of mobile phones, laptops, pagers, and PDAs and
retrieve these assets from their users when they leave the organization.

The obstacle to realizing these business objectives is the one function-one system structure
of the typical enterprise IT network. In the conventional IT infrastructure used in most big
companies today, there is a one-to-one correspondence between a function or resource
available to users and the IT application/system that provides that function. Consequently,
user management, access management, password management and auditing are carried
out on a per-IT system basis. IT staff must administer users and their access rights on each
IT system in the network or in the cloud, usually by manual administration. Users get one
account and one password for each IT system they need to use. Each IT system has its own
audit or monitoring function to track changes to users and their access rights on that
system.

This structure has negative consequences for user and access management:

- Decentralized user management and provisioning means that user and access data is
duplicated across IT systems and usually becomes inconsistent over time, making it
difficult to find correct and up-to-date information and to de-provision users.

- Decentralized auditing and monitoring makes it difficult to track changes to users and
their access rights. There is no way to tell what a single user’s total access rights are
across the enterprise - even his account names are different for each IT system he uses -
making it very hard to audit for regulatory purposes.

- One password per IT application means that users must remember a lot of different



passwords, one for each system they need to use. Password proliferation leads to more
help desk and hotline calls, lost productivity as users wait for password reset, and
increased IT administration costs.

- Manual administration is expensive and error-prone and leads to delays in provisioning
and de-provisioning users, which decreases productivity, jeopardizes security and
compliance, and introduces data inconsistencies.

- Security administration on a per IT system basis means that access policies are
designed from the bottom up instead of being modeled according to business
practices and processes. Decentralized, ad hoc security policies make it difficult to
assign the right access to the right users given their function in the organization,
increasing risk, decreasing productivity, and making it hard to prove compliance with
enterprise security policies and external regulations on access.

To address the key business drivers and overcome the present limitations requires an
enterprise-wide, cross-platform, centralized and automated user management,
provisioning and access management system that governs access to IT resources
according to business roles, policies and processes. The system must provide ways to be
aligned with business processes and off-load routine administrative functions and
decisions from IT staff to users and their managers so that requests and decisions about
what users really need are made by the people who know best. Identity and access
management (IAM) technology offers an effective way to satisfy these requirements.

1.1. What Is Identity and Access Management?

Identity and access management (IAM) provides for a process-driven, centralized,
automated, and integrated solution, making user and access management transparent
across the different systems in the enterprise’s IT infrastructure. Identity management
processes address the administration of users and their access rights across the IT
infrastructure according to business principles, practices, policies and processes. Access
management processes address the real-time enforcement of user access to the systems,
services, and applications that make up the enterprise IT infrastructure according to their
established access rights. Audit processes running outside of the |IAM process stream
address the need to record, review, analyze and report on the IAM processes themselves to
mitigate risk, demonstrate accountability, prove compliance and provide feedback for
corporate decision-making on IAM design and performance.

1.1.1. Identity Management

Identity management processes work to align enterprise business interests with lower-
level IT operations for user management and provisioning. Identity governance functions
provide a high-level, transparent way to define, create, manage, assign, review and remove
users (who are represented in the |IAM system as digital identities) and their access rights to
resources according to business security objectives and compliance requirements. Identity
provisioning functions dynamically and automatically realize the results of identity
governance operations into the necessary entitlements (for example, accounts and groups)
in the systems, applications, and services that make up the enterprise IT infrastructure.

Identity governance and provisioning processes include user self-service and delegated



administration, password management, user management, role, policy and business object
management, request workflow, certification campaigns, real-time provisioning and
reconciliation and metadirectory.

1.1.1.1. User Self-Service

User self-service allows users to perform simple user-oriented identity management tasks
that must typically be carried out by technical IT administrators in the traditional enterprise
IT infrastructure. With self-service, users can register themselves with enterprise services,
manage their own data, including their own passwords, and request roles, which model
user access rights to enterprise resources for themselves. User self-service allows the
enterprise to put common, frequently recurring identity management tasks like password
resets and user profile updates into the hands of the users themselves, rather than IT,
hotline, and help desk staff.

1.1.1.2. Delegated Administration

Delegated administration allows users to grant other users the right to perform their
identity management tasks (or a subset of these tasks). Delegation allows an enterprise to
distribute identity management tasks according to business functions and to create a
hierarchy for identity management that reflects its business structure. The enterprise can
use delegated administration to balance the user management and access rights
administration load across both IT and non-IT departments according to areas of
responsibility and expertise.

1.1.1.3. Password Management

Password management allows users to maintain a single password that will automatically
be synchronized to all relevant IT systems in the enterprise. Password management
functions permit users to reset forgotten passwords themselves through challenge-
response procedures (or request an administrator reset), change their passwords in one or
more systems, for example, in an LDAP directory or in Windows, notify users when they
need to change their passwords to comply with password policies established for the
enterprise (for example, expiration of a password'’s lifetime), and synchronize these
password changes in real time to all the relevant IT systems.

1.1.1.4. User Management

User management includes all the activities related to the creation, maintenance and use
of user accounts, user attributes, roles, entitlements and other data encompassing the
different directories, user databases, and application-specific repositories that make up the
fragmented, heterogeneous enterprise IT environment. User management consists of two
main tasks: maintaining an accurate and up-to-date directory of users to be provisioned
and assigning users to roles. Maintaining a consistent user directory is handled by request
processes from the users themselves and/or their managers (user self-service and
delegated administration) and by data synchronization workflows (for example, with the
enterprise HR system) provided by the metadirectory. User facets, personas and functional
users extend the user for alternative representations of users and assigned resources.



1.1.1.5. Role Management

Arole is a set of access rights based on either business semantics or on IT-system specific
semantics that permits users to access enterprise IT resources. In a role-based access
control (RBAC) model, access rights to IT systems and resources are controlled by roles,
which in turn are associated with or assigned to users. The enterprise can structure its roles
in a hierarchical model according to its business roles and functions or other
considerations. The role concept establishes a logical layer for the modeling and
management of access control information that is generic enough to cover many IT
systems' access control methods, such as:

- Group-based IT systems, which control access rights via account membership in
groups. Making an account a member of a group gives it the access rights that have
been granted to the group. User groups, profiles, and application-specific roles are
examples of group-based methods of access control.

- Attribute-based IT systems, which control access rights via attributes in the accounts.
For example, in Active Directory, a set of account attributes defines a user's mailbox;
there is no concept of group membership.

- Systems that use both group-based and attribute-based access control methods, like
Microsoft Active Directory.

Role-based access management allows access control on each IT system to be managed in
a uniform way. Role management also simplifies and structures access rights
administration. High-level managers can assign roles to their staff without needing to know
the IT-specific details, and IT personnel can administer the access rights in the IT systems
without needing to know the business details. The assignment of roles to users can be
partially automated with the help of security policies and their associated rules.

1.1.1.6. Certification Campaigns

A certification campaign is the identity governance process of periodically checking user-
privilege and privilege-user assignments to ensure that these assignments continue to
comply with enterprise business policies. Certification campaigns specify the privileges or
users and assignments to be certified, how often the certification is to take place, and who
is to perform the certification. Compliance officers can monitor the certification camypaign’s
progress and generate reports on the completed camypaign. Certification campaigns allow
the enterprise to verify that access rights to its IT systems - especially security-sensitive
systems - remain properly granted to its user community over time, satisfying compliance
regulations and mitigating risk.

1.1.1.7. Business Object Management

A business object is a collection of data related to a business structure in the enterprise
such as an organization, a cost center or a project. Business objects in an identity
management system serve two main functions:

- They help to automate user-role assignment by allowing the roles referenced by the
business object to be inherited by the users linked to it.

- They help to reduce redundancy of user data in the identity store by providing a single



point of control for common user data. For example, an organization’s street address
and postal code can be kept in a business object and associated with all users linked to
it.

Changes to the information in the business object — including references to roles — are
automatically propagated to the users linked to the business object.

Business objects offer a way to view identities from different perspectives: for example, all
people in a particular location, all members of a specific organizational unit, or all people
that belong to a particular cost center. Because business objects locate data centrally
instead of at individual user entries, they allow for easier data cleansing and maintenance.
Finally, automatic user-role assignment via links to business objects has become a popular
method for role assignment.

1.1.1.8. Policy Management

Policy management refers to the creation and maintenance of policies that reflect the
enterprise’s security and administrative policies and their associated rules and which help
to govern, automate and control identity management processes. A policy is composed of
one or more rules; each rule identifies the entities - for example, a set of users, or a set of
resources - to which the rule applies, the action to be taken, such as assigning one or more
roles, and a priority level that is used to resolve conflicts with other rules. Policies can be
applied to governance-level functions such as password creation and maintenance, role
assignment, and segregation of duties (user-role assignments that constitute conflicts of
interest), to provisioning-level functions like user data consolidation and reconciliation
(periodic comparison of IT system data and its representation in the IAM system) and to
audit-level functions to control how identities and their access rights are monitored.
Policies help to control and automate identity management tasks, reducing error-prone
manual administration and help to guarantee compliance with internal and external
regulations.

1.1.1.9. Request Workflow and Approval

Request workflows provide the process control mechanism that supports user self-service
and delegated administration activities. Request workflows allow users to create identity
management data like users or roles, request or assign resources, such as access to a
company newsletter or a file share, and optionally authorize these requests according to
the access policies in force in the enterprise. When a request needs approval, the request
workflow notifies each person in the defined approval path - for example, by email - and
each approver uses a Web browser to access a Web interface to accept or reject the
request. When access policies require re-authorization of a resource at a given interval, for
example, quarterly re-approval of a financially sensitive role assignment, request workflows
automatically enforce compliance by re-notifying the appropriate approvers; failure to re-
approve leads to automatic unassignment. Request workflows allow the enterprise to
handle all of the business processes associated with identity management in a well-
defined, controlled and automated way.

1.1.1.10. Provisioning

Provisioning is the fully automated, real-time process of calculating user access rights and

10



distributing them to IT systems based on the roles assigned to the user. The provisioning
process automatically and instantaneously grants, changes, and revokes access rights in IT
systems in response to role assignment, re-assignment, and revocation. Provisioning
automates the time-consuming process of managing access rights across many different
IT systems over the user life-cycle and permits fast activation and de-activation of access
rights across these systems for multiple user identities.

Provisioning provides a single point of administration for the enterprise’s total identity and
access control information and implements the services that keep the identity and access
control data in the IT systems consistent and up-to-date, allowing the enterprise to ensure
the security of its data, reduce administration overhead, accelerate its business processes
and improve its customer service, and protect its investments in existing IT systems.

1.1.1.11. Reconciliation

Reconciliation is the process of periodically comparing the access rights data inan IT
system to the IAM system'’s central repository - its identity store - to detect local changes to
the IT system data that have occurred independently of changes initiated by the IAM
system. Deviations can be explicitly reconciled by hand or automatically and periodically by
reconciliation policies. Reconciliation ensures the integrity of access rights data across the
enterprise, a key element of compliance.

1.1.1.12. Metadirectory

Metadirectory is the set of services that integrates the disparate directories, user databases,
and application-specific information repositories in the enterprise IT network into a
centralized data store and provides the connectivity, management and interoperability
functions that unify the user data ("join") and ensure the bidirectional attribute flow
(synchronization) in this fragmented environment.

In an IAM system, the metadirectory provides an infrastructure for automated enterprise-
wide user management that addresses the problem of decentralized multiple user
identities and user administration functions. Metadirectory services:

- Integrate user data from multiple authoritative sources - human resources directories,
enterprise resource planning (ERP) systems, customer relation management (CRM) and
Supply Chain Management (SCM) databases - into a single, unique digital identity that
represents the user to be provisioned in the IT systems

- Maintain an accurate and up-to-date identity store of these identities and synchronize
identity data from the identity store back into the authoritative sources

1.1.2. Access Management

Access management processes control the real-time access by user identities to systems,
services, and applications in the IT infrastructure according to the entitlements established
for them by IM processes. Access management processes include authentication,
authorization and federation.
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1.1.2.1. Authentication

Authentication is the process of identifying users and validating their identity. Various
authentication methods can be used, including basic authentication using
username/password, secure tokens, digital certificates and smart cards. Authentication
ensures that users are properly identified and that these identities are validated to the
enterprise’s resources. Single sign-on (SSO) permits a user to access multiple IT systems
and applications after being authenticated just one time. Web SSO uses encrypted cookies
to store user authentication and session information, which permits users to access
enterprise resources over Web-based applications without the need to re-authenticate.

1.1.2.2. Authorization

Authorization is the real-time enforcement of user access requests to the enterprise
resources. Authorization ensures that users can only access the IT systems in the enterprise
and the corresponding resources according to their access rights. Access decisions can be
based on centralized access control policies.

1.1.2.3. Federation

Identity federation permits an enterprise to share trusted identities with autonomous
organizations outside of the enterprise, like trading partners or suppliers. The goal of
federation is to integrate identity information across enterprise boundaries to allow the
enterprise to build business communities.

1.1.3. Audit and Compliance

Audit is an identity and access "intelligence" process that provides a window into IAM
process functioning and complements the real-time monitoring and reporting capabilities
provided by the IAM processes themselves. Audit functions include:

- Automatically logging information about all identity and access management
transactions and storing these records, called audit trails, securely in an audit log
repository for subsequent analysis and report.

- Generating reports, either automatically or on demand, about the status of identity
management data in the identity store

An identity-based audit trail automatically collects information about all user and role
transactions, and can provide information about who has access to what, when access to
something was granted, who granted that access, and which policy permitted it.An access-
based audit trail automatically collec